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Abstract

This doctoral thesis investigates the design and development of Artificial Intelligence (AI)

systems characterized by variable risk levels according to Art. 6 and Annex III in [1], with

the aim of ensuring their compliance with legal and ethical standards, either imposed or

recommended by the European Union, with particular reference to the regulatory frame-

works [2] and [1], as well as the ethical guidelines [3].

The research alternates between theoretical exploration, both technological and reg-

ulatory, and operational phases in which acquired knowledge is implemented and translated

into concrete and applicable results. The adopted approach is highly transversal, allowing

exploration from Machine Learning to Deep Learning, encompassing a wide range of tasks

(classification, regression, object detection), various data types (tabular data, time-series,

XCA and US images), and different domains (industrial decision support, municipal tax

revenue, and healthcare) characterized by varying degrees of risk and multiple compli-

ance requirements. Compliance is implemented, often voluntarily, always respecting the

principle of proportionality, without ever being redundant or obstructive, and it specifi-

cally addresses the following profiles: Privacy by Design (Considerando 78, Art. 25(1))

including Data Anonymization, Data Minimization, Computational and Output Privacy;

Privacy by Default (Considerando 78, Art. 25(2)) in [2]; Technical Robustness (Art. 16),

Data Governance (Art. 10), Transparency (Art. 13), Human Oversight (Art. 14) in [1].

From a methodological perspective, the scientific-technological and regulatory di-

mensions develop in parallel and are both considered from the earliest stages of the AI

system life-cycle, in an extended “by design” perspective. The five case studies, which be-

long to the industrial decision support, tax revenue, and healthcare sectors, constitute the

operational core of the research, each representing a specific combination of task, applica-

tion domain, data type, and risk category. The results are presented in five publications,

either accepted or under review.



Abstract ii

The sixth contribution focuses on the operationalization of the regulatory frame-

works [2][1], proposing Cohesive Impact Assessment (COHESIA), an integrated method-

ological framework that unifies the Data Protection Impact Assessment (DPIA) and the

Fundamental Rights Impact Assessment (FRIA) into a semi-quantitative compliance model.

COHESIA operationalizes the concept of trustworthy AI in concrete scenarios, support-

ing systematic evaluation of AI applications across different risk levels and regulatory

dimensions, facilitating DPIA and FRIA comparison, both diachronically (across succes-

sive versions of the same document) and synchronically (across multiple DPIAs or FRIAs,

or between the DPIA and the FRIA produced for the same system).

To demonstrate its practical utility, COHESIA is applied to the FAITH-RSDD AI

system, designed to support municipal fiscal efficiency, as well as to a series of AI systems

inspired by the other four case studies investigated in this thesis.

The need for a tool facilitating the coordinated drafting of DPIA and FRIA arises

from the principle that these two documents should not be regarded as mere formal obli-

gations to be completed only at deployment or produced in case of a data breach, but as

operational instruments accompanying the entire system life-cycle [4][2][1], continuously

guiding design choices to enhance the quality of the final product and foster a culture of

responsible know-how.

To support this approach, key compliance requirements have also been evaluated

for AI systems not classified as high-risk, or in contexts where they are not explicitly

mandatory, in line with voluntary alignment (Considerando 7 and 27, Art. 95 in [1], Art.

40 in [2]) and [3]. In this context, it is necessary to determine, on a case-by-case basis,

the optimal trade-off between regulatory compliance and operational utility, in order to

maximize both without conflict, according to the principle of proportionality.

In conclusion, this research allows for an integrated experience and leads to the con-

crete development of AI systems oriented toward trustworthiness, a crucial ethical principle

that enables stakeholders to adopt new AI-based solutions with confidence, awareness, and

safety.
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Abstract

Il presente lavoro di tesi indaga la progettazione e lo sviluppo di sistemi di Intelligenza

Artificiale (IA) caratterizzati da livelli di rischio variabili in base all’Art. 6 e Annesso III in

[1], al fine di garantirne la conformità agli standard legali ed etici rispettivamente imposti

e raccomandati dall’Unione Europea, con particolare riferimento ai quadri normativi [2] e

[1], nonché alle linee guida etiche [3].

La ricerca alterna fasi di approfondimento teorico, sia tecnologico che normativo,

a fasi operative in cui le conoscenze acquisite vengono implementate e tradotte in risul-

tati concreti e applicabili. L’approccio adottato è improntato alla massima trasversalità e

consente di spaziare dal Machine Learning al Deep Learning, includendo un’ampia gamma

di task (classificazione, regressione, forecast di serie storiche, object detection), vari tipi

di dato (dati tabulari, serie storiche, immagini radiografiche ed ecografiche) e domini dif-

ferenti (settore moda, settore fiscale, settore sanitario) caratterizzati da diversi gradi di

rischiosità e molteplici esigenze di compliance. La compliance è impostata, spesso su base

volontaria, ma sempre nel rispetto del principio di proporzionalità, senza mai assumere

carattere ridondante od ostativo, e riguarda in particolare i seguenti profili: Privacy by

Design (Considerando 78, Art. 25(1)) inclusiva di Data Anonymization, Data Minimiza-

tion, Computational e Output Privacy ; Privacy by Default (Considerando 78, Art. 25(2))

in [2]; Technical Robustness (Art. 16), Data Governance (Art. 10), Transparency (Art.

13), Human Oversight (Art. 14) in [1].

Dal punto di vista metodologico, le dimensioni scientifico-tecnologica e normativa

si sviluppano in parallelo e sono curate fin dalle prime fasi del ciclo di vita del sistema

AI, in un’ottica “by design” estesa. I cinque casi di studio, appartenenti ai settori moda,

fiscale, e sanitario, costituiscono il nucleo operativo della ricerca, ciascuno rappresentando

una combinazione specifica di task, dominio applicativo, tipo di dato e categoria di rischio-

I risultati sono raccolti in cinque pubblicazioni, accettate o in fase di valutazione.
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Il sesto contributo si concentra sull’operazionalizzazione delle normative [2][1], pro-

ponendo il COHEsive Impact Assessment (COHESIA), un quadro metodologico integrato

che unifica Data Protection Impact Assessment (DPIA) e Fundamental Rights Impact

Assessment (FRIA) in un modello di conformità semi-quantitativo. COHESIA rende op-

erativo il concetto di IA affidabile in scenari concreti, supportando la valutazione sistem-

atica delle applicazioni di IA attraverso diversi livelli di rischio e dimensioni regolatorie,

promuovendo un confronto tra DPIA e FRIA sia diacronico (tra versioni successive dei

documenti) che sincronico (tra DPIA e FRIA redatte per sistemi di IA simili ma diversi o

tra la DPIA e la FRIA redatte per lo stesso sistema, eventualmente da diversi operatori).

Per dimostrarne l’utilità pratica, COHESIA è stato applicato al sistema di IA

FAITH-FDSS, progettato per supportare l’efficienza fiscale dei comuni, nonché a una serie

di sistemi di IA, ispirati agli altri quattro casi di studio sviluppati nella tesi. La necessità

di uno strumento che faciliti la redazione coordinata di DPIA e FRIA deriva dal principio

secondo cui questi due documenti non devono essere considerati meri adempimenti for-

mali da compilare esclusivamente al momento del deployment o da esibire in caso di data

breach, ma strumenti operativi che accompagnano l’intero ciclo di vita del sistema [4][2][1],

guidando costantemente le scelte progettuali a beneficio della qualità del prodotto finale

e fondando una cultura del know-how responsabile.

A supporto di questa impostazione, i requisiti chiave di compliance sono stati valu-

tati anche per sistemi di IA non classificati come high-risk, o in contesti in cui non risulta-

vano esplicitamente obbligatori, in linea con un adeguamento volontario (Considerando 7

e 27, Art. 95 in [1], Art. 40 in [2]) e [3]. In tale contesto, si è reso necessario determinare,

caso per caso, il trade-off ottimale tra conformità normativa e utilità operativa, al fine di

massimizzare entrambe senza conflitti, secondo il principio di proporzionalità.

In conclusione, il presente lavoro di ricerca rappresenta una esperienza integrata e

conduce allo sviluppo concreto di sistemi di IA orientati all’affidabilità, principio etico cru-

ciale che consente ai diversi stakeholder di adottare con fiducia, consapevolezza e sicurezza

le nuove soluzioni basate sull’IA.



Abstract vi

Parole chiave: IA affidabile, conformità legale, Normativa EU sull’IA, DPIA,
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Introduction 1

Introduction

1 Motivation

After a period of relatively modest progress, the year 2012 marked a decisive turning point

in the evolution of AI. Researchers could now harness the computational power of GPUs

to accelerate the training of Deep Learning (DL) models at an unprecedented scale.

Over the following decade, the convergence of enhanced computing capacity, the

advent of big data, the introduction of exceptionally powerful new architectures, and

the large-scale parallelization of algorithms propelled AI to the forefront of technological

innovation, establishing it as one of the most strategic and influential technology of the

twenty-first century.

As global progress in AI accelerated substantially, massive investments began to

flow from leading technology companies, driven by the recognition of AI’s transformative

potential and the pursuit of competitive advantage. This unparalleled wave of innovation,

fuelled by substantial public and private financial resources directed toward AI research,

development, and deployment, has raised profound policy and ethical questions concerning

governance, accountability, and the protection of fundamental rights.

In response to these emerging challenges, since 2017 the European Union has un-

dertaken an ambitious and comprehensive policy agenda aimed at establishing a human-

centred, trustworthy AI ecosystem which effectively fosters innovation. In October 2017,

the European Council affirmed that, in order to successfully build a “Digital Europe,” the

Union must cultivate “a sense of urgency to address emerging trends” [13] and invited the
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European Commission to develop a coordinated European approach to AI. Subsequently,

in June 2018, the Commission established the High-Level Expert Group on AI (AI HLEG),

an independent advisory body tasked with producing two landmark documents: (1) the

Ethics Guidelines for Trustworthy AI [3] and (2) the Policy and Investment Recommenda-

tions for Trustworthy AI [14], while also launching the European AI Alliance to promote

multi-stakeholder dialogue. In February 2020, the White Paper on AI [15] outlined policy

options designed to enable both an ecosystem of excellence and an ecosystem of trust.

This was followed, in July 2020, by the AI HLEG’s Final Assessment List for Trustworthy

AI (ALTAI) [16], which provided practical guidance for the voluntary self-assessment of

AI systems. The regulatory process reached a historic milestone in August 2024 with the

entry into force of the Regulation (EU) 2024/1689 of the European Parliament and of

the Council [1], establishing the first comprehensive European legal framework for AI. In

February 2025, the European Commission issued the Guidelines on Prohibited AI Prac-

tices and the Guidelines on the Definition of AI Systems, offering further clarification and

practical direction to ensure coherent and effective implementation of [1] across Member

States.

In this highly dynamic and rapidly evolving landscape, a careful and rigorous exam-

ination of how AI applications can achieve practical compliance with emerging regulatory

and ethical standards represents both a crucial opportunity and an imperative for all actors

involved in the life-cycle of AI systems, from research to industry.

Such an inquiry is not only essential for ensuring that AI technologies are developed

and deployed responsibly and safely, but also provides a foundation for aligning innovation

with the European vision of human-centred and trustworthy AI.

Against this backdrop, the research objectives of this thesis are motivated by the

need to operationalize compliance and to identify practical measures for implementing

data governance, transparency, and human oversight in AI systems.

By broadening the scope of the investigation to encompass both diverse domains

and AI systems exhibiting varying degrees of risk, this work further proposes original

technical solutions aimed at addressing challenges that might otherwise compromise system

functionality and, as a consequence, adherence to regulatory and ethical standards.
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2 Research Objectives

In this research, compliance is interpreted as adherence to the principles of trustworthy

AI, whose tenets, as stated in [3], are lawfulness, robustness, and ethics. Accordingly,

compliance is understood not only as conformity with the legal frameworks established by

[2] and [1], but also as the pursuit of high technological quality standards in AI models

and alignment with ethical principles that promote responsible and human-centred AI.

Achieving genuine legal compliance cannot be separated from the technical sound-

ness of the models and the robustness of the data-preprocessing pipeline, as demonstrated,

for instance, by Artt. 10, 13, and 15 of [1]. For this reason, a substantial portion of the

present research is devoted to the technical and implementation aspects that underpin

regulatory adherence. While avoiding unnecessary digressions, this dissertation aims to

provide a transversal perspective on the overarching theme, integrating supplementary

analyses wherever they yield additional insight.

The main objectives of this research are formulated as follows:

1. Technological optimization: for each case study, conduct an in-depth investiga-

tion of the most effective technological solutions to address the task defined by its

intended purpose.

2. Compliance verification: ensure that the Technological optimization comply with

all the relevant legal provisions as well as with the non-binding principles of trust-

worthy AI.

3. Transversality: guarantee a transversal scope across application domains (indus-

trial decision support, municipal tax revenue administration, and healthcare), learn-

ing tasks (regression, classification, and object detection), and data types (tabular,

time-series, and imaging data), thereby promoting the generalizability and method-

ological coherence of the proposed approach.
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4. Trustworthiness: apply the above criteria consistently across all risk classes in

accordance with the principle of proportionality and, where appropriate, on a vol-

untary basis, to foster the development of genuinely trustworthy AI systems that

extend beyond mere regulatory compliance.

5. Operationalization of legal compliance: further operationalize regulatory prin-

ciples through the design and application of an integrated semi-quantitative frame-

work for conducting DPIA and FRIA, employing this framework as a comparative

and evaluative tool across diverse AI systems.

It should be noted that the activities undertaken to achieve these objectives are necessarily

developed in parallel, thus implementing, in practical terms, a form of “compliance by

design” which extends the “privacy by design” defined in Art.25(1) of [2].

3 Structure of the Thesis

Chapter 1 provides a concise overview of the soft law landscape, encompassing a range of

ethical guidelines, policy papers, and other non-binding instruments that integrate legal,

technological, economic, and theoretical perspectives. These instruments constitute the

conceptual and substantive foundation upon which [1] has been developed. The chapter

also reviews selected decisions of the Regional Administrative Courts (TAR) and the Coun-

cil of State (CdS). These judgments illustrate an increasing judicial awareness of the legal

issues posed by AI, while simultaneously highlighting the limitations of pre-existing legal

frameworks in effectively addressing the challenges raised by AI. The chapter concludes

with a concise overview of the sections from [1] most frequently referenced throughout this

thesis, which serve as a continuous foundation for the discussion of case studies and guide

the conception and implementation of the proposed compliance framework.

Chapter 2 introduces two case studies in the industrial decision support domain,

motivating their classification as low-risk applications under the risk-taxonomy in [1]. The

chapter explores how such systems can be aligned with the principles of Data Governance,

Data Protection, Human Oversight, and Transparency, adopting a voluntary compliance

approach inspired by the overarching concept of trustworthy AI.
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Chapter 3 elaborates on the first case study introduced in Chapter 2. It provides

a comprehensive description of the domain (tabular data derived from fashion manufac-

turing) and the specific tasks addressed, namely defect classification and production time

regression. The chapter discusses the design, implementation, and evaluation of the de-

veloped AI system and concludes with the presentation of the main findings and insights.

Chapter 4 focuses on the second case study introduced in Chapter 2. It examines

time-series data concerning the sell-out performance of a prestigious Italian company and

addresses the task of sales forecasting. The chapter presents an AI-based predictive model

designed to optimize performance relative to non-automated benchmarks, followed by an

analysis of results and concluding remarks.

Chapter 5 introduces one case study within the domain of fiscal revenue adminis-

tration, justifying its classification as moderate-risk under the risk-taxonomy in [1]. The

chapter investigates how these system can ensure compliance with the principles of Data

Governance, Data Protection, Human Oversight, and Transparency, following a partially

voluntary approach aligned with the broader goal of promoting trustworthy AI.

Chapter 6 provides a detailed account of the case study introduced in Chapter 5.

It describes the domain (tabular data from fiscal operations) and the specific task of

payment prediction, discriminating between settled and outstanding payment notices. The

design, implementation, and evaluation of the AI system are presented, followed by the

results obtained and final observations.

Chapter 7 introduces two case studies within the domain of biomedical imag-

ing, providing a rationale for their classification as high-risk applications under the risk-

taxonomy in [1]. The chapter subsequently examines how these systems can be rendered

compliant with the core regulatory principles of Data Governance, Data Protection, Hu-

man Oversight, and Transparency, illustrating their practical implementation.

Chapter 8 presents the detailed development of the first case study introduced

in Chapter 7. It offers an in-depth characterization of the biomedical domain (X-ray

imaging) and the specific task (object detection of stenoses). The chapter outlines the

design and implementation of an AI system developed within a Federated Learning (FL)
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framework, integrating an innovative approach to address non independently and identi-

cally distributed (non IID) data. The results achieved and the corresponding conclusions

are subsequently discussed.

Chapter 9 details the second case study introduced in Chapter 7, focusing on the

biomedical ultrasoud (US) imaging domain and the task of fetal standard plane classifica-

tion. It presents the design of an AI system developed under a FL framework, introducing

an original methodology to mitigate noise in the training data. The results and conclusions

are then reported and critically analyzed.

Chapter 10 introduces COHESIA, an integrated methodological framework that

consolidates the DPIA and the FRIA into a unified semi-quantitative model. In this pro-

cess, well-established tools are employed for conducting the DPIA, while more experimental

and still-evolving instruments are used for the FRIA, drawing upon recent literature on

the practical implementation of the [1]. COHESIA is then applied to four distinct AI sys-

tems within the high-risk class, each exhibiting different levels of impact, legal compliance,

and technical robustness. These four case studies are conceived as thought experiments

to illustrate how the framework can facilitate comparative analysis while deriving mean-

ingful insights from the AI systems effectively implemented throughout this research. The

first case study is a modified version of the one presented in Chapter 6, in which the

addition of a third, higher-risk task leads to its reclassification into the high-risk category.

The second represents a further variation of the first, intentionally designed to weaken its

technical soundness. The third is inspired by the case studies discussed in Chapters 8

and Chapters 9, while the fourth, is drawn from the field of legal process automation

and is characterized by high impact and limited technical soundness, a condition which

makes its lawfulness highly questionable.

4 Contibutions

This thesis provides transversal insight into the different risk classes of AI systems as es-

tablished by [1]. Drawing on six case studies, it examines the low, moderate, and high-risk
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categories, and proposes original technical solutions tailored to their specific scope. Partic-

ular attention is paid to the solution that implements an operational framework to apply

DPIA and FRIA documents in a consistent and cohesive manner. For the case studies,

publications have been produced, either accepted or under submission, which concretely

anchor the research. The following sections discuss these contributions, highlighting their

significance and value.

The first contribution [9] introduces FashionDSS, an innovative Human-in-the-Loop

Decision Support System (DSS) that integrates human expertise with advanced AI to en-

hance quality assurance and product manufacturing. Critical tasks such as early predic-

tion of product defects and regression over manufacturing times are essential in the luxury

fashion industry to maintain brand reputation, ensure customer satisfaction, and enable

informed adjustments to materials, designs, or production processes before production

begins. The results demonstrate that FashionDSS significantly improves operational effi-

ciency, reduces defect rates, and enhances customer satisfaction by supporting proactive

quality management. FashionDSS was specifically designed to comply seamlessly with the

requirements of transparency, performance, and human oversight.

The second contribution [10] introduces FashionSight, a modular, human-in-the-

loop DSS for sales forecasting at the Stock Keeping Unit (SKU) level in the luxury fashion

industry. In the rapidly changing and highly seasonal world of luxury fashion, accurately

forecasting sales at both product and market levels remains a critical and complex chal-

lenge. Brands must manage global inventories across diverse regions, cope with short and

intermittent time series, and address the growing demand for transparency and data pri-

vacy. Traditional forecasting methods often prove inadequate in this context due to their

reliance on global models or complex architectures that lack interpretability. To overcome

these limitations, FashionSight employs a per-series ensemble architecture that combines

weak learners, including Support Vector Regression (SVR), Light Gradient Boosting Ma-

chine (LGBM), and linear models, through a weighted aggregation strategy based on

in-sample error performance. This design ensures high adaptability to data heterogeneity

and facilitates business-driven interpretation and validation. Empirical evaluation using

real-world sales data from an important Italian fashion brand, covering 14 international

markets, demonstrates that FashionSight consistently outperforms an internal benchmark
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and a range of alternative approaches, supporting data-driven decision-making while main-

taining trust and regulatory compliance.

In public administration, the systematic adoption of new technologies reflects the

recognition that efficiency is not merely an operational goal but a public responsibility.

In the specific context of tax revenue administration, enhanced efficiency enables both

the optimization of public budgets and the delivery of improved services through effective

and accurate revenue management. In this regard, the third contribution [5] introduces

OptiRevDSS, a Machine Learning (ML) DSS designed for municipal revenue officers. The

system aims to improve efficiency in tax revenue administration by providing interpretable

predictions accompanied by uncertainty assessments, thereby supporting informed and

accountable decision-making. Implemented as a shallow Multi-Layer Perceptron (MLP)

architecture, the framework reinforces data protection through the integration of FL and

(ε, δ)-Differential Privacy (DP). Transparency is enhanced through the analysis of feature

importance, while trustworthiness is strengthened through uncertainty estimation based

on Monte Carlo dropout (MC dropout). Particular attention is devoted to ensuring compli-

ance with [? ] and [1], as well as alignment with the broader European ethical framework

outlined in [3].

Following the entry into force of [1] on 1 August 2024, the requirement to conduct

a FRIA for high-risk AI systems, as mandated by Art. 27 of the Regulation, will be-

come mandatory as of August 2026. The preparation of the FRIA will complement the

preparation of a DPIA, as required under Art. 35 of [2] for the processing of personal

data that poses significant risks. In addition, beyond the contexts in which DPIAs and

FRIAs are strictly mandatory, these assessments may also be conducted voluntarily, in

line with [3]. In the fourth contribution [6], we propose COHESIA, a unified framework

that facilitates the drafting and analysis of both documents, integrating quantitative and

qualitative elements. COHESIA provides convenient indicators for both diachronic com-

parison of multiple document versions, since both DPIAs and FRIAs are to be maintained

throughout the life-cycle of the AI application, and synchronic comparison of documents

produced for different AI systems of similar nature, or, when DPIAs and FRIAs are con-

ducted independently, by different actors. To illustrate its benefits, we apply COHESIA

to the tax revenue AI system implemented in [5], as well as to three additional AI systems,
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included purely as a thought experiment but inspired by the other case studies presented

in this research.

The fifth contribution [7] presents FedStenoNet, a novel Personalized FL (PFL)

framework for stenosis detection in X-ray Coronary Angiography (XCA) images. This

work introduces the first PFL framework for stenosis detection in XCA that jointly ad-

dresses both inter- and intra-client variability across three real-world, non-identical, in-

dependently distributed (non-IID) datasets. An extensive and uniform XCA dataset has

been curated and will be publicly released upon publication to support reproducible re-

search and promote further advances in federated medical image analysis. To support

both the ethical and regulatory framework, as well as to enhance the performance and

trustworthiness of the system, FedStenoNet integrates Histogram Matching (HM) as a

privacy-preserving inter-client adaptation strategy to harmonize image appearance across

institutions. Additionally, a novel Test Time Adaptation (TTA) mechanism is employed

for intra-client adaptation, enabling the update of client-specific weights and improving

generalization during inference without requiring any data other than the single sample

itself. In terms of transparency, an explainability technique, particularly well-suited for

unstructured data, is incorporated to visually highlight the regions of an input image that

are the most influential in the model’s decision.

The sixth contribution [8] addresses the problem of federated fetal standard plane

detection in the presence of noisy labels, using a large dataset of 5187 images from Europe

and a smaller dataset of 450 images from Africa. Within a FL framework, the largest

and presumably most representative client is leveraged to extract robust embeddings via

contrastive learning. These embeddings capture the most significant geometrical features

inherent to each standard plane (i.e., brain, femur, abdomen, thorax) and are used to

refine noisy image labels for the same client. Prototypes computed from the noise-free em-

beddings, along with the backbone trained through contrastive learning, are then shared

with the smaller client to enable robust labeling and guide the FL process. Experimental

results demonstrate that this approach mitigates the impact of noisy labels across clients

of different sizes, improving the overall performance of standard plane detection while sup-

porting accuracy and reliability as mandated by regulatory frameworks for AI systems.

The same explainability technique used in [7], is employed to visually highlight the regions
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of an input image that most strongly influence the model’s predictions, thereby enhanc-

ing interpretability. In line with the vision of AI systems that promote human wellness

advocated in [3], this work investigates the development of an application that leverages

technology in scenarios where biomedical devices operate with low-resolution capabilities.
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Chapter 1

Tracing the Roots of the AI Act’s

Risk-Based Approach: Insights

from Soft Law and Pre-Existing

Italian Administrative Case Law

1.1 Soft Law and the AI Act: Historical Roots and Endur-

ing Interaction

The substance of [1] cannot be fully understood without taking into account the pre-

existing soft-law framework, which encompasses non-binding instruments such as ethical

guidelines, white papers, opinions, and official communications. This complex ecosystem

reflects the European vision of AI and its intended applications, and has significantly

informed AI governance practices since 2018.

In this section, following the timeline presented in Fig. 1.1, we provide an analysis

of the significance and scope of selected soft-law milestones.

In June 2018, the Commission established the High-Level Expert Group on AI

(HLEG), an independent advisory body tasked with producing two landmark documents:
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1. the Ethics Guidelines for Trustworthy AI [3] and

2. the Policy and Investment Recommendations for Trustworthy AI [14]

In parallel, a piloting phase led to an initial version of the Assessment List for Trustworthy

AI (ALTAI) [16], which was subsequently revised and finalized in July 2020, with the aim

of providing all relevant stakeholders with a practical tool to facilitate the implementation

of trustworthy AI principles.

Despite the non-binding nature of the HLEG deliverables, stakeholders are strongly

encouraged to take the guidelines into account and to voluntarily align their practices

with them, in order to foster trust in AI and promote a culture of good practices. As

will be discussed in Chapters 2, 3, and 4, even AI systems classified as low-risk are

advised to adhere to these principles, while avoiding unnecessary burdens, with the aim

of enabling end-users to assess their reliability and, as far as possible, gain insight into

the underlying decision-making processes, thereby enhancing trust in AI-based tools. As

shown in Fig. 1.2, with reference to the relationship between [3] and [1], the three

tenets of trustworthy AI (lawful, ethical, and robust) deserve careful consideration. A

form of complementarity emerges, whereby [3] primarily address the ethical and robust

dimensions, while [1] explicitly focuses on the lawful dimension. The connection between

the two documents is particularly evident in the following excerpts:

• In the Executive Summary of [3], where it is stated that: “The framework does not

explicitly deal with trustworthy AI’s first component (lawful AI). Instead, it aims

to offer guidance on the second and third components, ethical and robust AI, by

fostering and securing ethical and robust practices.”

• In Recitals (7) and (27) of the [1], where the influence of [3] is clearly reflected; in

particular, Recital (27) expressly refers to the seven key requirements identified by

[3] and affirms that: “The application of those principles should be translated, when

possible, in the design and use of AI models. They should in any case serve as a basis

for the drafting of codes of conduct under this Regulation. All stakeholders, including

industry, academia, civil society and standardisation organisations, are encouraged
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to take into account, as appropriate, the ethical principles for the development of

voluntary best practices and standards.”

After having thoroughly examined the philosophy and practice laying the founda-

tions of trustworthy AI, in [14] the HLEG proposes 33 recommendations, underpinned by

the principle of proportionality, aimed at fostering sustainable, inclusive, and competitive

trustworthy AI, while safeguarding and empowering human beings. The recommendations

target a broad spectrum and are inherently inclusive, addressing all areas in which the

HLEG considers trustworthy AI to have the greatest potential for positive impact:

• society and individuals

• the private sector

• the public sector

• Europe’s research and academic communities

In parallel, the HLEG identifies key enablers to support these impacts, including:

• data and infrastructure availability

• skills and education

• governance and regulation

• funding and investment

Trustworthy AI, envisaged as the only recognized and endorsed form of AI in Europe,

should serve as the hallmark of the European AI strategy, with the implementation of its

principles promoting both individual and societal well-being.

In February 2020, the European Commission published the White Paper on Ar-

tificial Intelligence [15], outlining policy options aimed at enabling the trustworthy and

secure development of AI in Europe, in full respect of the values and rights of EU citizens.

Once again, the objective is twofold: on the one hand, “to achieve an ‘ecosystem of excel-

lence’ along the entire value chain, leveraging Europe’s research excellence”; on the other,
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Figure 1.1: From Ethics to Regulation: Milestones in the European Governance of AI

Figure 1.2: The HLEG Guidelines as a framework for Trustworthy AI
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“to promote a future regulatory framework for AI in Europe that will create a unique

‘ecosystem of trust’.” Sections 2 and 4, respectively titled “Capitalising on Strengths in

Industrial and Professional Markets” and “An Ecosystem of Excellence”, discuss strate-

gies from two different yet interconnected perspectives. Section 3, titled “Seizing the

Opportunities Ahead: The Next Data Wave”, adopts a forward-looking and concrete ap-

proach towards the economic potential of data-driven innovation. Section 5 delineates the

ethical dimension, referring to the seven key principles identified in the Guidelines, and

lays the foundations for what would later evolve into the Regulatory Framework for AI,

subsequently embodied in the [1].

1.2 The Italian Context Before the AI Act:

Selected Administrative Case Law

To gain a comprehensive understanding of the national normative and regulatory trajec-

tory preceding the entry into force of [1], we have examined four court1 decisions issued

between 2018 and 2021 that are particularly relevant to the subject.

Depending on the court, we may observe varying degrees of openness and fore-

sight with regard to the phenomenon of AI. Irrespective of such differences, the judgments

collectively contribute to shaping a legal culture and sensitivity toward emerging techno-

logical issues, driven by the urgency of public debate and the pressing need to confront a

reality that can no longer be ignored.

1.2.1 Judgment No. 2270/2019 (CdS): Algorithmic Scoring in Public

Recruitment

The legal dispute concerns the use of non-transparent algorithmic decision-making pro-

cesses in the management of career progression within the public administration. In Sec-

tion 7 of the judgment, the appellants contend that their relocations have been determined

1The TAR (Tribunale Amministrativo Regionale, Regional Administrative Court) is the first level of
administrative justice in Italy, whereas the CdS (Consiglio di Stato, Council of State) represents the second
and highest level.
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through a fully automated procedure, governed by an opaque algorithm that disregards

the candidates’ stated preferences and fails to provide any reasoning or justification for

the decisions rendered. In addition, no human authority is identified as responsible for the

decision or exercising oversight over the decision-making process.

In Section 8.3 of the judgment, invoking Art. 97 of the Italian Constitution, the

Court acknowledges not only the legitimacy but also the advisability of employing algo-

rithms for tasks such as the classification of a large number of candidates according to pre-

defined rules that duly reflect the customary administrative procedures. That being said,

in Section 8.4, the Court underscores the imperative of full transparency in the algorith-

mic decision-making process, including the disclosure of the algorithm’s underlying logic,

design methodology, evaluative criteria, and pertinent data inputs. Such transparency is

not only for the benefit of the addressees of the decisions but, importantly, enables the al-

gorithmic process to be subject to judicial review by the administrative courts and thereby

ensures compliance with procedural fairness and constitutional safeguards, as set forth in

Law No. 241 of 7 August 1990.

In the document, several pressing core issues can already be identified, which are

subsequently addressed by [1]: first, the evident tension between fostering technological

innovation and its dissemination, on the one hand, and safeguarding fundamental rights, on

the other; second, the imperative need for transparency and trustworthy human oversight.

Finally, it is worth noting that the algorithm under consideration represents a relatively

simple AI tool compared to current advancements in the field.

1.2.2 Judgment No. 10964/2019 (TAR Lazio): Access to Algorithmic

Decision-Making Systems

In this case, for a similar scenario, the Court holds that no administrative task, regardless

of the number of cases to be handled, can justify delegating the procedure entirely to

an impersonal algorithmic process, thereby excluding human involvement. This principle

applies all the more when the decision-making procedures have an impact on individuals’

rights.
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The Court considers the absence of a reasoned decision to be unacceptable, as

such a deficiency undermines procedural guarantees, in violation of Art. 24 of the Italian

Constitution. In these circumstances, both the recipients of the decision and the judiciary

are prevented from understanding the rationale underlying the administrative act, thereby

compromising the right to defense and effective judicial review.

The Court ultimately, invoking respect for Arts 3,24, and 97 of the Italian Constitu-

tion, as well as Art. 6 of the European Convention on Human Rights, affirms the absolute

necessity of human oversight and redefines the role of automated processes as subordinate

and ancillary.

1.2.3 Judgment No. 8472/2019 (CdS): Human Oversight and Algorith-

mic Decision-Making

Although the CdS ultimately upholds the illegitimacy of the contested administrative mea-

sure in the specific case, thus confirming the first-instance judgment of the TAR, it adopts

a more balanced tone and presents its reasoning in a different way. As a preliminary

observation at Section 9.1, and in line with Judgment No. 2270/2019 (CdS), the Council

reaffirms that technology constitutes an indispensable support tool and a valuable oppor-

tunity to enhance administrative efficiency in the interest of all stakeholders involved in the

decision-making process. It then sets out three fundamental and inescapable requirements

that any algorithmic decision-making process must respect in order to avoid infringing

upon the rights of the individuals concerned:

• Transparency. The decision-making process must be fully knowable to the data

subject, and the resulting decisions must be intelligible and clearly reasoned. This

requirement is grounded in Recitals 39 and 58 and Art. 5(1)(a) of [2], which establish

transparency as a core principle of lawful data processing. It is further supported

by Art. 41 of the Charter of Fundamental Rights of the European Union, which

affirms each individual’s right “to have his or her affairs handled impartially, fairly

and within a reasonable time by the institutions, bodies, offices and agencies of the
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Union.” Without adequate reasoning, these rights become ineffective or unenforce-

able. It is also emphasized that individuals must be properly informed, whenever

automated decision-making procedures are applied to them.

• Human Oversight. The need for meaningful human involvement is underlined in

Recital 71, Art. 22(1) of [2], which grant individuals the right not to be subject

to decisions based solely on automated processing, including profiling, that produce

legal effects or similarly significantly affect them

• Prevention of Discriminatory Effects. Recital 71 of [2] also establishes the duty

of data controllers to prevent discriminatory outcomes resulting from automated

decision-making. This entails the use of appropriate mathematical or statistical

procedures, as well as the implementation of adequate technical and organizational

measures to correct inaccuracies in personal data and minimize the risk of error.

These safeguards are intended to prevent, inter alia, algorithmic discrimination, and

they anticipate broader obligations now developed under [1] in relation to fairness,

bias mitigation, and data governance.

The following discussion highlights the forward-looking approach of the CdS and

its careful attention to the challenges posed by emerging technologies. As a preliminary

point, the Court acknowledges the challenge posed by transparency in an interdisciplinary

context, where actors with profoundly different backgrounds must be capable of mutual

understanding. It affirms that such complexity cannot exempt algorithmic systems from

the requirement of being fully knowable and intelligible to all stakeholders involved in the

decisional process. Differently from Judgment No. 10964/2019 (TAR Lazio), the judg-

ment also underscores the quantitative dimension of data, whose ever-increasing volume,

though subject to legal safeguards and individual rights, necessitates the adoption of new

technologies as an essential and unavoidable resource for public administration.
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1.2.4 Judgment No. 7891/2021 (CdS): Algorithmic Profiling and Auto-

mated Administrative Decisions

This judgment illustrates the inherent difficulty in formulating a definition of automated

procedures or algorithms that is both sufficiently precise and legally actionable. Notably,

Art. 3 of [1] introduces a definition of artificial intelligence which, reflecting the complexity

of the subject, underwent several revisions during the legislative process before ultimately

being adopted. By way of note, the final definition of an AI system, as provided in Art. 3

of [1], reads as follows: “a machine-based system that is designed to operate with varying

levels of autonomy and that may exhibit adaptiveness after deployment, and that, for

explicit or implicit objectives, infers from the input it receives how to generate outputs

such as predictions, content, recommendations, or decisions that can influence physical or

virtual environments.” This definition represents a revision of the initially overly technical

formulation, aligning it with the general and flexible approach advocated by the Organ-

isation for Economic Cooperation and Development (OECD), which accommodates the

continuously evolving nature of technological advancements in the field of artificial intel-

ligence. As observed by the European Law Institute (ELI), even an algorithm with no

degree of automation may fall within the definition, including any algorithm, whether or

not it exhibits adaptiveness.

In the specific case, the CdS is able to anticipate certain critical issues and nuances

that would later resurfacedin the broader regulatory debate. First, the CdS emphasizes

that, in light of current technological advancements, an algorithm inherently involves some

degree of automation, while remaining distinct from AI and provides a definition of al-

gorithm. Second, it establishes a clear distinction between a traditional algorithm and a

machine learning-based algorithm, as follows: “In this case, the algorithm incorporates ma-

chine learning mechanisms, yielding a system that does not merely apply pre-programmed

rules and parameters, as a “traditional” algorithm would, but continuously generates new

inference criteria from the data and allows these criteria to guide its decisions, in accor-

dance with an automated learning process.” It further acknowledges that an algorithm

exhibiting a higher level of automation, though fundamentally still an algorithm, should
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be classified within a higher functional category and, as such, merits commensurate regu-

latory consideration.

1.3 Selected Provisions of the EU AI Act Implementing the

Risk-Based Approach

In the following, we provide a concise overview of the sections of the [1] most frequently

used in this research, which serve as a constant reference in the discussion of our case

studies and have guided the development of our compliance framework.

Art. 5 is fundamental for determining the admissibility of an AI system and,

consequently, for assessing its feasibility. It prohibits all AI systems that pose a serious

threat to fundamental human rights, in particular, including those that employ subliminal

techniques, exploit the vulnerabilities of specific groups of individuals, engage in social

scoring practices, or are specifically designed to infer emotions or biometric data to classify

individuals.

Figure 1.3: Risk-based classification of AI systems in the AI Act

Art. 6 addresses the identification of high-risk AI systems. These include AI sys-

tems that constitute a safety component of a product or products listed in Annex I, as

well as AI systems listed in Annex III. In the latter case, an exception applies to systems

that do not pose a significant risk of harm to the health, safety, or fundamental rights of

natural persons, including instances where they do not materially influence the outcome
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of decision-making. Detailed provisions specify the conditions under which this exception

applies.

Chap.3, Sec. 2 and Sec. 3 are dedicated to high-risk AI systems and enumerate

both the requirements these systems must meet (Chapt. 3, Sec. 2) and the obligations

of their providers and deployers (Chapt. 3, Sec. 3). These sections are relevant not only

in cases where a high risk has been established, but also more generally, as they provide

guidelines for good practice that, to varying degrees, should be followed by all AI systems,

regardless of the assigned risk category. In doing so, they align with many of the key

requirements identified by the HLEG, although the legal and ethical frameworks operate

with different emphases and nuances.

Among the articles of particular relevance in Chapt. 3, Sec. 2 are: Art. 9 on the

risk management system, Art. 10 on data and data governance, Art. 13 on transparency,

Art. 14 on human oversight, and Art. 15 on accuracy, robustness, and cybersecurity.

Within Chapt. 3, Sec. 3, the most relevant provision for our research is Art. 27, which

concerns the FRIA assessment for high-risk AI systems, a fundamental tool that, regardless

of the assigned risk category, is worth applying on a voluntary basis in proportion to the

characteristics of the specific AI system.

Another article frequently referenced in this study is Art. 95, which once again

underscores the importance of voluntary adherence.
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Chapter 2

Operationalizing Compliance for

Low-Risk AI Systems

In the following, we provide a well-founded rationale for the inclusion of low-risk AI systems

in our research.

Despite the non-binding nature of [3], all stakeholders committed to promoting

trustworthy AI are encouraged to voluntarily implement the guidelines in [3] throughout

the entire lifecycle of their AI systems.

Trustworthy AI, as defined in [3], is founded on three pillars: (1) lawfulness, (2)

ethics, and (3) robustness. However, as explicitly noted in the Executive Summary, the

guidelines do not directly address the first pillar, which falls within the remit of [1]. Com-

plementarily, [1] refers to [3], specifically to the seven key requirements of trustworthy

AI, and explicitly invites stakeholders “to take into account, as appropriate, the ethical

principles for the development of voluntary best practices and standards.”

As explained in [3], under certain circumstances, an AI system that fully complies

with legal requirements may nonetheless fall short of fully meeting ethical principles, due to

minor or temporary discrepancies between the regulatory framework and ethical standards.

Likewise, an AI system that complies with both legal and ethical requirements may not
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be entirely robust and cause harm or disadvantage, potentially undermining user trust in

the system.

The significance of voluntary adherence to standards promoting ethical and robust

AI is evidenced by initiatives aimed at introducing voluntary certification schemes, such as

the Voluntary Labelling for Non-High-Risk AI Applications promoted in [15], and, notably,

by Art. 95 of [1] and Art. 40 of [2].

We may also note that, in order to facilitate experimentation and ensure greater

flexibility in relation to compliance with [2] and [1], datasets from the fashion domain

are used. These datasets consist exclusively of non-sensitive and non-personal data, as

defined in Art. 4(1) of [2]. This choice allows for testing under reduced legal constraints

while remaining fully consistent with applicable data protection standards.

In the following sections, we examine the degree of compliance of the low-risk AI

systems presented in Chapter 3 and Chapter 4 with respect to selected key requirements.

2.1 Determination of the Risk Class

The case studies presented in Chapter 3 and Chapter 4 are designed to support the opti-

mization of production and marketing workflows within companies operating in the fashion

sector. These activities are intended solely for process and marketing efficiency improve-

ments and do not involve purposes or domains identified as high-risk in Annex III of Art.

6(2) of [1]. Accordingly, the systems and procedures described in these case studies cannot

be classified as high-risk under the regulation.

2.2 Addressing Data Protection Requirements

Since the data at issue are non-personal, their regulation falls outside the scope of the

[2], potentially falling instead under Regulation (EU) 2018/1807 [17], which, however,

does not prescribe any specific compliance obligations. That said, an appropriate degree

of confidentiality remains necessary to prevent large-scale data leakage, as the data in
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question may contain potentially sensitive information regarding companies’ production

or marketing activities.

2.3 Addressing Data Governance Requirements

In the context of low-risk AI systems, no specific provision of the [1] directly applies.

Moreover, the data employed in the case studies presented in Chapter 3 and Chapter 4

pertain to products rather than individuals, thereby excluding the applicability of the [2].

That said, the principles of Data Quantity, Representativeness, and Balance, as set

out in Arts. 10(2), 10(2)(e) of the [1], and the requirements of Bias Detection, Prevention,

and Mitigation, as set out in Art. 10(2)(f)–(g) of [1], remain pertinent and relevant, albeit

motivated by factors other than regulatory or ethical requirements. For example, while

Art. 10 of [1] primarily aims to prevent discrimination, in this context the emphasis is on

constructing valid datasets for training and testing, ensuring that the model is properly

trained and that the assessment of its performance accurately reflects its true capabilities,

with a particular focus on performance.

2.4 Addressing Transparency Requirements

To investigate the model’s global decision-making process, we employ SHapley Additive

exPlanations (SHAP) [18], which allows the identification of features with the greatest

relevance to the output, thereby providing an average explanation of how the model arrives

at its predictions.

With reference to Fig. 2.1, the task related to defect prediction is represented in

blue, while the task concerning manufacturing time regression is shown in red. A compari-

son among Fig. 2.1 (a), (b), and (c) reveals that all physical characteristics associated with

defects exhibit a strong dependence on product type and product line, displaying similar

patterns of influence. Fig. 2.1 (d) shows that stock origin deviates somewhat from this

trend, as both the collection and launch season features acquire greater relevance. This
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(a) defect type (b) defect main location (c) defect detailed location

(d) stock origin (e) process time

Figure 2.1: SHAP values illustrating the importance of features across different targets
and models

finding is reasonable, given that the type of defect is expected to be closely linked to prod-

uct type and product line, whereas for stock origin, indicating whether a claim was raised

by a retailer or by an end customer, other features, albeit secondary, may also affect the

outcome. Based on the distribution of feature importance, the model’s decision-making

process, although not inherently transparent, may nonetheless be regarded as logically

consistent.

Fig. 2.1 (e) reports the feature importance for the regression on manufacturing time.

Interestingly, two features stand out for their relevance: difficulty, a subjectively assessed

variable that encapsulates multiple contributing factors and reflects the manufacturer’s

expertise and product category.

2.5 Addressing Human Oversight Requirements

In the context of low-risk AI systems, no specific provision of the [1] directly applies. Like-

wise, Art. 22(1) of the [2], as anticipated by Recital (71), appears inapplicable, since no
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individuals are directly affected by the outcomes of the decision-making process. Never-

theless, if the system were allowed full autonomy in decision-making, the outcomes could

either degrade or impair production, potentially causing economic harm to the company.

Therefore, ensuring adequate human oversight remains a priority to prevent adverse effects

and maintain alignment with the guidelines for trustworthy AI.

Below, we present the questionnaire proposed by [16] for self-assessing required

oversight measures in AI applications, along with the corresponding responses for the

low-risk use case from Chapter 3, which also represent the case study in Chapter 4.

Q1 Please determine whether the AI system (choose as many as appropriate):

• Is a self-learning or autonomous system;

• Is overseen by a Human-in-the-Loop (HITL);

• Is overseen by a Human-on-the-Loop (HOTL);

• Is overseen by a Human-in-Command (HIC);

The AI system incorporates a Human-in-the-Loop (HITL) approach, as

human personnel are actively involved at each stage of the application

life-cycle: given a new product with specific characteristics, the predic-

tive quality analyst forecasts potential defects supported by a forecasting

AI application trained on past products and their claims history and pro-

vides recommendations to enhance the product’s quality; The manufacturer

can use the forecast as an indication of the production timeline for a new

product, starting from raw materials, while still relying on their personal

expertise to identify adjustments that could shorten manufacturing time.

Q2 Have the humans (human-in-the-loop, human-on-the-loop, human-in-command) been

given specific training on how to exercise oversight?

Both the predictive quality analyst and the manufacturer can already rely

on their expertise.

Q3 Did you establish any detection and response mechanisms for undesirable adverse

effects of the AI system for the end-user or subject?
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No specific adverse effect is anticipated. In the worst-case scenario, a

defect that would have manifested anyway will occur, meaning that the

software would have been ineffective but not harmful.

Q4 Did you ensure a ‘stop button’ or procedure to safely abort an operation when

needed?

A dedicated ‘stop button’ is unnecessary for this AI systems.

Q5 Did you take any specific oversight and control measures to reflect the self-learning

or autonomous nature of the AI system?

Not yet.

2.6 Addressing Accuracy and Robustness Requirements

A thorough analysis of the strategies implemented to optimize the performance of the

low-risk case studies is provided in Chapter 3 and Chapter 4. In both instances, a rigor-

ous comparison across alternative models is conducted, and, where available, established

benchmarks are employed to substantiate the superiority of the automated approaches

over human decision-making. In doing so, particular attention is paid to paragraphs 2 and

3 of Art. 15 in [1].
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Chapter 3

Low-Risk AI Case Study I:

FashionDSS

The fashion industry, which includes clothing, footwear, make-up and other accessories, is

estimated to be worth more than 3 trillion US dollars1. This colossal industry provides

the diverse apparel and accessory needs of the world’s population. The digitization of

the fashion retail supply chain, coupled with emerging trends in consumer behaviour, has

given a significant impetus to fashion e-commerce [19]. The e-commerce fashion industry

is expected to experience a compound annual growth rate (CAGR) of 14.2% from 2017

to 2025, reaching a valuation of $1 trillion by 2024 [20]. Sales of apparel, footwear, and

accessories are steadily increasing, with the U.S. market alone reaching $204.9 billion.

This figure is projected to grow by 13% this year, with consumers expected to spend

$204.9 billion on online fashion purchases2. The luxury fashion industry has always been

at the forefront of defining trends, expanding frontiers and creating desirable products

with a careful combination of time-honoured tradition and innovation [21]. Maintaining

the highest standards of quality is a non-negotiable aspect in this sector, where consumer

perception and experience have a direct impact on a brand’s reputation and commercial

success [22]. However, even within this sphere of excellence in quality and care, product

defects can occasionally occur, leading to customer complaints and dissatisfaction [23].

1https://fashionunited.com/global-fashion-industry-statistics/
2https://www.shopify.com/enterprise/ecommerce-fashion-industry
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Recognising and predicting these potential defects has traditionally relied on meticulous

craftsmanship and rigorous quality checks [24]. However, the rise of big data and predictive

analytics offers an unprecedented opportunity to enhance these processes, shifting quality

management from a reactive to a more proactive mode [25], [26]. A defect in a fashion item

typically refers to any irregularity, fault or flaw that deviates from the expected quality,

design or performance of the product [27]. These defects can include stitching errors,

faulty zips, inconsistent colouring, incorrect sizing, material discrepancies or any other

imperfection that adversely affects the overall appearance, functionality or durability of

the item. Importantly, the identification of these defects can occur either at the point of

sale or after purchase, by either the seller or the customer respectively. At the point of

sale, the seller could identify the defect during quality control, while preparing the product

for display, or even during the transaction process. For example, an employee may notice

a torn seam while folding a garment, or a mislabelled size while restocking.

Despite the availability of various technologies and methodologies to improve manu-

facturing processes and quality control, it remains a significant gap in effectively predicting

and mitigating potential product defects before they impact customer satisfaction. Most

existing systems focus on reactive measures, addressing problems after they have occurred,

rather than proactively identifying and resolving potential problems during the design and

manufacturing stages [21]. To address the challenges of the luxury fashion industry, DSS

can benefit greatly from the use of high-quality information encapsulated in customer mod-

els (CMs) [28]. These models, created through the application of AI techniques, provide a

rich foundation for making informed decisions [29], [30], [31]. They enable the personalisa-

tion and adaptation of products and services to closely match the customer’s unique needs

and preferences, thereby improving the overall customer experience and satisfaction [32].

A data-driven approach can be effectively implemented in the early stages of the product

life-cycle, particularly during the design phase, to improve quality management [33], [34].

Using historical data from similar products makes a predictive quality management sys-

tem feasible, offering significant advances in proactive defect prevention [35], [36]. This

type of system, when integrated during the preliminary design phase of new fashion items,

allows the analysis of the BOM and the list of required operations, and uses this data

to calculate the probability of certain defects. As a result, fashion designers can identify
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potential weaknesses in material selection or manufacturing processes before these issues

appear in the final product, as already done in the automotive sector [37], [38]. Such

preventive analysis not only improves product reliability but also reduces waste, rework

and associated costs by allowing informed changes to be made early in the design process.

In this paper, FashionDSS is designed to bridge this gap in the fashion domain by

providing a comprehensive approach to predicting manufacturing process times and poten-

tial product defects in the luxury fashion industry. The objective of FashionDSS is twofold:

to improve operational efficiency by accurately predicting the time required to manufac-

ture prototypes (Task T1), and to improve product quality and customer satisfaction by

predicting the most likely defects in new products (Task T2). Using a collected dataset of

customer complaint history, this research aims to highlight the unexploited value of such

feedback, not just as an expression of dissatisfaction, but as a critical, data-rich source

of tangible insights into product performance, consumer expectations and latent product

defects. This dataset is unique in being a comprehensive aggregation of three key sources

of information: the Product Registry, the BOM and the Claim Record. The acquisition

of such high-quality dataset in the luxury fashion industry presents significant challenges

due to the exclusive and highly confidential nature of the sector. The dataset used in this

study, although relatively small, including 600 products and 1800 defect claims, provides

an exceptional depth of information that is rarely accessible in this sector. It integrates

detailed product specifications, comprehensive material and manufacturing process data,

and nuanced defect reports. This level of granularity reflects the complexity of luxury fash-

ion production, where limited product quantities, customized designs and sensitive data

collection practices inherently limit the size of the dataset. Despite these limitations, the

richness and complexity of the data provide a robust foundation for developing advanced

predictive models that enable proactive quality management and production optimiza-

tion. By incorporating data-driven insights into material selection and process planning,

FashionDSS facilitates the creation of fashion items that meet higher quality standards,

leading to greater consumer satisfaction and a more sustainable manufacturing cycle. This

approach represents a significant shift from reactive to proactive quality management and

highlights the importance of predictive analytics in modern product design and develop-

ment. In addition, FashionDSS can estimate production time for previously unproduced
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items, taking into account factors such as material properties, quantities, operations and

the complexity of context switching between different production tasks, as well as other

less quantifiable aspects. This approach aims not only to improve product quality and

reduce the incidence of defects but also to improve customer satisfaction by addressing

and mitigating problems before they affect the end consumer. In doing so, the paper

aims to contribute a novel perspective to the literature on quality assurance and customer

feedback management in the luxury fashion sector, with practical implications for brands

seeking to achieve excellence in product quality and customer experience.

While our research is primarily focused on the luxury fashion industry, the method-

ologies and models developed herein have broader applicability across various retail sectors.

This general applicability stems from the common characteristics that are prevalent in all

retail domains, such as the availability of historical data to support forecasting accuracy,

the need to predict outcomes for newly introduced products with no prior time series

data, the maintenance of comprehensive registries detailing the attributes of both past

and future items, and the clear separation of products across seasons with no overlap.

The adaptability of our proposed approach therefore lies in its ability to exploit these

similarities, enabling it to provide valuable insights and predictive capabilities not only in

the luxury fashion domain but also in other retail contexts where similar challenges are

encountered. This cross-industry applicability underlines the potential of our work to sig-

nificantly impact a wide range of retail operations, providing a versatile tool for improving

product quality, anticipating consumer needs and optimizing inventory management.

The main contributions of this paper are manifold and reflect significant advances

in the application of data analytics to the luxury fashion industry. These contributions

are not only central to the field of fashion retailing but also have broader implications for

data-driven decision-making in retail and product quality management. Key contributions

include: i) the introduction of an innovative approach to transforming customer complaint

data into a proactive tool for product improvement; ii) the development and the validation

of a comprehensive analytical framework that integrates product, material and defect data

for predictive analysis; iii) the implementation of advanced AI-based models for predicting

production efficiency (Task T1) and potential product defects (Task T2) before production

starts iv) potential generalizability of the framework to other retail domain, beyond the
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luxury fashion sector; v) actionable strategies for improving product quality, reducing

defect rates and increasing customer satisfaction through proactive decision making; vi) the

introduction of a unique and high-value dataset providing detailed product, material and

defect information for the luxury fashion industry. By demonstrating how detailed analysis

of historical data can inform future product development and quality assurance strategies,

the paper encourages retailers to adopt a more data-centric approach to decision-making.

The paper is structured as follows: Section 8.1 provides a comprehensive overview

of the research design, data processing and analysis techniques that are the basis of our

study, ensuring replicability and transparency. In Section 3.2, we present the results of

our research and demonstrate the predictive accuracy of our models in terms of process

time estimation and defect prediction. Finally, Section 3.3 concludes by summarizing the

key contributions and findings, underlining the importance of our innovative approach to

using customer complaint data for predictive analytics. This section also outlines direc-

tions for future research, suggesting how the methods and findings of this study can be

further refined and applied to other areas of the retail industry. Potential areas for further

development, including the application of more advanced analytical techniques and the

exploration of additional data sources, are identified to encourage continued innovation

and research in this area.

3.1 Materials and Methods

In this section, we outline the basic elements and analytical techniques that constitute our

FashionDSS. Central to our investigation are two tasks, an extensive data set, and the

predictive models we employed to forecast manufacturing times and anticipate product

defects in the luxury fashion sector. Each component is critical to the understanding the

the novel approach our study introduces with the use of customer feedback and manu-

facturing data for accomplishing quality assurance and improve operational efficiency in

fashion retailing. FashionDSS is being deployed in an Italian fashion company of a pres-

tigious luxury fashion brand, embodying a state-of-the-art DSS designed to significantly

improve the brand’s product development and quality assurance processes. FashionDSS
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addresses two tasks and we refer to the first task as T1 and the second task as T2. Here

is a detailed description for each of them:

T1: For a prototype, i.e. a product that has never been manufactured before, the frame-

work is asked to predict the process time. The process time, a sub-interval of the

manufacturing time, is the time required to manufacture the final product from the

raw materials.

T2: At some point during its life, any product may prove to be or become defective.

This event may occur earlier, after the product has been distributed but before it

has been retailed, or later, after the product has been retailed, in which case it is

usually the customer who has purchased the product who makes a claim. Here, the

framework is asked to predict the most likely defect for a given new product.

The importance of T1 and T2 cannot be overstated, as an estimate of the process

time can help the company to allocate resources carefully, or even to decide whether a

product should be adapted to reduce the process time. On the other hand, any foreknowl-

edge of possible defects can help to take prompt corrective actions to improve customer

satisfaction.

The details of FashionDSS components are explained in the following subsections

to ensure a thorough understanding of our methodology and its application. Figure 3.1

schematically depicts the workflow of our FashionDSS.

3.1.1 Dataset

As shown in Figure 3.1(a), the dataset encompasses three main sources of information:

the Product registry, which contains the general characteristics of the product, such as

colour, product type, product line; the BOM, which contains a detailed list of all the

materials used to manufacture the final product and, for each material, the exact quantity

required, the function of the material (inner, outer, reinforcement), and also the list of

all the operations performed during the manufacturing process along with the time re-

quired to complete each step; the Record of Claims provides detailed information about
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Figure 3.1: FashionDSS workflow. a) Data pre-processing and feature extraction b)
Proposed models to solve task T1 and task T2. All models are trained by exploiting
data collected for products already manufactured and commercialised, for which both the

complete BOM and the claims record are available

any product claim, including details of the customer who filed the claim if the defect was

discovered post-purchase, or the retailers (or their representative) if the defect was iden-

tified pre-retail. Importantly, it also includes comprehensive information about the type

of defect discovered. The number of products in the dataset is 600, while the number of

claims is 1800. For training, T1 relies mainly on information from the BOM available for

each of the 600 products, and T2 relies mainly on information from the Record of claims

for each of the 1800 claims. Although the dataset comprises 600 products and 1800 defect

claims, its size is inherently limited by the unique and highly specialised content of the in-

formation it contains. In the luxury fashion industry, access to such detailed and sensitive

data is extremely rare. Luxury brands work in competitive environments where manu-

facturing processes and defect data are closely protected due to concerns over intellectual

property and brand reputation. Gathering this level of granular data - including mate-

rial specifications, manufacturing workflows and detailed defect reports - is both costly

and demanding logistically. Luxury fashion production typically involves limited product

quantities, reflecting a business model based on exclusivity and craftsmanship rather than

mass production. As a result, production and defect data in this sector is naturally smaller

in scale, but much richer in detail. In addition, the complexity of standardising and sys-

tematising defect reporting across tailored products further limits the scalability of such

datasets. Each product may have unique designs, materials and craftsmanship, making
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defect classification and reporting inherently complex. However, the depth of information

compensates for the limited size of the dataset, providing a high-quality, multi-dimensional

resource that enables sophisticated analysis of production processes and product perfor-

mance.

3.1.2 Data privacy concerns

The dataset used in the present work does not contain any sensitive data, such as cus-

tomers’ personal data, which were initially filtered out because considered of negligible

contribution. Complaints themselves are not formulated as opinions expressed by any

subject, rather as objective simple pieces of information (e.g. location of the defect, ma-

terial affected by the defect).

3.1.3 Dataset split during training and evaluation

For T1, dataset was split in training, validation and test sets in the ratio 80:10:10, whereas

for T2 a more complex approach is applied, as shown in Figure 3.2. In this case, nested

cross-validation is used, which has a twofold advantage: on the one hand, the final eval-

uation by the 5-fold outer splits helps to reduce the risk of overestimating performance,

and on the other hand, the 4-fold inner loops allow a grid search through the hyperpa-

rameter space. The split approach is stratified in that, for each class, it retains the same

proportion of samples found in the original dataset. For the sake of reproducibility and

fair comparison between different models, both outer and inner splits are computed and

stored beforehand.

3.1.4 Data pre-processing, feature selection and target definition

With reference to Figure 3.1, data is parsed from the product registry, the claims record,

and the BOM. Zero-variance data is filtered out, as well as any data that lacks essential

information (e.g. the name of the customer who made the claim, the progress of the claim).

Numerical features are standardised, while categorical features are first numerically en-

coded and then normalised in the range [0, 1]. Numerical encoding is then applied. Indeed,
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although one-hot encoding is usually considered the method of choice for neural networks,

using it for features with several categories (refer to Table 3.1) introduces sparsity. In

particular, the numerical encoding we use consists in frequency encoding, also referred to

as count encoding, which encodes categorical features by assigning numerical values based

on how frequently each category appears in the dataset. After pre-processing, the most

relevant subset of features is defined on the base of experience in a round of discussions

with our technology partners which allowed us to leverage their domain expertise.

In order to train T1, collection and product category, two general features from

the Product registry, are used in combination with more specific features from the BOM:

matx, y represents the total number of different materials used in the manufacturing pro-

cess, where x, y ∈ {1, 2, 7} are indices identifying the function of the material (1=inner,

2=outer, 7=reinforcement). Optionally, it is possible to use the total amount of mate-

rials used for each macro category instead of the number of different materials from it.

Combination is a technical feature that takes into account combinations of materials and

shapes. Finally, Difficulty is a feature whose value has been subjectively estimated for

each product by experts in the manufacturing process. It varies in the range [3, 9] and is

very informative as it strongly correlates with the complexity of a given product and thus

with the process time. Although available, low-level details about each operation have

been deliberately omitted to avoid the risk of sparse data due to the limited number of

products/samples in the dataset. For T1 the numerical target is time.

In order to train T2, features relating to the characteristics of the product that

turned out to be defective are taken from the Record of claims. T2 performs the prediction

for four different targets: stock origin, which returns the identity of the subject who filed

the claim, either the retailer or the customer, and helps to identify the point in time when

a defect tends to occur; defect main location (e.g. main body, handle, lining) reports the

exact location of the defect in the product; defect detailed location (e.g. fabric, leather)

refines the information and reports the defective material in the product; defect type (e.g.

broken, stained, stitched, unstitched) provides an accurate description of the type of defect

detected. For each target, those categories referring to similar defects or defect location are

aggregated to support the decision systems with additional information. A few different

types of aggregation are then experimented.
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Table 3.1: For each task, it is given the list of features, either (n)umerical or
(c)ategorical, including the number of categories for the latter. In the last column, the

targets for each task are given.
Task Features #categories Targets

T1

collection (c) 2

process time (n)

product category (c) 10
mat1, 2 (n) -

mat7 (n) -
combinations (n) -

difficulty (n) -

T2

collection (c) 2
stock origin (c)product category (c) 10

defect main location (c)product line(c) 80
defect detailed location (c)lifespan(c) 3

defect type (c)launch season(c) 16

3.1.5 Predictive Models

To tackle T1, a linear regression approach is implemented in the form of a shallow neural

network (NN), with no hidden layer, to allow for easy experimentation with different

configurations, whereas a larger variety of models are experimented for T2, including an

ensemble of Multi Layer Perceptron (MLP) models, working independently, one for each

target; a unique multi head MLP (mhMLP) model, simultaneously making predictions

over all targets; a set of ensembled binary XGBoost models, each ensemble separately

trained for a specific target according to One vs All (OvA) strategy and finally providing

a different binary classifier for each category of the given target. In order to rule out any

misunderstanding, we point out that, although XGBoost is an ensembled method, here

the term ensemble refer to the use of many binary classifiers in lieu of a unique multi-class

classifier. During hyper-parameter grid search, the shallow architecture at the core of

the the MLP/mhMLP is occasionally transformed into a deeper architecture to increase

complexity, by adding either one or three hidden layers. In the following section, details

are provided for each of the model.

3.1.5.1 Linear regression

This model, in charge for the forecasting of process times, defined as task T1, imple-

ments linear regression, relying on a shallow NN. More formally, we want to learn a linear

regression function f defined as follows:
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f : R ∪ {0, 1}n → R (3.1)

where the target represents the predicted process time and features can be either numerical

or categorical. Mean Squared Error (MSE) is used for the loss:

MSE =
1

N

N∑
i=1

(xi − yi)
2 (3.2)

where N gives the number of samples/products in the dataset, xi represents the predicted

process time for sample i and yi the actual process time recorded during the manufacturing

of sample i.

In most experiments, a shallow/linear NN is used, in which case a linear activation

function is added at the top of the network. In some experiments, during an initial

exploratory phase, when non-linearity was of interest, hidden layers were added to make

the shallow NN deeper, and an activation function of the following form was added between

each hidden layer and the one immediately preceding it in the network:

Relu(z) = max(0, z) (3.3)

3.1.5.2 Supervised multiclass classification via multiple single head MLP

In this first approach, task T2 is solved relying on multiple single-head MLP models,

whose architecture allows for a number of hidden layers which can be equal to 0, 1 or 3. In

T2, four different targets undergo prediction, as described in 3.1.4, and for each of them

a different training of the MLP is performed. The loss consists in Cross Entropy (CE),

weighted according to the class imbalance present in the training set and SoftMax is used

as the final activation function.
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3.1.5.3 Supervised multiclass classification via a single multi head MLP

In this second approach, task T2 is solved relying on a unique MLP model having four

head/outputs. As a consequence, the four different targets undergo prediction simultane-

ously and only one training process is performed. Also in this case, the number of hidden

layers can be equal to 0, 1 or 3, the loss consists in weighted CE and SoftMax is used as

the final activation function.

3.1.5.4 Supervised multiclass classification via XGBoost

In this third approach, task T2 is solved via XGBoost [39]. For each target, the classifica-

tion problem is binarized and one binary model is trained for each single category of the

target. Training data are rearranged according to OvR strategy.

3.1.5.5 Training phase

With reference to task T2, for all models, the training procedure is repeated for each

inner split returned by nested cross validation and the balanced accuracy of the splits is

then averaged to identify the best performing hyper parameters. Hyperparameters for

the MLP/mhMLP include number of epochs (200 or 300), initial learning rate for Adam

optimizer (0.001 or 0.0001) and number of hidden layers (no hidden layers, 1 hidden layer

with 16 units or 3 hidden layers with 16, 32 and 64 units respectively). In all experiments,

the batch size was 32. Hyperparameters for the XGBoost include learning rate (0.01, 0.05,

0.1, 0.15, 0.2, 0.25, 0.300000012, 0.310000012, 0.320000012), gamma (0, 0.05, 0.1, 0.15,

0.2), max depth (3, 5, 6, 8, 10) and min child weight (1, 3, 5).

With reference to task T1, our experiments use a batch size of 32 and the model

is trained over 1,000 epochs. Adam optimiser is used with a learning rate of 0.1. It is

important to note that process times of less than 20 minutes were excluded from our

analysis because likely erroneous.
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3.1.5.6 Evaluation phase

For task T2, after the training phase, for each model category, the model whose hyperpa-

rameters performed best through inner cross validation is retrained. Then, for each outer

fold, the retained model is retrained through the complete outer train set and evaluated

through the (outer) test set. Results for all the 5 outer fold are finally presented via box

plots.

For task T1, evaluation is performed on the test set after standard training.

3.1.5.7 Evaluation metrics

For regression task T1, performance is evaluated by means of Equation (8.6), as follows:

RMSE =

√√√√ 1

N

N∑
i=1

(xi − yi)2 (3.4)

where the argument of the square is the MSE defined in 8.5

For the multi-class classification task T2, the performance of different models is

evaluated by means of balanced accuracy (b-acc), f1-score, precision (prec) and recall,

whose general formulas follow:

prec =
TP

TP + FP
(3.5)

recall =
TP

TP + FN
(3.6)

f1-score = 2 · prec · recall
prec + recall

(3.7)

b-acc(y, ŷ, w) =
1∑
ŵi
·
∑
i

1(yi = ŷi) · ŵi (3.8)

where ŵi =
wi∑

j 1(yj = yi) · ŵj

In particular, balanced accuracy is used during hyperparameter search to pick the

best configuration. Although the splits of the dataset are stratified, considering the imbal-

ance all targets (apart from stock origin) are affected by, with some categories much larger
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than other, balanced accuracy seems a reasonable metric to study performance. In addi-

tion to the original data imbalance, when multi-class problems are binarized in the case of

XGBoost, further imbalance can be introduced as an artifact of binarization, supporting

the use of balanced accuracy. F1-score, precision and recall are to be intended as micro,

that is computed globally through all available classes. In any case, the behaviour of each

model is finally discussed in view of all proposed metrics. For each of them, metrics are

computed for all the 5 outer folds of nested cross validation and reported via box-plots

in Figure 3.3. Table 3.1 numerically sums up the same results via the Median and the

Interquartile Range (IQR).

Figure 3.2: Nested cross-validation is applied with 5 outer folders and 4 inner folders
respectively. The inner loop is responsible for hyper-parameter tuning whereas the outer

loop is used to evaluate each model and allows to mitigate the risk of overconfidence

3.2 Results and Discussions

In this section, we present the results of our study. On the base of them, we define our

proposed workflow FashionDSS and discuss its applicability to real world scenarios.

As far as results relating task T2 are concerned, with reference to Figure 3.3,

all metrics support the superiority of XGBoost. Table 4.2 further backs this condition
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Figure 3.3: Box-plots for Balanced accuracy, F1-score. Precision and Recall obtained
when mhMLP (green), MLP (purple) or XGBoost (orange) is applied.

up, showing that XGBoost routinely overcomes both MLP methods in the Median and

almost always displays the narrowest IQR, which is indicative of greater stability in results

through different outer folds. Also precision and recall are most times above 70% for

XGBoost. From Table 4.2, a change in the aggregations of classes for target detailed

location and target type clearly benefits XGBoost suggesting that a search in the domain

of different aggregations may lead to much better results for this method. With reference to

Figure 3.4, we tried two different aggregations for target defect detailed location and target

type. The former, target defect detailed location, includes five categories/classes initially

arranged into two groups as follows: ¡Fabric, Leather, Other Materials¿ and ¡Functional

Accessories, Ornamental Accessories¿. As an alternative aggregation, we tried to further

split the first group into ¡Fabric, Leather¿ and ¡Other Materials¿. Similarly we reasoned

for target type, investigating a different and more informative aggregation, which proved

to be advantageous.
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Table 3.2: Median with IQR in brackets for all metrics and targets, inclusive of alter-
native aggregation modes. With reference to each column, the highest median and the
lowest IQR (best results) are highlighted in red whereas the lowest median and highest

IQR (worst results) are highlighted in blue

stock main loc detail loc (A) detail loc (B) type (A) type (B)

f1
-s
c
o
re

MLP 69.51 (3.67) 67.12 (2.06) 65.89 (3.63) 58.48 (4.9) 46.35 (3.57) 47.82 (2.96)

mhMLP 66.6 (4.17) 63.5 (4.95) 63.88 (5.15) 47.57 (10.03) 49.71 (8.69) 41.55 (2.98)

XGBoost 71.04 (5.15) 67.78 (2.33) 67.99 (3.25) 77.47 (2.9) 74.39 (1.4) 79.81 (1.05)

b
-a
c
c

MLP 69.5 (3.65) 68.53 (2.96) 67.83 (3.7) 60.35 (4.78) 47.49 (3.72) 52.35 (4.62)

mhMLP 66.66 (3.93) 64.48 (4.51) 64.85 (4.95) 51.61 (6.24) 49.49 (8.77) 47.35 4.31

XGBoost 71.07 (5.48) 69.4 (1.84) 69.93 (2.82) 71.45 (4.55) 71.87 (1.49) 73.23 (0.38)

p
re

c

MLP 69.51 (3.67) 67.12 (2.06) 65.89 (3.63) 58.48 (4.9) 46.35 (3.57) 47.82 (2.96)

mhMLP 66.6 (4.17) 63.5 (4.95) 63.88 (5.15) 47.57 (10.03) 49.71 (8.69) 41.55 (2.98)

XGBoost 71.15 (5.91) 68.43 (2.35) 68.75 (2.55) 81.51 (2.74) 81.04 (1.51) 87.97 (0.88)

re
c
a
ll

MLP 69.51 (3.67) 67.12 (2.06) 65.89 (3.63) 58.48 (4.9) 46.35 (3.57) 47.82 (2.96)

mhMLP 66.6 (4.17) 63.5 (4.95) 63.88 (5.15) 47.57 (10.03) 49.71 (8.69) 41.55 (2.98)

XGBoost 71.46 (4.76) 68.9 (3.1) 69.64 (3.21) 74.51 (4.04) 69.55 (2.36) 73.53 (1.72)

Table 3.3: Results for the forecast of process time in T1

Target range in minutes RMSE on test set

[20, 250] 27.72

[20, 270] 27.83

[20, 280] 38.90

[20, 300] 47.60

[20, 325] 41.98

[20, 350] 51.38

[20, 375] 45.62

[20, 400] 42.81

Compared to XGBoost, MLP-based models lag behind for all targets, with a par-

ticularly dramatic drop for target type, the one with more categories. A comparison of

the multiple single-head MLP models versus the multi-head single MLP model shows that

simultaneous prediction reduces performance.

Our attention back to T1, with reference to Table 3.3, we see that the prediction

of the process time is characterised by an RMSE that depends on the range considered.

On the one hand, up to 250 minutes, the error seems to be reasonable, although we could

aim for better results. On the other hand, if we consider longer processing times, the
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performance deteriorates. This could be a consequence of the imbalance in the dataset,

where the longer process times are less frequent than the shorter ones. We could not do

much about this kind of imbalance, as the number of samples with longer process times

was very small.

Considering the results we have collected, we can define our proposed workflow,

FashionDSS, as a combination of a linear regression component, implemented in the form

of a shallow NN, to handle task T1, and an ensemble of carefully tuned XGBoost models

to handle task T2. The results of our experiments demonstrate how FashionDSS has the

potential to significantly impact decision-making processes in luxury fashion manufactur-

ing and quality control. Finally, given that a minimal set of features has been exploited,

we expect that relevant improvements can be achieved by introducing new informative

variables.

3.3 Conclusions and future developments

This paper presents an innovative approach to using customer complaint data to anticipate

potential defects in luxury fashion products, marking a significant shift in the way such

data is perceived and used in the industry. Through the development and implementation

of a DSS, called FashionDSS, we demonstrated the feasibility of predicting the location

and severity of potential defects, ranging from those that are immediately apparent at the

point of sale to those that only surface after a period of use by the customer. Our findings

show that by leveraging the power of AI and ML techniques, coupled with a comprehensive

dataset comprising the Product Registry, BOM and the Record of claims, it is possible

to significantly improve prediction accuracy. This not only enables early identification

and mitigation of potential product defects but also facilitates a more personalized and

proactive approach to product design and manufacturing. The practical implications of

this research are profound, providing luxury fashion brands with a novel tool to improve

product quality, reduce the incidence of defects and thereby increase customer satisfaction

and loyalty. In addition, our work contributes to the broader discourse on the application

of data analytics to improve operational efficiency and decision-making in the retail sector.
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Additional research directions have been identified. First, the potential for apply-

ing FashionDSS predictive models across different segments of the fashion industry and

beyond suggests the need for broader validation studies. Exploring the applicability and

effectiveness of the system in different retail contexts could provide deeper insights into

its versatility and adaptability. Second, the integration of real-time data analytics repre-

sents an exciting frontier. By incorporating live customer feedback and production data,

FashionDSS could offer even more dynamic and responsive predictive capabilities, further

reducing the time between defect detection and corrective action. Third, further refine-

ment of the AI and ML models used in FashionDSS could improve predictive accuracy and

efficiency. Exploring advanced algorithms and incorporating additional data sources, such

as social media sentiment analysis or global supply chain information, could provide more

nuanced and comprehensive insights into potential product defects. Finally, a deeper ex-

ploration of the ethical considerations and consumer privacy implications associated with

the use of customer data in predictive modelling is warranted. As AI and data analytics

play an increasingly important role in retail decision-making, it will be crucial to ensure

that these technologies are used responsibly and transparently.
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Figure 3.4: Box-plots for two different aggregations A and B
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Chapter 4

Low-Risk AI Case Study II:

FashionSight

In the fashion industry, sales forecasting is a highly important task, as decisions regarding

procurement, distribution and merchandising depend heavily on the ability to anticipate

consumer demand [40, 41, 42, 43]. In the luxury fashion sector, the consequences of these

decisions are even more significant [44, 45]. Products tend to be expensive, seasonal and

produced in limited quantities. Consumer behaviour is influenced by not only style trends,

but also tourism flows, localised events and socio-economic dynamics. Furthermore, prod-

uct performance is often market-specific, with different regions exhibiting different sales

profiles for the same item [46, 47, 48]. Despite advancements in forecasting methodolo-

gies, the unique properties of luxury fashion sales, such as intermittent demand, limited

historical data, and market heterogeneity, make this a conventional Artificial Intelligence

(AI) models [49]. At the same time, human planners and analysts remain deeply involved

in forecasting processes, relying on a combination of experience, intuition and contextual

information. Therefore, forecasting systems must do more than just automate predictions;

they must also support decision-making under uncertainty in collaboration with human

stakeholders.

Many current forecasting tools operate as ’black boxes’, often requiring centralised
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data and offering little interpretability or transparency. In highly regulated or privacy-

sensitive environments, such as those of luxury fashion brands, this limits their usability.

Furthermore, excluding human expertise from the modelling process often results in poor

adoption by business users, who may struggle to trust or act upon the system’s output.

However, human expertise in luxury fashion remains irreplaceable. For example, a mer-

chandiser may know that a product sells better in summer due to cultural preferences

in a particular region or that a sudden spike in sales of a low-performing Stock Keeping

Unit (SKU) is due to a one-off marketing campaign. This type of knowledge is local and

contextual and cannot always be inferred from data alone. Therefore, forecasting systems

must support expert judgment rather than replace it, offering a collaborative framework in

which data and human insight can work together. This requires a HITL approach to sales

forecasting, where forecasting models are transparent and configurable and can provide hu-

man analysts with meaningful explanations. Such systems are particularly valuable when

data alone is insufficient to capture demand dynamics or domain knowledge is essential to

ensure relevance and accountability.

Most state-of-the-art forecasting methods focus primarily on predictive perfor-

mance at the expense of usability, or require access to large, stable and richly annotated

datasets [40]. Deep learning architectures, such as Long Short-Term Memory (LSTM) net-

works [50] and transformers [51], often struggle to generalise when faced with the short,

noisy and irregular time series typical of the luxury fashion industry. Foundation models

such as TimeGPT offer new capabilities [52], but they raise concerns about explainabil-

ity, complexity and data security, particularly when external models are used on propri-

etary datasets. Furthermore, ensemble methods that could enhance robustness are rarely

adapted to facilitate human transparency or localised model control. Few existing systems

enable domain experts to understand why a forecast was made, what data it was based

on or how recent history affects the prediction. In practice, luxury fashion brands often

rely on expert-curated spreadsheets or manual overrides, which limits the scalability and

reproducibility of forecasting workflows. Furthermore, little research has been conducted

into how humans can remain involved in forecasting tasks, particularly in domains such

as fashion, where expert insight is essential. There is a significant gap in the design of

forecasting systems that are both methodologically sound and usable in practice.
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In this light, this paper introduces FashionSight (Forecasting Analytics with Se-

mantic Human Interaction for Optimized Navigation in Sales Insight Generation with

Human-in-the-loop Transparency), a Human-in-the-loop (HITL) DSS for sales forecast-

ing in the luxury fashion industry. FashionSight is designed to integrate domain-specific

constraints—such as market heterogeneity, privacy, and short historical windows, while

enabling transparent and expert-aware forecasting. FashionSight combines interpretable

ensemble models with a weighting mechanism based on recent in-sample performance, al-

lowing the model to dynamically adapt while remaining understandable to business users.

Rather than aiming to replace planners or category managers, FashionSight is designed

to amplify their decision-making with traceable, contextual predictions and error-aware

output. By emphasizing transparency, modularity, and privacy, FashionSight addresses a

critical need in luxury fashion: a forecasting system that aligns with both business work-

flows and data science best practices, while keeping humans at the center of the analytical

process.

The key contributions of this work are as follows: i) a HITL forecasting system

specifically designed for sales forecasting in the luxury fashion industry. The system is built

with human-in-the-loop principles to ensure interpretability, configurability and business

alignment. ii) Market- and SKU-specific modelling: FashionSight handles each time series

independently to avoid global model pooling. This approach safeguards data privacy

and enables the generation of highly granular, domain-specific forecasts. iii) Transparent

Ensemble Methodology: We design a weighted ensemble of machine learning models using

in-sample error smoothing to guide the aggregation strategy. iv) The system is tested using

data from the 14 international markets of a global luxury fashion brand with a forecast

horizon of six months.

The paper is organized as follows: Section 4.1 reviews relevant literature in the fields

of time series forecasting and retail analytics, with a focus on luxury fashion. Section 4.2

presents the materials and methods, including a description of the dataset, the business

benchmark, the forecasting architecture, and privacy considerations. Section 4.3 discusses

the experimental results and ablation studies. Finally, Section 4.4 concludes the paper

and outlines directions for future work.
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4.1 State of the Art

In this section, we provide an overview of recent developments in sales forecasting, focusing

particularly on machine learning-based approaches applied in various fields such as retail,

manufacturing and fashion. Although there has been significant progress in shifting from

traditional univariate forecasting methods to more complex, data-driven techniques, many

existing solutions are still disconnected from the practical constraints and organisational

realities of high-end fashion retail. We examine contributions exploring feature selection,

hybrid modelling strategies, similarity-based learning and deep neural networks, highlight-

ing their strengths and limitations when applied to contexts characterised by data sparsity,

product heterogeneity and the need for human oversight.

Significant progress has been made in the field of sales forecasting, particularly in

the transition from traditional univariate techniques to more sophisticated approaches [53].

For instance, Nguyen et al. [54] proposed a model for predicting the sales of remanufactured

products, using two feature selection strategies: Boruta and Recursive Feature Elimina-

tion. The researchers then trained several models, including regression tree algorithms

(CART, M5 and RF), linear regression and an artificial neural network. In another study,

Dai and Huang [55] focused on sales prediction in the automotive industry. Rather than

identifying the most relevant input variables, they concentrated on finding products sim-

ilar to a new one based on Euclidean similarity. The products were ranked and a subset

(k) was selected based on a metric called sales consistency. Sales were estimated through

a weighted average of the historical sales of the selected products. This method proved to

be more effective than traditional regression techniques. Furthermore, Miguéis et al. [56]

used a range of machine learning and statistical models, including LSTM networks, feed-

forward neural networks, support vector regression, random forests and the Holt–Winters

model, to predict the sales of a particular type of fish in the food retail industry. The aim

was to identify the most accurate predictive approach.

There is relatively little research focusing on sales prediction for new products.

In [32], the authors developed a machine learning-based approach to estimating the sales

of new items using data from previous product collections. They used a brute-force grid

search to identify key variables, applying both shallow regression algorithms and deep
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learning techniques. To validate their results and minimise overfitting, they performed a

bootstrapping evaluation, finding that Random Forest and Deep Neural Networks yielded

the most promising results. Giri et al. [57] introduced a novel method that uses the Incep-

tion V3 deep neural network [58] to extract visual features from images of women’s apparel.

These features were combined with past sales records and used to train a non-linear neural

network regression model for forecasting future sales. Furthermore, in [59], the authors

proposed a hybrid model incorporating K-means clustering [60], Random Forest [61] and

Quantile Regression Forest [62] to estimate overall sales and their progression over time.

They applied their method to five distinct datasets from various industries, each contain-

ing unique features. Rather than selecting variables, the model used all available inputs.

Clustering was employed to group similar demand patterns, followed by classification to

assign categories and regression to forecast cumulative sales and associated uncertainty.

In a more recent contribution that focused specifically on the fashion retail sec-

tor [42], a two-stage methodology was introduced to address the issue of censored de-

mand, which is often overlooked in traditional models. Four different approaches were ini-

tially tested to reconstruct demand from the historical sales data of previously marketed

products: three were based on sales-weighted averages, and one used an Expectation-

Maximisation (EM) algorithm that considered substitution effects among products. The

EM-based method yielded the most accurate estimation of primary demand. In the sub-

sequent stage, this refined demand data was used as input for predictive modelling with

Random Forest, Deep Neural Networks and Support Vector Regression. Additionally, a

similarity-weighted method was implemented where demand from previous collections was

used to forecast sales of upcoming items based on their similarity. Recent efforts to address

the limitations of deterministic models in fast fashion forecasting have led to the adoption

of generative methods. In [63], a novel approach called MDiFF has been proposed. This

method uses the capabilities of diffusion models through a two-step, multimodal pipeline

specifically designed for new Fashion Product Performance Forecasting (NFPPF). First, a

score-based diffusion model is used to generate multiple future sales trajectories over time.

These predictions are then refined using a lightweight multi-layer perceptron (MLP) to

produce the final forecast. By combining the generative strengths of diffusion processes
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with the efficiency of traditional neural networks, MDiFF achieves state-of-the-art perfor-

mance in forecasting new product sales in the fast fashion industry, effectively addressing

uncertainty and generalisation across novel items.

Considering this scenario, our paper proposes a different yet complementary direc-

tion by focusing on the practical and logistical challenges of sales forecasting in the luxury

fashion industry, where issues such as data sparsity, intermittence, and confidentiality play

a major role. While previous work has advanced the use of machine learning for sales pre-

diction in various sectors, including automotive, food retail and general fashion, many of

these approaches rely on centralised, high-volume datasets and prioritise model perfor-

mance over interpretability and human usability. In contrast, we introduce FashionSight:

a human-in-the-loop decision support system enabling localised, SKU-level forecasting via

a modular ensemble of interpretable models. Rather than relying on pooled training data

or global feature sets, FashionSight generates forecasts independently for each product-

market combination, making it suitable for highly heterogeneous retail contexts. Further-

more, unlike prior work that treats human expertise as external to the modelling process,

our system is explicitly designed to incorporate domain professionals, aligning with the

growing need for transparency, adaptability and trust in real-world decision-making. This

makes our contribution particularly relevant for luxury fashion brands, where decisions

are often made amid significant uncertainty and require both data-driven support and

contextual insight.

4.2 Materials and Methods

This section provides a comprehensive overview of the data, evaluation baseline, and

methodological framework underlying our study. At the core of our study is a proprietary

dataset provided by a global luxury fashion brand, which includes historical monthly sales

for a wide range of products across 14 international markets. These markets differ sig-

nificantly in volume, product mix, and demand patterns, requiring a modeling approach

that is both flexible and localized. To assess the effectiveness of our system, we compare it

against an internal benchmark that reflects business-as-usual forecasting practices, incor-

porating manual corrections and expert oversight. The forecasting engine at the heart of
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FashionSight is a modular, interpretable ensemble model designed to produce SKU- and

market-specific forecasts under real-world constraints such as data sparsity and privacy.

In designing the system, we placed a strong emphasis on transparency and traceability,

ensuring that forecasts can be understood, validated, and refined by human experts. Fur-

thermore, given the sensitivity of business data and regulatory constraints (such as [2]), our

approach is tailored to operate without centralized model sharing or global learning across

time series. The following subsections describe each component of the system in detail:

the dataset and its preprocessing pipeline, the business benchmark used for evaluation,

the structure of the ensemble forecasting model, and the specific privacy-aware choices

that guided our design. A schematic representation of these phases and their interactions

is provided in Figure 4.1, which offers a high-level view of how data flows through the

system from raw input to forecast output.

4.2.1 Problem Formulation

The core forecasting task addressed by FashionSight involves generating monthly sales

predictions for individual product-market pairs based on univariate time series. The data

consists of historical sales collected from 14 international markets, where each market

is denoted as a dataset Di, with i = 1, . . . , N , and each product within that market is

uniquely identified by a SKU. Each time series yij ∈ Di corresponds to the monthly unit

sales of product j in market i. To mitigate irregularities due to varying month lengths,

the number of units sold is normalized by the number of retail weeks in each month.

Furthermore, all time series are aligned to the 4-5-4 retail calendar, a standard in the

fashion industry that segments the year into 12 months of either 4 or 5 weeks. This

calendar ensures consistent alignment of weekends and improves comparability of sales

trends across years.

A univariate time series is represented as:

yij = {yij,1, yij,2, . . . , yij,T+H}

where:
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Figure 4.1: Monthly sales per market, normalized by the number of weeks per month,
averaged over the entire dataset. Markets are grouped by volume.

• T is the number of historical data points used for training;

• H is the forecast horizon, corresponding to the number of future months to be

predicted;

• T + H is the total length of the time series.

The final point in the training sequence, yij,T , is referred to as the forecast origin.

The forecasting objective is to learn a model M(θ), parameterized by θ, that takes as
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input the first T values and predicts the next H future sales values:

ŷij,t = M(yij,1, . . . , y
i
j,T ) for t = T + 1, . . . , T + H

Each model M(θ) is trained independently for each time series. This per-series

modeling strategy is chosen for three main reasons:

1. It enables adaptation to the unique sales dynamics of each SKU-market pair, which

can vary significantly across regions;

2. It circumvents the risk of information leakage and supports privacy constraints by

avoiding pooled data;

3. It improves transparency and explainability — key features for a human-in-the-loop

forecasting system.

In this study, the parameters are defined as follows:

• N = 14: the number of distinct international markets;

• H = 6: the forecast horizon in months, covering the first semester of 2023;

• T = Li
j − H: the number of training observations, where Li

j is the total length of

the time series for SKU j in market i.

Each product-market time series is treated independently, even when the same

product is sold in multiple countries. This allows the model to capture local trends and

idiosyncrasies such as demand spikes, cultural preferences, or market-specific seasonality.

The resulting problem formulation defines a flexible and scalable forecasting framework

tailored to the operational complexity of luxury fashion retail. It lays the foundation for

FashionSight’s modular system design, which integrates predictive modeling with privacy-

aware data handling and interpretable ensemble forecasting.
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4.2.2 Dataset Overview and Preprocessing Pipeline

The dataset used to develop and evaluate FashionSight was sourced from the internal

systems of a global luxury fashion company. It includes historical monthly sales data

from 14 international markets, spanning key product categories such as apparel, footwear,

and accessories. Each item is identified by a unique Stock Keeping Unit (SKU), and

occurrences of the same SKU across different markets are treated as independent product-

market pairs. This enables the model to capture market-specific demand behavior and

avoid confounding global patterns with local dynamics. All sales data are normalized by

the number of retail weeks per month, in accordance with the 4-5-4 retail calendar

an industry standard in fashion that divides the year into months of either four or five

weeks. This adjustment ensures uniform alignment of weekdays across years and improves

comparability of sales trends over time. Data extraction was performed via SQL queries

on the company’s relational database, with preprocessing steps guided by both internal

business logic and modeling constraints. Only full-price sales (i.e., transactions with zero

discount) were retained to avoid introducing noise from promotional or clearance activity.

This choice limits the scope of the model to regular pricing scenarios, which are more stable

and operationally relevant for strategic planning. Sales were captured across multiple retail

channels. For all markets except China (MCN), both primary (brick-and-mortar) and e-

commerce sales were included. In MCN, however, only primary channel sales were used,

as per stakeholder policy. This filtering step ensures that the data respects market-specific

strategies and avoids inconsistent channel attribution.

To reflect the heterogeneity in demand volume across regions, markets were cate-

gorized into three groups based on average monthly sales volume, as shown in Figure 4.5:

• High-volume: MEU (Europe), MCN (China), MUS (USA)

• Mid-volume: MLA (Latin America), MFJ (Japan), MFK (Korea)

• Low-volume: MCA (Canada), MSG (Singapore), MAU (Australia), MTH (Thai-

land), MMA (Malaysia), MHK (Hong Kong), MMC (Macau), MTW (Taiwan)
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Time series with fewer than 8 monthly observations were excluded from the analysis.

This cutoff reflects the minimum number of lags used by both machine learning and deep

learning models in the system. While a lag length of 12 would better capture seasonality,

enforcing that requirement would substantially reduce the dataset’s coverage. As shown in

Figure 4.3, most SKU-level series satisfy the 8-observation minimum, making this threshold

a practical compromise.

Although contemporary forecasting models do not strictly require stationary inputs,

improving stationarity can enhance model interpretability and error diagnostics. A two-

step transformation pipeline was applied to promote stationarity. First, the Augmented

Dickey-Fuller (ADF) test, whose null hypothesis asserts the presence of a unit root, and

then then the Kwiatkowski–Phillips–Schmidt–Shin (KPSS) test, whose null hypothesis as-

serts stationary, were applied sequentially to each series. If either test rejected stationarity,

a first-order differencing was applied. The differenced series was then retested; if still non-

stationary, a second-order differencing was used. No further transformations were applied

beyond this step. The procedure is visualized in Figure 4.4 (left), and its effectiveness is

quantified in Figure 4.4 (right), which reports significant improvements in the percentage

of stationary series across all markets.

While the 4-5-4 calendar mitigates most seasonal misalignments, real-world dis-

ruptions—such as macroeconomic shifts or tourism-driven surges—can distort expected

demand patterns. For example, seasonal peaks in MEU often correlate with vacation

travel. Additionally, although we model all available markets, primary analytical empha-

sis is placed on high-volume regions due to their strategic relevance.

We also acknowledge the issue of sales intermittency, which is further analyzed in

Section 4.2.7 (e.g., Figure 4.6). However, no specialized modeling techniques (e.g., Croston

variants) were employed to address this challenge. Lastly, while the COVID-19 pandemic

had a substantial impact on retail sales, its effects were not modeled explicitly. Data

retention policies limit historical scope to five years, and more recent data are expected to

exhibit diminishing pandemic-related distortions.
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Figure 4.2: Monthly sales per market, normalized by the number of weeks per month,
averaged over the entire dataset. Markets are grouped by volume.

4.2.3 Business Forecast Benchmark

In order to evaluate the practicality of FashionSight in the real world, we compared its fore-

casts with a benchmark produced by our internal business teams. This baseline forecast

is used for operational planning and decision-making, so it represents a practical stan-

dard against which the system must demonstrate its value. The benchmark consists of

variable-length time series from the same 14 international markets, spanning a six-month

forecasting horizon, the first half of 2023. It is worth noting that the benchmark forecasts

were generated using a rolling approach: after each month’s actual sales were recorded, the

next month’s predictions were updated accordingly. Consequently, while the benchmark

nominally covers six months, it is more accurately interpreted as six individual single-step

forecasts rather than one multi-step prediction. Another important distinction lies in the

temporal granularity. While our modelling pipeline aligns sales data to the 4-5-4 retail

calendar (normalising the number of weekdays and weekends), the benchmark expresses

sales in solar calendar months. To enable a fair comparison, we applied interpolation

techniques to align the benchmark predictions with the retail calendar dates used in our

system. Initial performance evaluations of the benchmark relied exclusively on Mean Abso-

lute Percentage Error (MAPE). However, given MAPE’s limitations in scenarios involving

low-volume or intermittent sales, we aimed to investigate alternative error metrics that

would provide a more robust and interpretable evaluation across diverse market contexts.
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Figure 4.3: Distribution of SKU lengths for different markets
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Figure 4.4: Left: Stationarity testing and differencing workflow. Right: Percentage of
stationary time series before and after transformation, by market.

Figure 4.5: The number of sales for retail month, averaged by the number of weeks per
month, is reported for each market in the dataset.

4.2.4 Forecasting Architecture

The FashionSight system’s core engine is responsible for forecasting retail sales over the

horizon defined in Section 4.2.2. This component is designed to be modular, interpretable

and highly adaptable to the heterogeneity of SKU-level time series in the luxury fash-

ion domain. Rather than relying on a single global model, FashionSight trains a distinct

ensemble model for each time series. This avoids pooling and enables the forecasts to

remain market- and product-specific. At the heart of this architecture is an ensemble of



Chapter 4. Low-Risk AI Case Study II: FashionSight 61

Figure 4.6: Distribution of SKU intermittency for different markets

K = 26 weak regressors. These are trained independently on the available historical data
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and include a mix of algorithmic families: one linear regression model, five Light Gradi-

ent Boosting Machines (LGBM) with varied hyperparameter configurations, and twenty

Support Vector Regressors (SVR) using different kernel parameters. The SVRs rely on

the radial basis function (RBF) kernel and differ in the values of C and γ. Due to the

limited length of many series, which precludes splitting the data into stable training and

validation sets, we deliberately avoid using grid search or Bayesian hyperparameter op-

timisation. Instead, we exploit ensemble diversity by using predefined hyperparameter

settings to capture different patterns in the data. Each weak learner k is trained indepen-

dently on the training portion of the time series yij from market i and product j. Let Li
j

be the total number of available observations, and H the forecasting horizon. We define

the training set as the first T = Li
j −H points. The regressor k is then used to produce

in-sample predictions ŷi,kj,t over this training period, and its in-sample Root Mean Square

Error (RMSE) is recorded:

erri,kj,t = RMSE(yij,t, ŷ
i,k
j,t ) (4.1)

To emphasize recent performance while smoothing over noise, we compute a weighted

summary of the in-sample error over a fixed-length window, using exponential smoothing.

We define a window of length Lwin = min(12, T ) (typically corresponding to one year),

and compute smoothed errors as follows:

skT−Lwin
= erri,kj,T−Lwin

skT−Lwin+t = α · erri,kj,t + (1− α) · skt−1 α ∈ (0, 1)
. (4.2)

The final weight wi,k
j assigned to each weak regressor is computed as the inverse of

the smoothed in-sample error:

wi,k
j =

1

skT
(4.3)
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In this way, models with better recent in-sample performance contribute more

heavily to the final prediction. The aggregated forecast for each future time step t ∈

[T + 1, T + H] is then computed as a weighted sum over the K weak predictions:

ŷij,T+t =

K∑
k=1

wi,k
j · ŷ

i,k
j,T+t (4.4)

This ensemble strategy combines diversity in model behavior with a transparent

and interpretable weighting scheme, allowing FashionSight to produce robust and adaptive

forecasts while remaining explainable to business users.

4.2.5 Model Components

FashionSight integrates a diverse set of forecasting models, each contributing complemen-

tary strengths to address the heterogeneity of SKU-level time series in retail sales. Support

Vector Regression (SVR) [64] is a kernel-based supervised learning method that projects

input data into higher-dimensional spaces to enable linear regression, with the Radial Ba-

sis Function (RBF) kernel commonly used to capture non-linear relationships. Its core

hyperparameters—C and γ—balance model complexity and generalization. Light Gradi-

ent Boosting Machine (LGBM) [65] is a gradient-boosted ensemble method based on deci-

sion trees, which iteratively focuses on correcting residual errors and is particularly efficient

for large or sparse datasets; key hyperparameters include the number of estimators (nITE)

and the learning rate (LR). LSTM networks [66, 50], a type of recurrent neural network, are

equipped with memory cells and gating mechanisms that enable them to model long-term

dependencies and mitigate vanishing gradient issues, making them highly suitable for time

series forecasting tasks. TimeGPT1, a transformer-based foundation model pre-trained on

a large corpus of public time series data, is also included in our study to evaluate the

potential of general-purpose temporal models; however, its complexity and opacity may

limit its applicability in sensitive business contexts, as discussed in Section 4.2.6. Finally,

the forecasting engine leverages ensemble learning principles [67], combining multiple weak

1https://www.nixtla.io/

https://www.nixtla.io/
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learners in parallel. The FashionSight ensemble avoids hyperparameter tuning via resam-

pling and instead exploits diversity across fixed model configurations, using a weighted

aggregation approach based on recent in-sample performance.

4.2.6 Transparency and Data Privacy

Two key principles must be observed when designing algorithms that operate on propri-

etary business data: transparency and privacy. Transparency is fundamental to fostering

human-in-the-loop collaboration, allowing domain experts to comprehend, interpret and

potentially override model outputs based on business context. For this reason, we favour

relatively low-complexity, interpretable models, avoiding overly opaque solutions. Privacy,

on the other hand, is both a technical constraint and a legal obligation, especially given

regulations such as [2] and [1]. These frameworks require strict control over how data is

processed and shared, even within the same organisation. To align with these constraints,

we adopt a fully localised modelling strategy: each time series is handled independently

and no cross-series information or pooling is used during training. This design choice en-

sures that no sensitive data is leaked across markets, products or business units, thereby

supporting both legal compliance and internal governance policies.

4.2.7 Evaluation Error Metrics

Given the varying scales and intermittent sales patterns across markets (see Figures 4.2

and 4.6), selecting appropriate error metrics is crucial. An effective metric must be scale-

independent, defined even when actual sales are zero, and interpretable in a business

context.

MAPE (Mean Absolute Percentage Error) is widely used for its intuitive interpre-

tation:

MAPE =
100

N

N∑
i=1

∣∣∣∣yi − ŷi
yi

∣∣∣∣ (4.5)

However, it is undefined for yi = 0 and over-penalizes errors when yi is small, making it

unsuitable for intermittent time series.
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To address this, we consider two modifications. The first is a Modified MAPE

(MMAPE), which smooths the denominator for zero actuals:

MMAPE =


100
N

∑N
i=1

∣∣∣1+yi−ŷi
1+yi

∣∣∣ if yi = 0

MAPE(ŷi, yi) otherwise

While not theoretically grounded, MMAPE retains MAPE’s interpretability and offers

practical advantages in low-volume markets.

We also adopt the Modified Symmetric MAPE (msMAPE) [68]:

msMAPE =
200

N

N∑
i=1

|yi − ŷi|
max(|ŷi|+ |yi|+ ϵ, 0.5 + ϵ)

(4.6)

This formulation avoids undefined errors at zero actuals but introduces a scale-dependent

threshold ϵ and lacks theoretical rigor.

To better handle intermittency, we include MAAPE (Mean Arctangent Absolute

Percentage Error) [69]:

MAAPE =
1

N

N∑
i=1

arctan

∣∣∣∣yi − ŷi
yi

∣∣∣∣ (4.7)

It is always defined but penalizes zero-sales errors heavily, assigning them the maximum

error (π/2). MAPE and MAAPE are thus used complementarily: MAPE for high-volume,

non-intermittent products, MAAPE for capturing behavior under sparsity.

Finally, we report WAPE and WRMSPE, which aggregate errors over the forecast

horizon and are rarely undefined:

WAPE =

∑T+H
i=T+1 |yi − ŷi|∑T+H

i=T+1 |yi|
, WRMSPE =

√
1
H

∑T+H
i=T+1 (yi − ŷi)2

1
H

∑T+H
i=T+1 |yi|

(4.8)

WAPE offers a reliable alternative to MAPE in the presence of zeros, while WRMSPE

further emphasizes large deviations.

Each metric is used selectively in Section 4.3 to reflect the characteristics of specific

markets and ensure robust, fair model evaluation.
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4.3 Results and Discussions

In this section, we report and discuss the empirical performance of FashionSight across

different markets and error metrics. We first present a comparative evaluation against

benchmarks and alternative models, and then perform ablation studies to understand the

contribution of its components.

4.3.1 Performance assessment and comparison

Figure 4.7: Results in terms of performance is reported for all markets and all error
metrics investigated to allow comparison among different methods

Table 4.1: For the three high volume markets, the percentage of SKUs suffering from
over-estimation is compared with the percentage of SKUs suffering from under-estimation,

according to MAPE error metric.

Market %SKUs ↑ %SKUs ↓ MAPE ↑ MAPE ↓

MEU 44.19 55.81 20.82 12.92

MCN 49.68 50.32 34.1 20.12

MUS 68.3 31.81 61.81 10.76

For different error metrics, Figure 4.7 reports a comparison among our method

FashionSight, the benchmark, a naive forecaster which exploits the forecast origin as con-

stant prediction throughout the entire horizon, a DL method based on LSTM, a FM
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method based on TimeGpt. The method exploiting LSTM relies on 8 different configu-

rations, whose settings have been defined on the base of our experience: in order to limit

the size of the network, the encoder is given either 1 or 2 layers and both the encoder

and decoder hidden size is set to 4. The number of iterations is set either to 200 or 300

for smaller learning rates. The number of lags is always 8, for all methods tested, as

discussed in Section 4.2.2. The learning rate is chosen in the set [0.001,0.01,0.1]. The best

performing LSTM is always chosen to make the comparison more challenging.

The mean of the metric over the entire horizon is always considered.

For what concerns the most relevant high-volume markets, MEU, MCN and MUS, it

is apparent that the proposed method outperforms the benchmark as well as all proposed

alternatives for any metric. MEU and MCN perform well also absolutely. The spread

between MAPE and MMAPE is small because intermittence is a minor phenomenon for

high-volume markets. For the same reason MAAPE is reasonably good. For MEU and

MCN both WAPE and WRMSPE are good.

For what concerns mid-volume markets, MFJ performs rather well almost in line

with high-volume MEU and MCN, whereas HMK lags behind and behaves more similarly

to MUS, the worst performing high-volume market.

For what concerns low-volume markets, it becomes clear that both MAPE and

MMAPE are inadequate metrics, even though the latter is a little more reliable. We

observe that the decrease in MAPE is an artifact of the metric which completely disregards

null sales, a common occurrence in highly intermittent time series. For these markets,

MAAPE increases markedly due to intermittence. According to this metric, our method

even struggles with the Naive/6. We can reason that the Naive-6 may take advantage

of highly intermittent horizons for which a series of all zeros may be a good prediction.

In addition, we know that MAAPE disproportionately penalizes those forecast which are

not null when the actual sales are. WAPE and WRMSPE increase as expected with the

latter being more sensitive to large errors, hence confirming their greater robustness under

intermittence.
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To gain insights in an aspect which is crucial for business, we investigated the de-

gree of over-estimation compared to under-estimation. With reference to three the most

relevant high-volume markets, Table 4.1 reports the percentage of SKUs either overesti-

mated or underestimated and the corresponding MAPE. Results show that over-estimation

and under-estimation occur almost equally, but with under-estimation displaying a much

lower MAPE. This means that, although we have roughly the same percentage of over and

under-estimation, under-estimation holds minor impact. As explained at the beginning of

the chapter, this is relevant from a business point of view for which under-estimation is

much more detrimental than over-estimation.

4.3.2 Ablation studies

In order to study how the inclusion of different sets of weak regressors affects the final

performance of the proposed method, we evaluated its performance under the following

scenarios (Table 4.2 reports results for the three high-volume markets):

• the model performing best over one market is chosen among candidate weak regres-

sors

• a set of 16 SVR (SVR16) weak regressors (RBF kernel, C ∈ [0.1, 1, 10, 100], γ ∈

[0.0001, 0.001, 0.01, 0.1]) and our weighted aggregation strategy is applied

• a set of 20 SVR (SVR20) weak regressors (RBF kernel, C ∈ [0.1, 1, 10, 100, 1000], γ ∈

[0.0001, 0.001, 0.01, 0.1]) and our weighted aggregation strategy is applied

• SVR16 and linear regression and our weighted aggregation strategy is applied

• SVR20 and linear regression and our weighted aggregation strategy is applied

• SVR16, linear regression and a set of 5 LGB (LGB5) weak regressors ((LR=0.001,

nITE=5000), (LR=0.01, nITE=3000), (LR=0.1, nITE=800), (LR=0.2, nITE=800),

(LR=0.3, nITE=500)) and our weighted aggregation strategy is applied

• SVR20, linear regression and LGB5 and our weighted aggregation strategy is applied



Chapter 4. Low-Risk AI Case Study II: FashionSight 69

Table 4.2: Results are here reported to support the ablation studies.

Weak regressors Aggregation MAPE MMAPE MAAPE WAPE WRMSPE

M
E
U

Best single model none 40.67 40.98 43.06 0.36 40.03

SVM16 weighted 21.08 21.92 0.2 20.22 27.12

SVM20 weighted 18.09 18.99 0.18 17.42 23.63

LinearReg+SVM16 weighted 19.59 20.5 0.19 18.66 25.16

LinearReg+SVM20 weighted 17.21 18.16 0.17 16.49 22.51

LinearReg+LGB5+SVM16 weighted 18.68 19.61 0.18 17.63 23.97

LR+LGB5+SVM20 weighted 16.5 17.48 0.16 15.66 21.58

LR+LGB5+SVM20 mean 42.65 42.96 0.39 61.02 63.72

LR+LGB5+SVM20 median 41.71 41.98 0.37 64.8 68.27

LR+LGB5+SVM20 truncated Q1Q3 43.01 43.16 0.38 62.24 65.26

LR+LGB5+SVM20 winsorized Q1Q3 46.12 46.13 0.41 58.41 60.9

M
C
N

Best single model none 65.36 65.12 59.15 0.55 68.3

SVM16 weighted 36.31 39.35 0.38 40.11 51.35

SVM20 weighted 29.9 33.89 0.34 34.73 45.63

LinearReg+SVM16 weighted 33.22 36.5 0.35 37.28 48.22

LinearReg+SVM20 weighted 28.63 32.71 0.33 33.39 44.04

LinearReg+LGB5+SVM16 weighted 32.44 35.77 0.35 36.34 47.04

LR+LGB5+SVM20 weighted 27.92 32.05 0.32 32.54 42.95

LR+LGB5+SVM20 mean 60.95 60.74 0.52 74.54 80.61

LR+LGB5+SVM20 median 72.98 71.58 0.57 78.26 85.92

LR+LGB5+SVM20 truncated Q1Q3 65.4 64.63 0.54 78.19 84.73

LR+LGB5+SVM20 winsorized Q1Q3 62.08 61.56 0.53 76.87 82.84

M
U
S

Best single model none 76.17 74.24 53.48 0.61 91.81

SVM16 weighted 53.05 56.22 0.5 69.73 78.4

SVM20 weighted 48.25 52.3 0.47 65.56 74.22

LinearReg+SVM16 weighted 51.69 55.18 0.49 68.23 76.64

LinearReg+SVM20 weighted 47.45 51.72 0.47 64.66 73.21

LinearReg+LGB5+SVM16 weighted 50.02 53.77 0.48 66.39 74.63

LR+LGB5+SVM20 weighted 45.88 50.4 0.46 62.93 71.31

LR+LGB5+SVM20 mean 65.33 65.07 0.58 101.72 110.37

LR+LGB5+SVM20 median 78.06 75.7 0.62 108.96 119.01

LR+LGB5+SVM20 truncated Q1Q3 73.58 71.92 0.6 108.92 118.5

LR+LGB5+SVM20 winsorized Q1Q3 67.82 67.06 0.59 105.49 113.85

• SVR20, linear regression and LGB5 and the mean of all predictions is used as ag-

gregation strategy



Chapter 4. Low-Risk AI Case Study II: FashionSight 70

• SVR20, linear regression and LGB5 and the median of all predictions is used as

aggregation strategy

• SVR20, linear regression and LGB5 and the mean over predictions within the trun-

cated inter-quartile range between Q1 and Q3 is used as aggregation strategy

• SVR20, linear regression and LGB5 and the mean over predictions within the win-

sorized inter-quartile range between Q1 and Q3 (the minimum and the maximum

of the replace those values which are below or above the range respectively, without

truncation of data) is used as aggregation strategy

The proposed model FashionSight (LR+LGB+SVM20) performs always better,

proving that all week regressors in the set play a role in enhancing performance. In

particular, we notice that a single model is unable to provide good performance whereas

all ensemble approaches relying on our weighted aggregation strategy obtain good results

according to all metrics, with a performance which increases as the set of week regressors is

enriched. We also notice how the weighted aggregation definitely outperforms alternative

aggregations such as mean, median, truncation and winsorizing.

4.4 Conclusions and Future Works

This paper presents FashionSight, a modular and interpretable forecasting system tailored

to luxury retail sales at the SKU-market level. FashionSight demonstrates that lightweight,

modular and transparent solutions can rival—and even surpass—state-of-the-art methods

in real-world retail forecasting, providing a valuable tool for data-driven decision-making

in fashion and beyond. The proposed solution uses a per-series ensemble learning strategy

that combines a variety of weak regressors, including SVRs, LGBMs and linear models,

into a transparent aggregation mechanism guided by in-sample performance. This design

enables FashionSight to adapt to the heterogeneous and often intermittent nature of sales

data in global fashion markets. Experimental results from 14 international markets show

that FashionSight outperforms the business benchmark and other modern forecasting ap-

proaches, such as LSTM-based deep learning and TimeGPT, by a significant margin. No-

tably, the system achieves robust performance even under severe data constraints, such as
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short time series, high intermittency and limited visibility into promotional effects. Abla-

tion studies confirm the importance of ensemble diversity and error-weighted aggregation.

In addition to accuracy, the system was designed with a focus on interpretability and data

privacy. By avoiding global pooling and model sharing across series, FashionSight remains

fully compliant with privacy regulations such as [2], offering traceable and justifiable out-

puts for business users. Future work will extend this research in several directions. Firstly,

we intend to explore adaptive weighting schemes that evolve over time in order to capture

temporal changes in performance more effectively. Secondly, integrating external features,

such as macroeconomic indicators, holiday calendars or marketing events, could enrich the

input space to improve context awareness, particularly in high-volume regions. Thirdly,

we plan to investigate hybrid approaches combining local modelling with light global priors

to retain privacy while leveraging structural regularities across markets. Finally, more ad-

vanced intermittency handling, including probabilistic models or zero-inflated regressors,

could further improve performance in low-volume markets.
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Chapter 5

Operationalizing Compliance for

Moderate-Risk AI Systems

The AI system under examination is designed to support public administration in address-

ing the following institutional objectives:

T1 estimation of compliant tax revenue: providing assistance to the competent munic-

ipal authority in determining the amount of tax liabilities anticipated to be duly

paid, for the purpose of projecting the municipality’s annual fiscal receipts;

T2 forecasting recoverable tax arrears: assisting the municipal administration in identi-

fying taxpayers predicted, on the basis of risk analysis, to be at high probability of

default, and in pursuing recovery through the issuance of formal payment notices;

5.1 Determination of the Risk Class

In this section, the risk classification of the proposed application is examined with ref-

erence to the provisions in [1]. An initial and indispensable step in establishing its legal

admissibility consists in verifying that the system does not fall within any category deemed

to pose an unacceptable risk. To this end, Art. 5 of [1] is considered, as it delineates the
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specific categories of AI systems whose use is explicitly prohibited within the European

Union.

Among the prohibitions enumerated in this provision, only Art. 5(1)(c) appears

potentially relevant to the system under analysis. This clause proscribes the deployment

of AI systems designed to evaluate or classify individuals (so called “social scoring”), in

circumstances where such evaluations give rise to one or both of the following consequences:

i) detrimental or unfavourable treatment of certain natural persons or groups of

persons in social contexts that are unrelated to the contexts in which the data was

originally generated or collected

ii) detrimental or unfavourable treatment of certain natural persons or groups of

persons that is unjustified or disproportionate to their social behaviour or its gravity

Task T1 does not involve the assessment of individual persons; rather, it concerns

the aggregate total of amounts classified by the system as “NOT PAID.” Task T2, by

contrast, introduces a slightly more individualised dimension, as it supports the revenue

officer in assessing whether the issuance of a payment reminder would be appropriate. As

discussed in Chapter 6, the system generates its output in the form of a confidence interval.

Consequently, when a subject remains in default and the interval is particularly narrow,

the system indicates that sending a reminder would likely be ineffective. Nevertheless, the

ultimate decision as to whether to issue the reminder remains entirely within the discretion

of the revenue officer.

With reference to criterion (i), the operational context exactly corresponds to that

for which the AI application was originally conceived, and it is not applied in any domain

other than its intended one. Regarding criterion (ii), the potential consequence of omitting

to issue a reminder cannot be considered detrimental, unjustified, or disproportionate. It

is not detrimental, since the payer has already been duly notified of their default, with

the omission of an additional notice resulting at most in minimal inconvenience or lack

of further support for the taxpayer; nor is it disproportionate, as the revenue officer may

provide a rationale for the decision not to have sent the reminder.
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Having established that the application does not fall within the category of AI sys-

tems presenting an unacceptable risk, the analysis now turns to its potential classification

as high-risk under Art. 6 of the [1].

The assessment of whether the application constitutes a high-risk AI system is

governed by Art. 6 of the [1]. Paragraph 1 designates an AI system as high-risk if two

cumulative conditions are met: (a) the system falls within the categories listed in Annex

I, and (b) a conformity assessment is required as specified therein. Annex I primarily

addresses AI systems that constitute safety components or otherwise pose significant risks,

which is not the case for the application under consideration.

Paragraph 2 refers to Annex III, subject to certain exceptions. Among the eight

categories listed in Annex III, the one potentially relevant to the application is category 5,

which concerns the allocation of services. In this context, it is necessary to assess whether

the omission of a payment reminder could be considered a disadvantageous condition for

the taxpayer, as it may potentially deprive them of a reminder that others would receive.

However, since the taxpayer has already received the necessary reminders, the practice

of issuing additional reminders only to selected taxpayers constitutes an administrative

efficiency measure, and does not amount to the denial of a service or right. Based on

this reasoning, Tasks T1 and T2 cannot be classified as high-risk, and, at most, may be

assigned a precautionary designation of moderate risk.

5.2 Addressing Data Protection Requirements

Unlike the case studies introduced in Chapter 2, since this application deals with personal

data, we evaluate it in the context of [2]. This analysis is conducted on a voluntary basis,

as the risks posed by the system are minimal: indeed, unlike [1], the [2] delegates the

assessment of risk to the responsibility and discretion of the data controller (supported by

the data processor, as required under Art. 28(3)(f) of [2]), without prescribing a formal

risk classification to be adhered to. In the following, we provide an evaluation of the AI

system with regard to the articles deemed most relevant.
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1. Art.14 [2]: this article is applicable because the personal data are already held by

the municipality for the purpose of conducting standard local tax collection proce-

dures and have not been obtained through direct requests to the data subject. The

processing in the context of tasks T1 and T2 of the application under consideration

is lawfully grounded in Art. 97 of the Italian Constitution, which affirms the duty

for administrative procedures to be efficient within the limits of the current state of

technological development (see Chapter 1 for a detailed discussion). The process-

ing does not involve profiling, as explained in Section 5.1, and the human oversight

required by Art. 22(1) [2] is fully ensured, as detailed in Section 5.5. The data

subject will be informed of the processing via a note added to the payment notice,

indicating that the notice has been issued by a revenue officer, potentially assisted

by an automated AI process;

2. Art.25(1) [2] (privacy by design): to ensure pseudonymization as defined in Art.

4(5) [2], the system removes directly identifying data and incorporates two security

layers. A Federated Learning (FL) framework which enables training across multi-

ple datasets without sharing local data and a Differential Privacy (DP) layer which

prevents inferring whether a specific individual belongs to a dataset from the final

model, thereby providing robust privacy guarantees. Data minimization is achieved

by using a minimal feature set, explicitly excluding any information that could po-

tentially identify individuals, even indirectly.

3. Art.25(2) [2] (privacy by default): with respect to our AI system, personal data

selected exclusively for the explicitly declared intended purpose are retained for a

maximum period of four years to allow the construction of training and testing

datasets, after which only the outputs of the trained model are preserved. The data

are processed solely for the purpose of training and testing the model, and access is

restricted to the data controller or processor.

Further insights into some of these aspects are provided in Chapter 10 and Appendix A,

where a DPIA document is prepared and presented for the AI system under consideration.



Chapter 5. Operationalizing Compliance for Moderate-Risk AI Systems 76

5.3 Addressing Data Governance Requirements

Although, as argued in Section 5.1, the system does not fall into the category of high-risk

AI systems, in alignment with the good practices of trustworthy AI [3], and as an academic

exercise, this section examines the extent to which the application complies with Art. 10

in [1], concerning data governance. Each paragraph of Art. 5 is examined systematically,

with those deemed inapplicable omitted from the analysis:

In compliance with Art.10(2)(e), an assessment is carried out regarding the avail-

ability, quantity and suitability of the data sets in use.

In compliance with Art.10(2)(h), dataset D5, the only one with insufficient data

and an unacceptable minority-to-majority class imbalance, is included in the analysis but

flagged as an outlier.

In compliance with Art.10(2)(f), biases related to age, gender, or ethnicity are not

present because these variables are not included among the features. The only potential

source of bias could be the region of residence: although this information is not explicitly

included as a feature, the system is trained on region-specific datasets. However, global

high performance during model testing across regions indicates that the system is not

biased by this information.

In compliance with Art.10(3), as three additional datasets (D2, D3 and D4), along-

side D5, present class imbalance, during preprocessing, downsampling is applied, and class

imbalance is addressed during training by (1) weighting the loss function and (2) using

balanced batches.

In compliance with Art.10(4), no differences in model performance were observed

across regions due to geographical characteristics. An exception is dataset D5, where

limited data availability accounts for the observed deviation. As already explained it is

marked as outlier.

Further insights into some of these aspects are provided in Chapter 10 and Ap-

pendix B, where a FRIA document is prepared for the AI system under consideration.
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5.4 Addressing Transparency Requirements

To investigate the model’s global decision-making process, we employ SHAP [18], which

allows the identification of features with the greatest relevance to the output, thereby

providing an average explanation of how the model arrives at its predictions. Fig. 5.1

presents the SHAP values associated with the input features. After normalization, these

values represent the relative contribution of each feature to the average deviation of indi-

vidual predictions from the mean prediction across all samples in the test set. In other

words, SHAP values quantify the importance of each feature in driving the model’s deci-

sions.

Figure 5.1: SHAP values illustrating the importance of features across different targets
and models

This form of explanation enhances Explainability by revealing which factors most

strongly influenced the predictions and enabling an assessment of whether these contribu-

tions are reasonable. If the model relies counterintuitively on a trivial feature, it warrants

careful reconsideration. Similarly, if the model is found to rely predominantly on a sen-

sitive or bias-inducing feature, its trustworthiness and fairness may reasonably be called

into question.
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5.5 Addressing Human Oversight Requirements

In the context of moderate-risk AI systems, no specific provision of [1] applies directly;

however, it is evident that, in several instances, [1], either explicitly or implicitly, de-

fers to the [2], thereby establishing a form of regulatory complementarity. That said,

Art. 22(1) of [2], as anticipated by Recital (71), establishes that: “automated individual

decision-making, including profiling, should not be based solely on automated process-

ing”. Similarly, within the pre-existing soft-law framework, Respect for Human Autonomy

is identified as one of the four ethical principles underpinning trustworthy AI [3]. This

principle is subsequently translated into one of the seven key requirements, namely Human

Agency and Oversight, which operationalizes the ethical commitment to ensuring mean-

ingful human control over AI systems [3]. Below, we present the questionnaire proposed in

[16] as a tool for self-assessing the necessary oversight measures in AI applications, along

with the corresponding responses for the moderate-risk use case described in Chapter 6.

Q1 Please determine whether the AI system (choose as many as appropriate):

• Is a self-learning or autonomous system;

• Is overseen by a Human-in-the-Loop (HITL);

• Is overseen by a Human-on-the-Loop (HOTL);

• Is overseen by a Human-in-Command (HIC);

The AI system incorporates a Human-in-the-Loop (HITL) approach, as

human personnel are actively involved at each stage of the application life-

cycle: the revenue officer may rely on the AI system solely to receive rec-

ommendations regarding the likelihood that a tax payment notice will either

be disregarded by the taxpayer or duly settled.

Q2 Have the humans (human-in-the-loop, human-on-the-loop, human-in-command) been

given specific training on how to exercise oversight?

The revenue officer may consider the recommendation generated by the AI

system as a basis for conducting further inquiry into a specific case or for
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issuing an additional notification aimed at drawing the taxpayer’s attention

to the pending tax liability.

Q3 Did you establish any detection and response mechanisms for undesirable adverse

effects of the AI system for the end-user or subject?

No specific adverse effect is anticipated. In the worst-case scenario, the

taxpayer may simply not receive any additional reminders.

Q4 Did you ensure a ‘stop button’ or procedure to safely abort an operation when

needed?

A dedicated ‘stop button’ is unnecessary for this AI systems.

Q5 Did you take any specific oversight and control measures to reflect the self-learning

or autonomous nature of the AI system?

Both systems support horizontal scalability through the FL framework: as

new datasets become available, they can be incorporated into the training

process, which may be periodically repeated. The performance metrics es-

tablished during system development can be continuously updated as the

systems are applied to real-world cases, enabling ongoing monitoring of

their generalization capabilities.

5.6 Addressing Accuracy and Robustness Requirements

Also for the moderate-risk case study, thorough analysis of the strategies implemented to

optimize its performance is provided a dedicated chapter (Chapter 6). Initially, a model

is selected that achieves robust performance with respect to the chosen accuracy metric.

Subsequently, a dedicated mechanism is introduced to promote reliability by confining

trust to outcomes with a low variance on repeated non deterministic evaluations, thus

mitigating the inherent overconfidence of the model.
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Chapter 6

Moderate-Risk AI Case Study:

FAITH-FDSS

The aim of this study is to provide decision support to revenue officers during the issuance

of payment notifications. The application, operating under human supervision with the

final decision remaining with the officer, is designed to deliver insights into the payer’s

likelihood of settling outstanding obligations. Consequently, it informs the appropriateness

and potential utility of issuing a reminder, with the goal of enhancing administrative

efficiency by both avoiding unnecessary notifications and promoting timely payment.

In particular, our novel AI-based Decision Support System (DSS), FAITH-FDSS,

assists municipal revenue officiers in the decision of whether to issue a payment notification,

thereby fulfilling the efficiency requirements mandated for public administration (see for

example Art. 97 of the Italian Constitution). It also provides projections of the amount

of taxes likely to be collected, enabling municipalities to optimally plan the provision of

public services. Its life-cycle is informed by the European regulatory framework since its

earliest stages, ensuring lawfulness, robustness, and trustworthiness in compliance with

[1], [2], and [3].

FAITH-FDSS is trained on historical data regarding the issuance of payment no-

tifications and notices, to perform a binary classification task with outcomes defined by
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whether the payer subsequently settled the outstanding liabilities. To operationalize com-

pliance by design, it is engineered to reinforce computational privacy through the integra-

tion of FL and output privacy through the integration of (ε, δ)-DP, to enhance transparency

via feature importance analysis, and to support trustworthiness through uncertainty esti-

mation using MC dropout.

In addition, the DSS is intended solely as a decision-support tool for the revenue

officer, without prejudice to their discretionary authority, in accordance with the principles

of human oversight and the human-in-the-loop paradigm.

The contributions of this paper can be summarized as follows:

1. design and implementation of a DSS that assists revenue officers by predicting, with

high reliability, whether a payment notice is likely to be paid or remain outstanding;

2. integration of the model within a FL framework, enabling comparison between cen-

tralized, and distributed approaches to enhance inter-dataset privacy preservation;

3. reinforcement of privacy protections through the implementation of (ε, δ)-DP, in-

cluding an assessment of the trade-off between gradient clipping and Gaussian noise

injection against model performance and utility, thereby promoting data subject

privacy both within and across datasets in compliance with [2] and [1] requirements;

4. incorporation of components to enhance the transparency and trustworthiness;

5. An interdisciplinary, by-design approach that simultaneously advances both the tech-

nological implementation and the regulatory and ethical dimensions since the earliest

stages of the AI system life-cycle.

While both technical [70], [71], [72], [73], [74] and legal–ethical [75], [76], [77] scholarship

have extensively examined issues surrounding AI governance, few studies, to our knowl-

edge, have effectively bridged these two perspectives. In particular, there remains a lack

of research demonstrating how the normative framework can actively inform and guide

technical design decisions from the very outset of an AI system’s life-cycle.
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6.1 Related work

The strategic relevance of tax administration, and of tax revenue as a specific use case, has

been explored from an algorithmic and technical standpoint and, with growing attention,

from legal and ethical perspectives. Contributing to the former, several studies have

proposed data-driven and Machine Learning (ML) approaches aimed at improving fiscal

efficiency, detecting tax evasion, and optimizing collection processes. [70] have investigated

the most effective techniques for forecasting sales tax revenue, highlighting the pivotal

role of data pre-processing, which in certain contexts may outweigh the impact of the

forecasting model itself; though valuable, this research addresses only a specific aspect of

AI systems for tax revenue administration. In our case, data pre-processing is a relatively

straightforward task, given the limited scope and content of the datasets. [71] addresses

the prediction of national tax revenue ratios using an optimized Kernel Extreme Learning

Machine (KELM) model which incorporates a vector-weighted averaging algorithm. In our

case, the primary focus of the research is not the development of a highly optimized model.

The use of a MLP provides strong predictive performance while enabling straightforward

and natural integration within the FL framework, as well as seamless incorporation of

uncertainty assessment by means of MC dropout. [72] capitalizes on the emergence of

big data to perform multi-source data fusion across business, corporate, and personal

income taxes, aiming to enhance tax forecasting at an aggregate level. In our research,

data protection is prioritized, and the fusion of miscellaneous large-scale datasets is not

considered a viable option. [73] examines the effectiveness of “deep” machine learning

techniques (neural networks, random forests, and decision trees) in forecasting quarterly

corporate tax payments, contributing to improved corporate tax revenue prediction. Since

the integration of XGBoost or similar algorithms within a FL framework, as well as the

application of DP to them, requires dedicated approaches, we did not consider them a

convenient option for this study.

On the regulatory and ethical side, European institutions and academic commenta-

tors have underscored the need for trustworthy and transparent AI systems in the public

sector, particularly within fiscal administration. These contributions emphasize compli-

ance with [2] and [1] as fundamental to ensuring the lawful, fair, and accountable use of
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AI technologies in tax governance: [75] explores how AI influences taxpayer compliance

decisions, highlighting the ethical challenges inherent in deploying AI within the highly

sensitive context of tax administration; [76] examines the effects of digital transformation

in tax administration on tax-payers’ trust in the fiscal system, highlighting its positive

influence on voluntary compliance; [77] examines the application of NLP and machine

learning in tax administration, emphasizing that transparency, ethical adherence, and

fairness in AI systems not only ensure regulatory compliance and protect institutional

reputation but also enhance system trustworthiness, thereby fostering greater taxpayer

confidence and improving compliance.

In this context, only a limited number of contributions have attempted to bridge

these two dimensions by introducing privacy-preserving techniques, such as FL and DP,

to enable collaborative model training across institutions without compromising taxpayer

confidentiality, thereby addressing both technical performance and regulatory compliance.

For example, [74] introduces a three-layered security framework combining FL, DP, and

Secure Multi-party Computation (SMC). The primary advantage of SMC lies in its ability

to enhance computational privacy, ensuring data protection during computation, without

any degradation in model performance. This property is particularly valuable when the

central server cannot be fully trusted or when it is desirable to avoid the performance

penalties associated with noise injection. Although this approach is thorough and con-

ceptually robust, in the present work DP is strictly required to ensure output privacy

guarantees. In addition, experimental results indicate that a modest level of noise is suf-

ficient to meet the intended privacy objectives. Meanwhile, computational protection is

already reasonably ensured through the combined use of FL and DP, as the server only

receives noisy model updates. Furthermore, in contrast to [74], our approach adopts a

more comprehensive perspective by incorporating additional compliance dimensions such

as transparency, robustness, and trustworthiness, by design.

Despite the growing literature on AI applications in tax administration and the

concurrent legal and regulatory scholarship emphasizing integration, no prior work, to

our knowledge, has proposed a unified expert system framework that simultaneously ad-

dresses the core requirements of trustworthy AI [3]. Specifically, our approach accomplishes

these requirements within a real-world tax revenue use case, prioritizing them through a
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proportionality-based lens: Transparency (via explainability), Privacy and Data Gover-

nance (via DP and FL), Technical Robustness and Safety (through resilient, regularized

modeling), and Human Agency and Oversight (ensuring human-in-the-loop decision au-

thority). Ultimately, this paper fills that gap by offering a deployable expert system archi-

tecture that balances predictive performance with interpretability, privacy, and regulatory

compliance.

6.2 Materials

To ensure pseudonymization, as defined in Article 4(5) and mandated under Article 27(1)

of [2], the pre-processing phase removes directly identifying data and incorporates two secu-

rity layers. Complementarily, data minimisation, as defined in Article 5(c) and mandated

under Art. 27(2) of [2], is achieved by using a minimal feature set, explicitly excluding any

information that could potentially identify individuals, even indirectly. In addition, data

imbalances that could potentially give rise to biases, contrary to the principles of sound

data governance outlined in Art. 10 of [1], have been identified and mitigated through

down-sampling.

6.2.1 Datasets

The data used in this study comprise nine datasets (D1–D9), each corresponding to one

of nine Italian regions (Campania, Marche, Toscana, Lazio, Basilicata, Abruzzo, Calabria,

Lombardia, Puglia), as shown in Table 6.1. The data collection period spans from 2019 to

2024; however, the most recent year (2024) is excluded due to incompleteness at the time

the data are provided.

Each sample in a dataset represents a payment notice issued to a defaulting taxpayer

on a specific date and is characterized by 8 continuous, 3 integer and 3 categorical fields

described in Section 6.2.2 and one binary field, the target, which indicates whether the due

amount has been paid in response to the notice. Due to the limited, sparse, and irregular

nature of the available samples, constructing time series is not feasible. Nevertheless,

aggregated features are incorporated to capture information from the preceding three
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Table 6.1: Samples per dataset, split into train and test set with corresponding class
imbalance before and after downsampling

train set test set
original down-sampled

paid not paid paid not paid paid not paid

D1 53876 83395 - - 34819 46323
D2 17111 55219 17111 34222 15132 55384
D3 3902 16305 3902 7804 1261 7426
D4 2419 8775 2419 4838 2073 7599
D5 784 169 - - 776 442
D6 15262 28852 - - 16220 30010
D7 8586 9202 - - 5643 14194
D8 4412 4552 - - 5725 6464
D9 22933 60847 - - 26434 64941

years as explained in Section 6.2.2. The 2022 datasets are used for training, enriched with

aggregated features derived from 2019, 2020, and 2021, while the 2023 datasets serve as

the test set.

The first four columns of Table 6.1 report, for each training set, the initial number

of samples per class and the corresponding imbalance ratio. To mitigate class imbalance,

which may otherwise bias the model, the majority class is downsampled whenever the im-

balance ratio exceeds 2:1. This threshold represents a suitable trade-off between restoring

an admissible balance and preserving dataset size.

6.2.2 Features

Our feature set is composed of 9 continuous features, 3 integer features, and 3 categori-

cal features, as shown in Table 6.2. Categorical features are encoded using embeddings

of dimensionality 2, 2, and 4, respectively. Embeddings are adopted instead of one-hot

encoding to maintain a low-dimensional representation and avoid the creation of addi-

tional sparse vectors. The encoding is applied to the input categorical variables through

an embedding layer placed immediately after the input layer in the MLP, as shown in

Fig. 6.1 a) shows. Although capturing latent relationships among categorical values is not

the primary motivation for their use, this property may nonetheless offer an additional

advantage. 4 out 9 continuous and 2 out of 3 integer features are aggregate features added
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to capture the temporal dimension: aggregate features represent averages, in particular,

they capture the average number of notices received by a taxpayer over the past three

years, as well as the total amount paid to settle these notices during the same period.

Features potentially leading to bias or discriminatory outcomes (e.g., age) are excluded

from the dataset.

Table 6.2: The role of a feature can be either feature (F) or aggregated feature (AF)
over the past three years; its type can be categorical encoded through embeddings of size

n (cat−n), integer (int) or float (float). The target is denoted as T

name role type description

Municipal Tax F cat−2 type of tax
Type F cat−2 type of notice
State F cat−4 issuance status

VAT Number F int number of VAT
numbers registered to

the tax payer
Num Years IMU AF int num of years with at

least one notice for IMU
Num Years TARI AF int num of years with at

least one notice for
TARI

Total Due F float total taxable amount
due

Total Installment-Based F float total taxable amount
under installment plan

Due F float outstanding amount
Num Notices Past Three
Years IMU

AF float num of notices received
during the past three

years for IMU
Num Notices Past Three
Years TARI

AF float num of notices received
during the past three

years for TARI
Paid Past Three Years
IMU

AF float overall amount paid
during the last three

years for IMU
Paid Past Three Years
TARI

AF float overall amount paid
during the last three

years for TARI
Payment Status T float whether the notice has

been duly settled
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6.3 Methods

In this section, we provide a detailed description of the technical components underlying

FAITH-FDSS. The system architecture is designed to ensure both predictive accuracy and

compliance with European regulatory requirements on data protection and AI ethics, with

each component serving this objective. In Section 6.3.1 we present the MLP architecture,

which forms the computational basis of FAITH-FDSS. In Section 6.3.2, we describe the

federated learning framework adopted to enable collaborative model training across multi-

ple municipal datasets, while preserving local data sovereignty. In Section 6.3.3, we briefly

present the centralized training approach, which serves as a baseline for evaluating the

federated learning methodology of FAITH-FDSS and ensuring that the distributed ap-

proach does not compromise overall model performance. In Section 6.3.4, we discuss the

integration of Differential Privacy (DP) mechanisms, which offer formal privacy guarantees

by limiting the risk of re-identification, thereby promoting anonymization and mitigating

the exposure of sensitive financial and personal data. In Section 6.3.5, we briefly intro-

duce the use of SHapley Additive exPlanations (SHAP) to determine feature importance.

This approach provides revenue officers using FAITH-FDSS with a means to understand

whether the model’s suggested decisions are grounded in a logical rationale and whether

such rationale is acceptable and aligned with domain knowledge, thereby enhancing the

system’s transparency and explainability. In Section 6.3.6, we introduce MC dropout, a

strategy that applies the dropout mechanism, typically used during training, also at in-

ference time, in order to generate a distribution of predictions for each individual sample

rather than a single deterministic output. By evaluating the width of the interval defined

by the minimum and maximum predicted probabilities for a given sample, it becomes

possible to assess the reliability of the corresponding prediction, thereby contributing to

the overall trustworthiness of the model. Together, these elements constitute a robust,

privacy-preserving, and trustworthy computational foundation for FAITH-FDSS.

6.3.1 FAITH-FDSS architecture

Figure 6.1 a) illustrates the architecture of FAITH-FDSS. Categorical input features are

first transformed via an embedding layer, which encodes each feature into a fixed-size vector
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representation. These embeddings are then concatenated with non-categorical features

before being fed into the first block of the model. The core of the model is implemented as

an encoder in the form of a MLP consisting of five sequential blocks. Each block comprises

a fully connected layer, followed by a dropout layer for regularization and a non-linear

ReLU activation function. The output of the fifth block is passed to a classification layer

with two nodes, corresponding to the number of target classes, which produces the model’s

final prediction.

6.3.2 Distributed training

As shown in Fig. 6.1 b), the federated approach involves training models locally on datasets

distributed across multiple clients, followed by aggregation of these local models into a

single global model via a defined aggregation strategy. The procedure is as follows: (1)

the server sends the current global model to all clients, (2) each client performs local

training on its own data, (3) at the end of local training, each client sends its updated

model to the server, and (4) the server aggregates the updates received from all clients

into a new global model, using a specific aggregation strategy. The procedure defined by

Steps (1)–(4) constitutes one federated round. Once Step (4) is completed, the process

loops back to Step (1) to execute the next round.

The aggregation strategy defines the behavior of the federated approach, and several

strategies exist. In vanilla federated learning [78], at round t, each client k (k = 1..K)

computes an updated model (wt+1
k ) based on its local data. The server then combines

these updates into a new global model (wt+1) according to the following weighted sum

(FedAvg):

wt+1 =
K∑
k=1

nk

n
wt+1

k (6.1)

where nk is the number of samples in dataset k, n =
∑K

k=1 nk is the total number of

samples across all clients. Eq. 6.1 ensures that clients with larger datasets contribute

proportionally more to the updated global model. An alternative to FedAvg is FedProx

[79], which extends the former by incorporating a proximal term into the local loss function
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Figure 6.1
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minimization, as follows:

min
wk

(F k
CE(wk) +

µ

2
∥wk −wt∥2) (6.2)

where F k
CE(wk) is the cross-entropy (CE) loss at client k, wt is the global model from

the previous communication round, wk is the local model being updated at client k.

Aggregation at the server is not modified and is the same as in vanilla federated learning.

The purpose of the proximal term is to regulate local updates by penalizing deviations

from the global model, thereby ensuring consistency across clients during training. The

strength of the penalization is controlled by the hyperparameter µ; higher values of µ

correspond to stronger penalization, whereas µ = 0 causes the proximal regularization term

to vanish, thereby reducing FedProx to standard FedAvg. FedProx is specifically designed

for scenarios with heterogeneous non Independently and Identically Distributed (non-IID)

data [79], For the purposes of this case study, we employed FedProx to investigate its

potential advantages in addressing variations and heterogeneity among datasets D1–D9.

This characteristic closely matches our application scenario, where each dataset (D1–D9)

corresponds to a distinct Italian region with its own socio-economic composition, fiscal

regulations, and administrative practices. Such regional diversity introduces significant

variability in feature distributions and class proportions, which can cause standard FedAvg

to diverge or converge toward suboptimal local minima. By introducing a proximal term

that regularizes local updates around the global model, FedProx mitigates this issue,

ensuring more stable convergence and balanced knowledge aggregation across clients. In

the context of our expert system, this leads to a more robust and equitable decision-

support framework, capable of providing consistent recommendations even when local

fiscal behaviors differ substantially among municipalities.

6.3.3 Centralized training

The upper panel of Fig. 6.1 b), illustrates the centralized approach, which trains the model

on a single, aggregated dataset combining data from all sources (D1-D9). During training,

a global model, applicable across all datasets, is selected at the epoch corresponding to

the minimum validation loss observed before early stopping is triggered.
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6.3.4 (ε, δ)− Differential Privacy

If an algorithm satisfies DP, the inclusion or exclusion of a single individual’s record in

the dataset induces only negligible changes in the probability distribution of its outputs,

thereby formally bounding the contribution of any single sample to the overall result.

More rigorously, a randomized algorithm [80] A : D → R supports (ε, δ)−DP if for any

pair of datasets (Di, Dj) differing by at most one sample and for all sets of outputs

(S) ⊆ Range(A), the following holds:

Pr[A(Di) ∈ S] ≤ eε Pr[A(Dj) ∈ S] + δ (6.3)

where ε denotes the privacy budget, a parameter that bounds the maximum ad-

missible privacy loss under a given setting. Privacy guarantees are inversely proportional

to the privacy budget ε: larger ε implies weaker privacy protection. In the context of FL,

A represents the training procedure, A(D) the trained weights, ε the cumulative privacy

loss accumulated across all training rounds. The parameter δ denotes the probability that

the privacy guarantee specified by ε fails to hold. The type of DP considered here is

approximate, meaning δ is always strictly positive.

A common mechanism for implementing (ε, δ)-Differentially Private Stochastic Gra-

dient Descent (DP-SGD), thereby enforcing DP at the level of gradient updates, proceeds

in two main steps:

1. gradient clipping

gi = ∇WLi(W ), i = 1, . . . , B (6.4)

ḡi = gi ·min
(

1,
C

∥gi∥2

)
(6.5)

2. Gaussian noise injection:

g̃ =
1

B

B∑
i=1

ḡi +N
(
0, σ2C2I

)
(6.6)

W ←W − ηg̃ (6.7)
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where C is the gradient clipping or sensitivity, σ the noise multiplier, η the learning

rate (LR), gi the gradient computed over the ith mini-batch, ḡi the clipped gradient, g̃ the

perturbed gradient, B the number of mini-batches, W the model weights, I the identity

matrix. By constraining gradients to a maximum norm, clipping prevents any single

gradient from dominating the update, allowing smaller Gaussian noise to sufficiently mask

the identity of all samples.

Inspired by the Dynamic Clipping-SGD-Percentile approach [81], we determine the

clipping threshold C using a simple adaptive mechanism: C is set to a chosen percentile

of the gradient norms in each mini-batch to account for the variable magnitude of learning

across early and later training epochs. This approach ensures that most gradients are

scaled appropriately while allowing occasional larger gradients to be clipped.

The pseudo-code for the FAITH-FDSS (ε, δ)−DP-SGD FL core is described in

Algorithm 1

Algorithm 1: Local DP pseudo-code

Input : initial global model w1, number of rounds T , number of local epochs in a
round E, number of clients K, dataloaders Dk

loader, noise multiplier σ,
initial norm clipping threshold C

Output: final global model wT

1 for t← 1 to T do
2 Ck

0 ← C
3 for k ← 1 to K do
4 wk

t ← wt

5 for e← 1 to E do
6 foreach B ∈ Dk

loader do
7 gk ← compute(ℓCE, w

k
t ,B)

8 Ck
t+1 ← P90({∥g∥2 : g ∈ gk})

9 ḡk ← clip(gk, C
k
t )

10 g̃k ← ḡk +N (0, (σCk
t )2)

11 wk
t ← update(wk

t , g̃k)

12 end

13 end

14 end

15 wt+1 ←
∑K

k=1
nk
N wk

t

16 end
17 return wT
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6.3.5 Feature importance

We conduct a feature importance analysis using SHapley Additive exPlanations (SHAP)

[82] and we use the outcome to provide guidelines for the revenue officer supervising the

application. As shown in Fig. 6.8, the most important feature is the number of notices

received by a payer in the past three years, followed by the total amount owed and the

amount already paid. TARI-tax related features carry greater weight due to the larger

number of samples reporting TARI-tax compared to IMU-tax. In practice, predictions

that a payment will remain unpaid are primarily based on the payer’s history of multiple

notices and the total or partially paid tax amount.

6.3.6 Monte Carlo Dropout

MC dropout [83] quantifies the uncertainty associated with a sample (x), performing T

multiple stochastic forward passes as follows:

{ŷ(t)}Tt=1 = MC-Dropout(x) (6.8)

where MC-Dropout(x) denotes the stochastic forward pass over x with dropout layers kept

active, in contrast to standard deterministic inference, in which they are systematically

turned off, and ŷ(t) denotes the resulting prediction. Fig. 6.1 c) graphically illustrates this

procedure, depicting the multiple stochastic models derived from the trained global model

through the application of dropout during the inference phase.

Equation 6.8 defines an empirical distribution of predictions from which the pre-

dictive mean and variance can be estimated:

E[y|x] ≈ 1

T

T∑
t=1

ŷt (6.9)

Var[y|x] ≈ 1

T

T∑
t=1

ŷ2t −

(
1

T

T∑
t=1

ŷt

)2

(6.10)
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Equation 6.10 quantifies the model’s predictive uncertainty: a higher variance across

stochastic inferences indicates lower confidence in the corresponding prediction. This

provides a practical means to assess the reliability of model outputs and to calibrate the

level of human oversight accordingly.

MC dropout is particularly well suited to the architecture underlying FAITH-FDSS,

which includes one dropout layer per block, as illustrated in Fig. 6.1 a). In addition to

the hyperparameters already defined by the architecture, MC dropout requires specifying

the number of stochastic forward passes, which we set to 100, following [84].

6.4 Experimental settings and procedure

In this section, we describe all aspects related to the training of model used in our ex-

periments. As described in Section 6.4.1, hyperparameter tuning is first performed in

the centralized setting, which represents our baseline, to identify the optimal configura-

tion of architectural and training hyperparameters. The resulting configuration is then

transferred to the distributed setting to ensure comparability between centralized and fed-

erated experiments. Section 6.4.2 outlines the practical implementation of the training

procedure for the centralized approach. Since the hyperparameters obtained from the

centralized training are also adopted in the distributed setting, Section 6.4.3 introduces

the single hyperparameter specific to the federated configuration that requires separate

tuning, highlighting its role. Section 6.4.4 presents the practical execution of the training

procedure for the federated approach. Finally, Section 6.4.5 provides the implementa-

tion details, including the development framework, auxiliary libraries, and computational

resources utilized in the experiments.

6.4.1 Hyperparameter tuning for the baseline

The optimal hyperparameter set is determined by monitoring the training and validation

losses, throughout the optimization process and selecting the configuration corresponding

to the minimum validation loss. The early convergence criterion allows the training to

terminate once performance gains plateau, thereby reducing the total number of epochs
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Table 6.3: Summary of hyperparameter tuning for centralized and distributed training.
The search space and optimal configuration identified in the centralized setup are reported
for each hyperparameter. This configuration is subsequently transferred to the federated
learning (FL) experiments to ensure methodological comparability. In the FL setting,
the number of training epochs is replaced by the number of communication rounds, an
additional hyperparameter controlling the global convergence process, while the number of
local epochs per round is fixed at 10, consistent with the optimal value found in centralized

training.

hyperparameter search space optimal
configuration

nodes per layer {(256,128,64,32,8),
(128,64,32,8)}

(256,128,64,32,8)

dropout {.40,0.45,0.50,.55,.60} 0.50
embedding dims {(2,2,2), (2,2,4)} (2,2,4)
batch size {128, 256, 512} 256
initial LR
(SGDR)

[0.1, 0.01] 0.01

minimum LR
(SGDR)

[0.001, 0.0001] 0.0001

num of epochs [1, 200] 84
num of rounds [1, 50] 15

while maintaining comparable performance. In Table 6.3, the list of hyperparameters,

corresponding search space and best candidate.

6.4.2 Centralized training of the baseline

From each initial training set, a validation set is subsequently obtained using an 80:20 split,

maintaining the same minority-to-majority class proportion of the training set of origin.

The application of cross-validation is not considered necessary, given the substantial size

of the datasets, even after down-sampling. Training is performed with a batch size of

256, with each batch balanced to maintain the minority-to-majority class proportion and

mitigate the effect of class imbalance on learning. Stochastic Gradient Descent with Warm

Restarts (SGDR) [85] serves as the optimizer, using an initial LR of 0.01, a minimum LR

of 0.0001, and 10 epochs per cycle. The loss is defined as weighted Cross-Entropy (CE)

to further account for potential class imbalance. Regularization is accomplished by the

Dropout layers.
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6.4.3 Hyperparameter tuning for FAITH-FDSS

As shown the bottom panel of Fig. 6.1 b), in the FL setting, the training process unfolds

over a sequence of communication rounds, each comprising multiple local epochs executed

independently by the clients (step 2) before model aggregation is performed at the server

(step 4). The number of communication rounds becomes an additional hyperparameter

to be tuned in the FL experiments, replacing the notion of total training epochs in the

centralized setup. In our experiments, each round consists of 10 local epochs, the minimum

required for the adopted LR scheduler, Cosine Annealing with Warm Restarts, to complete

a full cycle. The number of local epochs is not increased beyond this threshold to avoid

potential uncontrolled divergence among local models, as reported in [79]. To tune the

number of rounds, two criteria are applied: (1) the average loss across all client validation

sets is evaluated at the end of each round using the current global model; and (2) when,

beyond a certain point, the loss exhibits only marginal improvements across successive

rounds, the configuration corresponding to the near-minimum average loss is selected.

Criterion (2) is particularly relevant for the subsequent DP phase, as in (ε, δ)-DP-SGD

FL, a larger number of communication rounds leads to a higher cumulative privacy loss

ε, which in turn necessitates injecting larger amounts noise to maintain the same privacy

guarantee.

6.4.4 Federated training for FAITH-FDSS

Local training at each client follows the same procedure as in the centralized setting, with

the sole difference that it is limited to 10 epochs per communication round. FAITH-FDSS

performs local training for a total of 15 rounds. In experiments employing the FedProx

algorithm, the proximal term serves as an additional regularization component.

6.4.5 Implementation details and computational resources

The entire framework is built in Python v3.8.10 [86] and Pytorch v2.0.0 [87]. Flower

Framework v1.22.0 [88] is exploited for the federated learning whereas Opacus v1.5.4 [89]
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for local DP. Shap v0.49.1 [18] is used to analyse feature importance of the model. Com-

putations are distributed on a node containing 4 NVIDIA A100 GPUs, each equipped with

64GB VRAM, on a system with 512GB RAM.

6.5 Results and Discussions

In this section, we summarize the main experiments conducted and the corresponding

results obtained to assess the validity of FAITH-FDSS in terms of both compliance and

utility. Specifically, Section 6.5.1 introduces and justifies the primary metric adopted

to evaluate model performance. Section 6.5.2 presents the results of the comparison

between FAITH-FDSS, the centralized baseline, and selected federated alternatives, in

support of performance assessment. Section 6.5.3 reports the results concerning the pri-

vacy–performance trade-off, obtained by progressively introducing increasing amounts of

noise to enhance privacy protection. Section 6.5.4 discusses the outcomes of the feature

importance analysis, in support of transparency, while Section 6.5.5 presents the results

of the MC dropout experiment, as evidence supporting the trustworthiness of the system.

6.5.1 Metrics

Macro-sensitivity serves as the primary metric for evaluating model performance. It rep-

resents the average sensitivity across all classes, aligning with the study’s emphasis on

sensitivity as a key performance dimension. In binary classification, the sensitivity of one

class corresponds to the specificity of the other, and vice versa; therefore, in our research,

macro-sensitivity provides balanced control over both sensitivity and specificity. The use

of symmetric metrics is preferred, as they ensure an equitable assessment across classes

and prevent class imbalance from disproportionately influencing the overall evaluation.
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6.5.2 Performance Comparison between FAITH-FDSS, the Centralized

Baseline, and Other Federated Learning Approaches

FAITH-FDSS is trained using the FedProx federated learning approach with the hyper-

parameter µ = 0.01. This configuration is compared with both the centralized baseline

and the same FL approach under different µ values, with the aim of demonstrating that

(1) the performance loss with respect to the centralized baseline is negligible, and (2)

the performance of the alternative federated configurations is broadly aligned with that of

FAITH-FDSS, which achieves the highest overall performance. As illustrated in Figure 6.2,

FAITH-FDSS exhibits only a marginal decrease in performance compared to the central-

ized model. Among the federated approaches, it achieves the highest overall performance,

benefiting from the mild regularization introduced by its proximal term. Moderate regular-

ization (µ = 0.1 or 0.01) enhances performance, whereas stronger regularization (µ = 1 or

2) results in a more pronounced decline. The FedAvg baseline (µ = 0) yields intermediate

results, positioned between these two groups.

The learning dynamics shown in Figure 6.3 further support these findings. All fed-

erated configurations exhibit a rapid performance increase during the first communication

rounds, followed by gradual stabilization. FAITH-FDSS, trained with FedProx (µ = 0.01),

consistently maintains the highest trajectory, achieving faster convergence and higher fi-

nal macro-sensitivity compared with alternative setups. These trends confirm that incor-

porating a mild proximal constraint improves both convergence stability and predictive

robustness in a potentially non-IID federated setting, making FAITH-FDSS particularly

suitable for our expert system operating on regionally distributed fiscal data.

As shown in Fig. 6.4, breaking down the results by individual datasets, the perfor-

mance of FAITH-FDSS, is generally consistent across all datasets except for D5, which

can be considered an outlier. As detailed in Table 6.1, this dataset is considerably smaller

and exhibits a pronounced class imbalance, which jointly limit the representativeness of its

local model updates during aggregation. The convergence dynamics depicted in Fig. 6.5

confirms this behavior. Each box plot summarizes the distribution of macro-sensitivity

across datasets for every communication round, when FAITH-FDSS is evaluated. The



Chapter 6. Moderate-Risk AI Case Study: FAITH-FDSS 99

The histogram compares the performance of the best-performing centralized model, used
as the baseline, with various federated learning approaches, identifying FAITH-FDSS as
the top-performing distributed configuration. Federated performance is reported at the

15th communication round

Figure 6.2: Performance comparison between baseline and federated

Figure 6.3: The plot reports the performance of different federated learning approaches,
identifying FAITH-FDSS as the best-performing configuration

red line traces the trajectory of D5, showing consistently lower and more variable perfor-

mance, while the blue line represents the overall mean across all datasets (D1–D9). The

violet line, which excludes D5, provides a clearer view of the general trend and demon-

strates steady improvement and stabilization as training progresses. The widening gap
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between D5 and the remaining datasets highlights how small and imbalanced data parti-

tions can slow convergence and introduce instability in the global model. Nevertheless, the

aggregated performance, dominated by larger and more balanced clients, remains robust,

confirming that FAITH-FDSS achieves reliable convergence even under realistic non-IID

and unbalanced conditions, typical of fiscal data environments.

Figure 6.4: The histogram compares the performance of FAITH-FDSS, the best-
performing federated configuration, at round 15, for different datasets

Figure 6.5: For each round, the box plot illustrates the macro-sensitivity achieved by the
best performing federated learning approach (FedProx µ = 0.01) across the datasets. The
red line highlights D5, identified as an outlier due to its comparatively poor performance.
The blue line traces the mean macro-sensitivity per round across all datasets (D1–D9),
whereas the violet line represents the mean excluding D5, thereby accounting for the

outlier’s effect.
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6.5.3 Experiments to define noise

To assess the robustness of FAITH-FDSS against noise injection, with reference to the

procedure explained in Eq. 6.6 and Eq. 6.7, we vary the intensity of the injected Gaussian

noise by adjusting the multiplier σ within a typical range of [0.1, 2.0] [89]. For each value

of σ, we compute the cumulative privacy budget ε using the Rényi DP accountant imple-

mented in Opacus, a relaxation that provides a tighter bound than standard composition

methods and offers a more accurate estimation of the effective privacy achieved [90]. In

this way, the magnitude of the injected noise is calibrated to maintain a low privacy loss

while preserving model accuracy.

As shown in Figure 6.6, the introduction of DP through Gaussian noise progres-

sively affects the performance of FAITH-FDSS. As the noise multiplier (σ) increases, the

magnitude of injected noise grows, producing a gradual degradation in macro-sensitivity.

This behavior reflects the inherent trade-off between privacy and utility: higher σ values

provide stronger privacy guarantees but reduce model accuracy. Nevertheless, when σ is

maintained within the range 1.0 ≤ σ ≤ 1.4, the decrease in performance remains moder-

ate, indicating a practical operating region in which an adequate trade-off of privacy can

be achieved without substantially compromising predictive reliability.

In addition, Fig. 6.7 shows that for noise values around 1.3, the cumulative ε re-

mains reasonably low, thereby providing an adequate privacy guarantee. Tighter clipping

thresholds, such as the 80th percentile, constrain gradient magnitudes more effectively and

further reduce the accumulation of privacy loss across training rounds. In our experiments,

a 90th percentile threshold (p) is adopted as a balanced configuration to preserve model

sensitivity while maintaining sufficient privacy protection. This choice prevents clipping

from being either excessively aggressive, which could dampen useful gradient information,

or too soft, which would weaken privacy control.

6.5.4 Feature importance and transparency

We conduct a feature importance analysis using SHapley Additive exPlanations (SHAP)

[82] and we use the outcome to provide guidelines for the revenue officer supervising the
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(a) Effect of noise injection on FAITH-FDSS performance

(b) Zoom of FAITH-FDSS performance over the last 5 rounds

Figure 6.6: The plot illustrates how FAITH-FDSS performance progressively degrades
with increasing values of the noise multiplier, which correspond to higher magnitudes of

injected noise

application. As shown in Fig. 6.8, the most important feature is the number of notices

received by a payer in the past three years, followed by the total amount owed and the

amount already paid. TARI-tax related features carry greater weight due to the larger

number of samples reporting TARI-tax compared to IMU-tax. In practice, predictions

that a payment will remain unpaid are primarily based on the payer’s history of multiple

notices and the total or partially paid tax amount.
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Figure 6.7: The plot illustrates how the cumulative ε varies with different magnitudes of
the noise multiplier and varying strengths of gradient clipping, expressed as the percentile

of gradient norms within each mini-batch

A minor consideration concerns the presence of two different taxes, TARI and IMU,

with a clear predominance of the former. This imbalance is not explicitly accounted for, as

it is deemed of limited relevance. However, it emerges in the feature importance analysis,

and in that context, awareness of it allows for a proper interpretation of the results, as

discussed in Section 6.5.4.

Figure 6.8: Mean absolute SHAP value (as %)
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6.5.5 MC Dropout

Fig. 6.9 illustrates the results of the MC Dropout analysis applied to the final global

model produced by FAITH-FDSS. We set a threshold of 0.71 on the x-axis and 0.32 on

the y-axis, such that predictions with a posterior mean greater than 0.71 and a maximum

variance of 0.32 are considered reliable (gray square). Most correct predictions, shown as

blue dots, fall within this quadrant, while incorrect predictions are mostly outside it. This

suggests that the chosen criterion for determining the reliability of a prediction, although

not perfectly separating correct from incorrect predictions, is adequate.

Figure 6.9: MC dropout results for the ‘not paid’ class. Red dots indicate false negatives,
blue dots indicate true positives. Based on the thresholds for posterior mean and posterior
standard deviation, the gray square highlights the region of high-confidence predictions

6.6 Conclusions

FAITH-FDSS is the outcome of interdisciplinary research that, by embracing and extend-

ing the principles underpinning Privacy by Design, advances concurrently on both the

technological implementation and the regulatory and ethical dimensions since the earli-

est stages of the AI system life-cycle. The key requirements of the European regulatory

and ethical framework, considered most relevant for the present case study, have been
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addressed through the implementation of specific components or strategies within FAITH-

FDSS. Relating [2], they can be summarized as follows:

1. Data Anonymization (Art. 25(1)): All direct or indirect references that could

lead to the identification of any data subject have been removed; DP has been

integrated to prevent re-identification of individuals within the dataset.

2. Data Minimization (Art. 25(1)): The feature set has been reduced to the

minimum necessary to ensure adequate model performance.

3. Computational and Output Privacy (Art.25): Federated learning combined

with DP enhances data protection to an appropriate level based on the characteristics

of the datasets, while imposing minimal performance penalties.

Relating [1], they can be summarized as follows:

1. Technical Robustness and Safety (Art. 15): The model ensures robust perfor-

mance through the design and optimization of a five-layer MLP architecture. During

inference, MC-Dropout further validates robustness and allows users to accept or re-

ject outputs based on the associated uncertainty, thereby promoting best practices

in trustworthy AI.

2. Data Governance (Art. 10): Dataset characteristics are carefully considered to

mitigate potential biases, including class imbalance or features inherently susceptible

to discrimination (e.g., gender, age).

3. Transparency (Art. 13): Feature importance analysis enables users to verify that

the decision-making process is based on a logical and interpretable rationale.

4. Human Agency and Oversight (Art. 14): The framework provides mechanisms

to adjust the level of human oversight, which remains mandatory irrespective of the

confidence associated with automated decisions.
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6.7 Future developments

First and foremost, the current version of FAITH-FDSS should be complemented with

comprehensive documentation, pursuant to Art. 11 in [1] on Technical Documentation,

and automatic event logging, pursuant to Art. 12 in [1] on Record-Keeping, to ensure full

compliance with [1] and readiness to manage tasks with higher risk levels. This approach

will guarantee reliable system performance under real-world conditions while maintaining

both regulatory and ethical standards. After a fully developed version of FAITH-FDSS

is obtained, it should undergo intensive operational validation to test and confirm its

maturity in terms of both utility and compliance. Once it is confirmed that FAITH-

FDSS provides a robust foundation, a range of potential enhancements can be considered,

including:

• scalability: expanding the federated learning setup to encompass additional re-

gional offices or departments, ensuring efficient and secure model updates;

• enhanced privacy mechanisms (as required for more sensitive tasks): integrating

DP with secure multi-party computation techniques to further mitigate information

leakage;

• higher-risk task integration: gradually incorporating tasks classified as higher

risk to test the robustness of FAITH-FDSS under increasingly challenging scenarios;

• integration with complementary systems: enabling interoperability with other

government or financial systems to provide a holistic view of taxpayer data while

adhering to strict data governance policies and carefully avoiding any profiling risks.

These future directions aim to make FAITH-FDSS not only fully compliant and reliable

but also more versatile, scalable, and capable of supporting informed, trustworthy decisions

across multiple operational contexts.
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Chapter 7

Operationalizing Compliance for

High-Risk AI Systems

In this chapter, we examine how the principles of Data Protection, Data Governance,

Transparency, Human oversight, and Accuracy and Robustness have been implemented

across two use cases involving highly sensitive data and critical tasks in the field of biomed-

ical imaging. We first discuss the strategies adopted for data management, in accordance

with the requirements set out in Art. 10(1–6) of [1], and then focus on the role of Federated

Learning (FL) as a risk mitigation strategy for high-risk AI systems, designed to satisfy the

obligations established under Art. 25(a) of [2]. We further analyse the challenges posed by

the DL models employed, particularly with respect to Art. 13 of the [1] on transparency,

and conclude by succinctly illustrating the potential integration of these tools into clinical

practice, confirming their role as systems operating solely in a decision-support capacity,

as envisaged under Art. 14 of [1].

7.1 Determination of the Risk Class

Under Art. 6(2) of [1], an AI system is classified as high-risk when its intended purpose

falls within one of the areas referred to in Annex III, which explicitly includes systems

intended for medical diagnosis. Accordingly, a stenosis detection system, designed to assist
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clinicians in identifying vascular or cardiac stenoses, generally falls within this high-risk

category.

Art. 2(3) provides a conditional derogation, stating that an AI system referred to in

Annex III shall not be considered high-risk if it does not pose a significant risk of harm to

health, safety, or fundamental rights, including by not materially influencing the outcome

of decision-making. Although this could theoretically exempt some systems, in practice

even diagnostic AI that merely provides information or recommendations typically guides

clinical decisions. For instance, presenting a stenosis probability, heatmap, or diagnostic

suggestion can influence a clinician’s judgment, even though the final decision remains

theirs. Thus, the criterion of material influence is generally met.

In light of these considerations, both the stenosis detection system and the fetal

plane classification system are classified as high-risk. Adopting this precautionary stance

ensures inclusivity and aligns with a conservative interpretation of the regulatory frame-

work, emphasizing patient safety and compliance with [1].

7.2 Addressing Data Protection Requirements

Art. 4(15) of [2] defines “data concerning health” as “personal data related to the phys-

ical or mental health of a natural person, including the provision of health care services,

which reveal information about his or her health status.” Art. 9(1) establishes a general

prohibition on the processing of clinical or health-related data, while Art. 9(2) specifies

a set of exceptions under which such processing may lawfully take place. In the context

of the health-related data employed in the two use cases presented here, and analyzed in

detail in Chapter 8 and Chapter 9, the relevant exceptions are (a), (h), (i), and (j).

From a soft-law perspective, Section C(1) of [3] explicitly identifies health and well-

being as a key domain for trustworthy AI, encompassing strategies aimed at safeguarding

and promoting individual health, as well as supporting research in this field.

In this regulatory and soft-law context, FL is a learning paradigm, applicable to

both ML and DL models, that enables model training through decentralized collaborative
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learning. Multiple isolated datasets are processed locally, without transferring raw data

to a centralized server. Instead, only the gradients or weight updates of the local models

are periodically transmitted to a coordinating server, where they are aggregated into a

global model to synchronize the training process. This approach allows participants to

benefit from the advantages of shared data, such as improved model generalization, while

preserving data privacy and reducing the risks associated with centralization [91].

Fig. 7.1 compares three common approaches to model training: local, centralized,

and federated. In a local setting, each user trains a model solely on their own dataset,

which may limit the model’s generalization capability depending on the characteristics

and size of the data. A centralized model enables data sharing among multiple users,

leveraging a larger and more diverse global dataset; however, this comes at the cost of

exposing sensitive user data to a central server, which must be fully trusted. Furthermore,

beyond privacy concerns for data subjects, it should not be overlooked that, in the context

of big data, datasets may possess significant economic and strategic value (the V of Value

being one of the “7 V’s” [92]) and their sharing is consequently not straightforward..

In greater detail, Fig. 7.1 c) illustrates the training process under FL. Initially (Step

1), the server distributes the same, potentially pretrained, model to all users (hereafter

referred to as clients [91]). Each client then trains the received model locally using its

own dataset for a specified number of local epochs (Step 2). Upon completion, each client

transmits its model updates back to the server (Step 3), where the updates are aggregated

(Step 4) and the resulting global model is redistributed back to the clients (Step 1). Steps

1–4 are collectively referred to as a training round.

FL provides an initial layer of protection, offering only partial security against

attacks on individual data samples. Indeed, although raw data is never directly exchanged,

the transmitted gradients or weight updates may, in principle, permit reconstruction of

the original data under certain adversarial conditions.

FL can be applied to any type of data, whether structured or unstructured. Chap-

ter 8 and Chapter 9 present two relevant use cases in the domain of biomedical imaging,

where privacy concerns are particularly significant. Both use cases involve unstructured
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(a) Local training

(b) Centralized training

(c) Federated training with differential privacy

Figure 7.1: Different training methods (a) Local training without any data sharing (b)
Centralized training with complete sharing of data and no protection c) Federated training
with distributed sharing of local model weights updates and additional differential privacy

protection layer
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data in the form of X-ray and US images, respectively, and the models employed are typ-

ically Deep Learning architectures. The aim of this research is to broaden the scope of

application domains, enabling comprehensive cross-domain investigations while introduc-

ing novel contributions within the specific biomedical context. In Chapter 6, we examined

how security can be enhanced through DP, a convenient strategy, which can be applied to

any data types, including images.

7.3 Addressing Data Governance Requirements

In compliance with Art. 10(2)(b) of [1], the acquisition of data and the corresponding

consent procedures for the three datasets are documented in [93], [94], and [12]. The

stated purpose of these activities is to obtain and make available biomedical imaging data

to support the development and evaluation of DL algorithms, given the current paucity of

such datasets in the biomedical domain.

In compliance with Art. 10(2) of [1], all images derived from publicly available

datasets were manually annotated and curated by expert personnel, ensuring clinical ac-

curacy and label consistency to the extent permitted by image quality. When image quality

was suboptimal, as discussed in Chapter 9, specific strategies were adopted to restore an

acceptable level of annotation reliability. In line with best practices for object detection,

the images were then cleaned to remove potential artifacts that could mislead the neural

network

In compliance with Art. 10(2)(d) of [1], Labelling and Task Definition, the images

concern the identification of stenotic pathologies. Bounding boxes (BBox) provide the

spatial localisation of stenotic regions, thereby defining the learning objective of the model

in accordance with medical annotation practice.

In compliance with Art. 10(2) and Art. 10(2)(e) of [1], Data Quantity, Repre-

sentativeness, and Balance, given the typically limited size of biomedical datasets and the

scarce public availability of such resources, we address data paucity through augmentation

techniques applied on the fly at each training iteration to maximise variability. A careful

analysis of class imbalance is conducted to ensure fair sampling during the creation of
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validation datasets. In cases where datasets are already partitioned by their authors, the

balance is verified; where clear disproportions between classes is identified, the training,

validation, and test sets are redefined on a patient-based split, ensuring both class balance

and statistical representativeness.

In compliance with Art. 10(2)(f)–(g) of [1], Bias Detection, Prevention, and Miti-

gation, an examination of potential sources of bias is conducted, followed by the adoption

of appropriate measures to detect, prevent, and mitigate such biases. The training, valida-

tion, and test datasets include real cases of stenotic conditions, yet true representativeness

remains difficult to achieve due to the limited availability of biomedical images and the

ethical approvals required for their use by institutional review boards. In the second use

case, errors are artificially injected into the data to study their impact and introduce a

dedicated denoising algorithm, mitigating the effect of low image quality on model perfor-

mance. This approach ensures that model training remains reliable, even under conditions

that would otherwise compromise diagnostic accuracy.

7.4 Addressing Transparency Requirements

As discussed in Chapter 1, the need for a decision-making process that is comprehensible

even to non-technical stakeholders predates Art. 13 of [1]: Recitals 39 and 58 and Art.

5(1)(a) of [2]. This principle also constitutes a core tenet in support of trustworthy AI, with

multiple cross-references to soft-law instruments, within the preexisting non binding soft-

law framework [3], where the ethical principle of Explicability translates into the practical

guideline of Transparency, which includes Explainability as a key component aimed at

making AI systems’ behavior and reasoning understandable to humans.

Unfortunately, as models increase in complexity, they also tend to become more and

more opaque, making their Explainability increasingly elusive. For images, one possible

way to provide at least a partial account of the rationale underlying automated decisions

is through the application of interpretation and visualization techniques, which contribute

to enhancing transparency and explainability.
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In our research, we specifically employ two such techniques, which are briefly de-

scribed below, together with the results of their application to use cases examined in

Chapter 8 and Chapter 9.

7.4.1 Gradient-weighted Class Activation Mapping (Grad-CAM)

Grad-CAM [95] is Class Activation Map (CAM) explainability technique particularly well-

suited for unstructured data. It generates class-discriminative localization maps that vi-

sually highlight the regions of an input image most influential in a CNN-based model’s

decision. This is achieved by propagating the gradients of a target concept into either

the final convolutional layer or one of the immediately preceding layers, thereby capturing

high-level features. In the resulting Grad-CAM visualizations, color encoding conveys the

relative importance of image regions in the model’s decision-making process: red areas

indicate maximum relevance, whereas orange, yellow, and blue correspond to progres-

sively lower levels of attention. These heatmaps thus provide an intuitive representation

of the model’s internal reasoning, allowing for the identification of salient visual patterns

underlying each prediction.

(a) No stenosis on focus (b) Diffused focusing (c) Misleading focusing (d) Precise focusing

Figure 7.2: Grad-CAM heatmaps revealing where in the image the model focuses to
provide a decision in the case study from Chapter 8

Fig. 7.2 presents four examples of Grad-CAM visual explanations applied to object

detection from use case in Chapter 8 where a stenosis is defined as an abnormal narrowing

in the lumen of some coronary segment and its ground-truth annotations in each sample

image is identified by a rectangles mark. In panel (a), the model appears to focus pre-

dominantly on the image boundaries, attending to non-meaningful areas that may contain

shortcuts, that is spurious visual cues the network erroneously associates with a class and
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it completely disregards the stenosis. In (b), although the model correctly attends to the

region containing the target object, it also diffusely activates across irrelevant portions of

the image, suggesting some degree of uncertainty. In (c), the model concentrates on two

distinct areas, of which only one corresponds to a stenotic lesion, being the second a false

positive. Finally, in (d), the model confidently focuses on the clinically relevant region,

correctly identifying the stenosis.

We now display Grad-CAM visual explanations applied to the classification of fetal

standard planes (brain, femur, cervix, and abdomen) from the use case to be detailed in

Chapter 9. Specifically considering the Brain class, this category can be further subdivided

into three subtypes characterized by distinctive anatomical features (Fig. 7.3):

1. Trans-Ventricular (TV) – atrium

2. Trans-Thalamic (TT) – thalami

3. Trans-Cerebellar (TC) – cerebellum

(a) Trans-cerebellar (TC) (b) Trans-ventricular (TV) (c) Trans-thalamic (TT)

Figure 7.3: Anatomical features of the fetal brain that differentiate the principal stan-
dard planes

In Fig. 7.4. the analysis evaluates the model’s ability to make decisions grounded

in these anatomically meaningful regions, thereby demonstrating genuine learning rather

than reliance on superficial cues. This step is crucial to exclude the possibility that the

network’s decisions are guided merely by global shapes (e.g., the elliptical contour of the

skull) or other shortcut features, instead of the relevant anatomical structures. In Fig. 7.4,

panels (a) through (f) illustrate representative cases:

a) the cerebellum is only partially localized;
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(a) TC untrustworthy (b) TV untrustworthy (c) TT untrustworthy

(d) TC trustworthy (e) TV trustworthy (f) TT trustworthy

Figure 7.4: Grad-CAM heatmap depicting the contribution of distinct areas of the
input image to the model’s decision-making process in the case study from Chapter 9

b) the cerebellum is correctly and fully highlighted;

c) the atrium is entirely missed;

d) the atrium is correctly identified;

e) the thalami are completely missed;

f) although thalami are not entirely delineated, the model correctly focuses along the

midline.

Overall, Grad-CAM provides valuable insights into the degree of anatomical awareness

acquired by the model during training, allowing an assessment of whether its internal

representations are truly aligned with clinically relevant visual patterns.

7.4.2 t-distributed Stochastic Neighbor Embedding (t-SNE)

t-SNE [96] is a nonlinear dimensionality reduction technique commonly used to visualize

and interpret how a model assimilates and distinguishes data. It provides insights into the
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internal logic of the model and allows for an assessment of the quality of its learned rep-

resentations. For instance, if data samples that are similar in the real world appear close

to one another in the t-SNE projection, while clearly separated from clusters representing

dissimilar samples, this suggests that the model has effectively captured meaningful simi-

larities among data points. Conversely, the appearance of small, isolated clusters detached

from the main group may indicate the presence of outliers. A key advantage of this tech-

nique lies in its ability to map high-dimensional feature spaces, often difficult to interpret

due to their size, into a two or three-dimensional representation that is more intuitive for

human analysis. The technique is applied to the use case detailed in Chapter 9. With

(a) Fetal brain (b) Fetal thorax (c) Fetal thorax

Figure 7.5: t-SNE plots related to fine grained brain classification of standard planes

reference to Fig. 7.5, each plot represents the subclasses of the Brain category (as intro-

duced in Fig. 7.3) using distinct colors. Panel (a) illustrates a classification, where the

model successfully distinguishes among classes, with only limited overlap at the bound-

aries. Panel (b) depicts a more ambiguous scenario, in which the Trans-Thalamic (TT)

and Trans-Ventricular (TV) classes exhibit partial overlap. Panel (c) shows an unaccept-

able degree of confusion, suggesting that the model fails to properly separate the classes

and has not developed an adequate internal representation of their differences.

7.5 Addressing Human Oversight Requirements

In the context of high-risk AI systems, human oversight is explicitly mandated by Art. 14

of [1]. Within the pre-existing regulatory framework, however, Art. 22(1) of the [2], as

anticipated by Recital (71), had already established that automated individual decision-

making,including profiling, should not be based solely on automated processing. Similarly,
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within the pre-existing soft-law framework, Respect for Human Autonomy is identified

as one of the four ethical principles underpinning trustworthy AI [3]. This principle is

subsequently translated into one of the seven key requirements, namely Human Agency and

Oversight, which operationalizes the ethical commitment to ensuring meaningful human

control over AI systems.

All the use cases examined in this research assume the implementation of human

oversight through Human-in-the-Loop and Human-in-Command governance mechanisms,

irrespective of their risk classification.

Below, we present the questionnaire proposed in [16] as a tool for self-assessing the

necessary oversight measures in AI applications, along with the corresponding responses

for the high-risk use cases described in Chapter 8 and Chapter 9.

Q1 Please determine whether the AI system (choose as many as appropriate):

• Is a self-learning or autonomous system;

• Is overseen by a Human-in-the-Loop (HITL);

• Is overseen by a Human-on-the-Loop (HOTL);

• Is overseen by a Human-in-Command (HIC);

The AI system incorporates a Human-in-the-Loop (HITL) approach, as

human personnel are actively involved at each stage of the application life-

cycle: clinicians participate during the annotation process and subsequently

when the tool is applied in real-world scenarios. They retain ultimate au-

thority over individual decisions, given that the application is intended

solely to support human decision-making in the review of specific cases.

The system also incorporates a Human-in-Command (HIC) framework:

in the healthcare domain, the Ethics Committee is responsible for defin-

ing the rules, boundaries, and approval criteria for AI deployment. This

includes specifying operational constraints, conducting risk assessments,

establishing protocols, and determining which data may be used.
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Q2 Have the humans (human-in-the-loop, human-on-the-loop, human-in-command) been

given specific training on how to exercise oversight?

Clinicians, as end users of the AI applications, are expected to have ad-

vanced expertise and substantial experience in interpreting US or X-ray

images within their specific medical domain.

Q3 Did you establish any detection and response mechanisms for undesirable adverse

effects of the AI system for the end-user or subject?

End users were equipped with visual inspection tools to understand the

rationale behind individual decisions, with the goal of preventing potential

adverse effects.

Q4 Did you ensure a ‘stop button’ or procedure to safely abort an operation when

needed?

A dedicated ‘stop button’ is unnecessary for this AI systems.

Q5 Did you take any specific oversight and control measures to reflect the self-learning

or autonomous nature of the AI system?

Both systems support horizontal scalability through the FL framework: as

new datasets become available, they can be incorporated into the training

process, which may be periodically repeated. The performance metrics es-

tablished during system development can be continuously updated as the

systems are applied to real-world cases, enabling ongoing monitoring of

their generalization capabilities.

7.6 Addressing Accuracy and Robustness Requirements

Also for high-risk case studies, thorough analysis of the strategies implemented to optimize

their performance is provided in dedicated chapters (Chapter 8 and Chapter 9). Here, we

anticipate a brief discussion on how compliance with Art. 15 of [1] is pursued.



Chapter 7. Operationalizing High-Risk AI 119

In the first case study, which focuses on the detection of stenoses in radiographic

images, particular attention is devoted to enhancing the robustness of the proposed FL

framework both within individual clients (intra-client) and across different clients (inter-

client). To this end, we first adopt a well-regularized FL approach, and subsequently

introduce strategies for information sharing that preserve data privacy, such as the ex-

change of intensity histograms. In addition, a test-time mechanism specifically designed

for this scenario is incorporated to further improve accuracy, relying solely on the data

from the individual test sample.

In the second case study, the system’s robustness is assessed by progressively intro-

ducing label noise, to be intended as the incorrect annotation of US images. To address

this challenge, we propose a mechanism capable of substantially mitigating the impact

of noise and almost completely recovering the correct labels. This approach significantly

enhances the robustness and resilience of the system, making it particularly suitable for

scenarios in which only low-quality images are available.
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Chapter 8

High-Risk AI Case Study I:

FedStenoNet

Coronary heart disease refers to the formation of plaque in the heart arteries that could

lead to ischemic stroke. Current research in automatic artery stenosis detection mainly

focuses on the analysis of computed tomography angiography [97, 98], while niche attention

is given to X-ray Coronary Angiography (XCA), which remains the current gold standard

in clinical practice [99]. This may be explained considering that XCA images present

numerous challenges that can lead to stenosis misdetection, including uneven illumination,

low contrast, motion artifacts, shadowing, and the overlay of structures such as body

tissues or catheters [100]. Additionally, the variability in stenosis (in terms of shape,

pattern, and severity, differences in imaging equipment across hospitals, and varying levels

of contrast agent depending on the patient’s characteristics and clinician’s evaluation [101]

contribute to domain-shift issues, which should be addressed by algorithms for effective

stenosis detection.

DL approaches have monopolized the attention of the medical-image-analysis com-

munity that works in the field, demonstrating promising potential [102, 103, 104, 105].

Recently, the interest in developing DL approaches for XCA analysis has been growing,
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confirmed also by the recent release of a public dataset within the Arcade grand chal-

lenge [94]. This research challenge aims to provide a standardized benchmark for evaluat-

ing DL models in XCA, facilitating comparative assessments, and promoting the broader

applicability of these models.

Despite these advancements, most literature relies on centralized, often private,

datasets for training DL models [106]. This dependency on dataset-specific characteristics,

such as imaging equipment, acquisition protocols, and patient variability, results in models

that may not generalize well across different clinical settings. Consequently, these models

are often difficult to compare and have limited broader applicability. Additionally, using

centralized datasets poses issues relevant to privacy concerns [107], which limit data sharing

and integration across different institutions.

Federated learning (FL) [108] is a promising approach for training models across

multiple clinical institutions while preserving patient privacy and hospital governance.

One of the primary challenges in developing models based on multicentric datasets is

managing inter-dataset domain-shift issues, which further exacerbate the intrinsic com-

plexity of XCA and its inherent intra-dataset shifts [109]. Strategies to partially mitigate

domain shifts are grouped in federated domain generalization (FedDG) and personalized

FL (PFL) [110, 111], which address the issues from complementary perspectives [112].

For our task, as shown by preliminary work in the literature [113, 114], PFL appears

particularly promising. While FedDG tends to favor a generalizable global model at the

expense of individual client performance [112], thus not focusing on ensuring accurate

performance in stenosis detection for any dataset, PFL customizes the model to each

client’s unique data distribution, enhancing relevance to specific clinical environments

and patient populations [110]. However, a PFL approach alone may not be sufficient

to identify common features across various datasets and generalize well due to the high

variability in multicentric data. This issue remains an open problem in the literature,

with the development of domain adaptation approaches aimed at mitigating the large

domain gap between different hospital datasets. Domain adaptation methods include in-

variant feature learning [115, 116, 117], pseudo-label based self-training [118, 119], image

translation [120, 121, 122, 123], domain randomization [124], and mean-teacher training
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[125, 126]. Many of these domain adaptation approaches, such as invariant feature learn-

ing and pseudo-label-based self-training, typically require access to the source and target

datasets. This requirement poses a significant challenge in an FL setting where direct

access to other datasets is not feasible due to privacy constraints.

One promising approach to address this limitation of PFL is histogram match-

ing (HM) [127], a method that involves sharing and aligning histogram statistics across

datasets to standardize the distribution of pixel intensities and reduce variability. As

proposed in [128], this technique enables the alignment of feature distributions across dif-

ferent hospitals while still preserving patient privacy. This makes it suitable for integration

within an FL framework, offering a practical solution for effective domain adaptation in a

privacy-preserving manner.

During the training and testing phases, PFL faces challenges not only with inter-

center variability, but also with domain shifts within the same dataset. To address this,

we integrate a test-time adaptation (TTA) strategy can be integrated, allowing models

to adapt dynamically to new, unseen data distributions during deployment without re-

quiring ground-truth labels or full retraining [129]. TTA adjusts model weights during

inference using unsupervised consistency losses computed on augmented views of each test

image, thus operating on a per-image basis. This approach can be particularly valuable

for improving the detection of stenosis in XCA images, effectively enhancing performance

regardless of the inherent variability in these images. The detection of stenosis could ben-

efit from TTA as it could help models remain robust despite these variations. Notably, no

current research has proposed a TTA approach specifically designed for stenosis detection.

In this study, we present FedStenoNet, a novel PFL framework for stenosis detection

in XCA images. Its main contributions are:

• FedStenoNet is the first PFL framework for stenosis detection in XCA that jointly ad-

dresses both inter- and intra- client variability across three real-world, non-identical

and independently distributed (non-IID) datasets. The framework integrates HM as

a privacy-preserving inter-client adaptation strategy to harmonize image appearance

across institutions, and a novel TTA mechanism as intra-client adaptation to update

client-specific weights and improve generalization during inference.
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Table 8.1: Overview of key characteristics of each client dataset (A, B, and C), empha-
sizing their differences.

Dataset A Dataset B Dataset C

Property Released with this work [7] Open source [94] Available upon request
[93]

Number of patients 245 1500 29
Mean age ± stan-
dard deviation,
years

68.4 ± 7.5 45.8 60.3 ± 13.8

Gender distribution
(male/female)

148/96 855/645 -/-

Number of images 1565 1500 2483
Number of stenosis
per image

from 1 up to 4 from 1 up to 8 1

Scanner Azurion Clarity IQ
(Philips) / Allura Xer
FD10 (Philips)

Azurion 3 (Philips) / Artis
Zee (Siemens)

Coroscop (Siemens) / In-
nova (GE Healthcare)

Annotators 3 10 1
Frame selection Multiple frames selected

by high-contrast dye, var-
ied viewpoints, diastolic
phase of heart cycle, steno-
sis visibility

One frame selected by op-
timal contrast, minimal
blurriness, stenosis visibil-
ity

Multiple sequential frames
selected based on stenosis
visibility

Stenosis definition
– Stenosis diameter

≥ 70%
– Stenosis diameter

≥ 60% and lumen
cross-sectional area
< 4.0mm2

– According to European
Society of Cardiology
Guidelines [130]

– Stenosis diameter
≥ 50% and lumen
thickness ≥ 1.5mm

– According to Syntax
Score [131]

– Stenosis diameter
≥ 70%

– Stenosis diameter
≥ 50% and fractional
flow reserve ≤ 80%

– According to 2017 US
appropriate use criteria
for coronary revascular-
ization in patients with
stable ischemic heart
disease [132]

• A novel TTA module is introduced, specifically designed for stenosis detection. It

enforces prediction consistency across augmented views of the same test image by op-

timizing an innovative adaptive loss that combines classification accuracy, bounding

box stability, and feature-level invariance.

• We curated an extensive, uniform XCA dataset that will be publicly available upon

publication, to support reproducible research and foster further advances in federated

medical image analysis.

8.1 Methods

In this section, we begin with an overview of the datasets used, highlighting the challenges

associated with the data (Sec. 8.1.1). This is followed by a detailed description of the
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novel proposed methodology (Sec. 8.1.2, Sec. 8.1.3, Sec. 8.1.4) and the entire experimen-

tal setup, including implementation details (Sec. 8.1.5), comparison with the literature

and ablation study (Sec. 8.1.6), and metrics considered to evaluate the experimental

performance (Sec. 8.1.7).

8.1.1 Datasets description

To leverage PFL for XCA detection, we used three datasets: dataset A is curated by us

for this work, dataset B was released within the Arcade grand challenge [94] and dataset

C is also available upon request from [93].

These datasets, sourced from different medical centers using a variety of XCA scan-

ners and different acquisition and annotation protocols, showcase a broad spectrum of

patient demographics and XCA characteristics, illustrating the extensive real-world het-

erogeneity of XCA. Table 8.1 provides a detailed summary of each dataset.

8.1.1.1 Dataset A

The dataset A was acquired at Ospedali Riuniti (Ancona, Italy) using Azurion Clarity IQ

(Philips) and Allura Xer FD10 (Philips) scanners and comprises 1565 XCA images from

244 patients, who underwent XCA procedures during the year 2020. These patients were

diagnosed with “significant coronary stenosis” as indicated in their examination reports.

According to European Society of Cardiology Guidelines [130], a coronary stenosis was con-

sidered “significant” if presenting an area ≥ 70% measured using quantitative coronary

angiography (QCA). When necessary, diagnostic confirmation was performed through in-

travascular US (IVUS) [133], based on which a stenosis is considered as significant if the

minimum lumen area exceeds 4mm2. The images (varying per patient) were selected

based on criteria such as high-contrast dye visibility, varied viewpoints, and the diastolic

phase of the heart cycle. The data collection adhered to the Helsinki Declaration and

was approved by the Local Ethics Committee (CET 59/2024), with all patients providing

informed consent, and it was supervised by three expert clinicians who also provided an-

notations of the stenotic regions along the left coronary artery. For model training, the
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dataset, partitioned based on patients involved, comprises 1106 images from 174 patients

for the training set, 347 images from 45 patients for validation, and 112 images from 25

patients for the test set.

8.1.1.2 Dataset B

The dataset B was publicly released in [94], including one XCA image from each of 1500

patients acquired at the Research Institute of Cardiology and Internal Diseases (Almaty,

Kazakhstan) using Azurion 3 (Philips) and Aris Zee (Siemens) angiographs. The dataset

includes views of the left and right coronary arteries, and images were selected based

on optimal contrast, minimal blurriness, target lesion visibility, and clinical relevance.

Stenotic plaques were annotated with cross-validation by experienced cardiologists based

on the SYNTAX Score definition [131], in which stenosis is defined as a coronary lesion

with 50% and higher narrowing in vessels with a thickness of 1.5 mm or more. The data

split into training, validation, and testing sets include 1000, 200, and 300 images in each

respective partition.

8.1.1.3 Dataset C

The dataset C consists of a subset of 2483 XCA images from 30 patients, derived by

Danilov et al. [93], which acquired one-vessel stenotic sequences from 100 patients using

Coroscop (Siemens) and Innova (GE Healthcare) at the Research Institute for Complex

Problems of Cardiovascular Diseases (Kemerovo, Russia). Manual annotation of the pres-

ence or absence of stenotic lesions for each image was performed by a single operator. All

patients had angiographically and /or functionally confirmed one-vessel coronary artery

disease and significant stenosis was defined as a stenosis with diameter ≥ 70% by QCA or

≥ 50–69% with fractional flow reserve (FFR) ≤ 80% or stress echocardiography evidence

of regional ischemia, according to 2017 US appropriate use criteria for coronary revascu-

larization in patients with stable ischemic heart disease [132]. Selecting a smaller subset

from the whole dataset aims to explore the potential federation benefits for clients with

limited patient data availability. This subset is further divided into training, validation,

and testing sets of 1860 images from 24 patients, 295 images from 3 patients, and 328
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images from 3 patients, respectively.

(a) Average intensity distribution of pixel values, and (b) average bounding box
distribution](a) Average intensity distribution of pixel values across training, validation,
and test subsets, and (b) average bounding box distribution, both shown for dataset A

(top), dataset B (middle), and dataset C (bottom)

Figure 8.1: [

As shown in Fig. 8.1 a), the inherent heterogeneity among and within these datasets

is also evident in the considerable variability of their intensity distributions: in particular,

the average intensity distribution of dataset C exhibits a shift with the other datasets; in

addition, dataset B shows internal variability, with a shift between training, validation,

and test sets. The variability is not limited to intensity distributions, but it also extends

to the distribution of bounding boxes delineating stenotic regions as identified by experts
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within images, as illustrated in Fig. 8.1 b). Concerning how the annotation is performed,

bounding box dimensions also vary from client to client, and, based on COCO standards

[134], the number of small bounding boxes (area < 322) is 1140 for dataset A, 326 for

dataset B, and 1626 for dataset C; the number of medium bounding boxes (322 ≤ area ≤

962) is 761 for dataset A, 1712 for dataset B, and 858 for dataset C; and the number of

large bounding boxes (area > 962) is 1 for dataset A, 379 for dataset B, and 0 for dataset

C.

These characteristics of inherent heterogeneity and domain shift reflect the chal-

lenges prevalent in real-world clinical settings, where differences in acquisition protocols

and annotation standards across institutions are common.

Figure 8.2: Overview of the FedStenoNet framework. The central server aggregates the
backbone weights wa, wb, and wc of a Faster R-CNN model from each client (A, B, C)
and shares average intensity distributions among clients to perform inter-client domain
adaptation using histogram matching (HM). The weights aggregation is performed as:
wFED = 1

3

∑
k=A,B,C wk. During test-time adaptation (TTA), the same test image at

each client is transformed into multiple augmented views, and the local model generates
predictions on each of these views. The predictions are then merged, with overlapping
bounding boxes aggregated through non-maximum suppression (NMS), while updating
the local weights (wTTA) to produce a final refined prediction. The TTA module ensures
that the final prediction is robust against variations introduced by augmentations, effec-

tively handling intra-client domain shifts and improving model performance
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8.1.2 Framework description

FedStenoNet, which is shown in Fig. 8.2, leverages a Faster R-CNN [135] for collaborative

learning through a central server that aggregates weights of the Faster R-CNN backbone.

The choice of using Faster R-CNN is due to the proven effectiveness of an R-CNN archi-

tecture with an FPN in detecting stenosis [93, 136, 137].

The aggregation strategy we used is FedProx [138], which extends the standard

federated averaging (FedAvg) algorithm by adding a proximal term to address clients’

heterogeneity. This is especially useful in scenarios where data distributions vary signifi-

cantly across clients.

In the FedProx framework, the objective function for each client k is modified to

include a proximal term as follows:

min
w

{
Fk(w) = fk(w) +

µ

2
∥w − wg∥2

}
(8.1)

where fk(w) is the local objective function for client k, µ is a positive constant that

controls the strength of the proximal term, w is the model parameter, wg is the global

model parameter from the previous round.

The central server aggregates the updated weights from all clients using the follow-

ing weighted average:

wg+1 =
1

ns

K∑
k=1

nkwk (8.2)

where K is the total number of clients, nk is the number of data samples on client k, ns

the total number of samples, and wk is the updated model parameter from client k.

While FedProx introduces a mechanism to handle some degree of heterogeneity by

penalizing large deviations from the global model, it cannot fully resolve the fundamental

issue of non-IID data distributions in XCA, failing to mitigate inter-client data shifts.

These shifts, often caused by variations in contrast and intensity across different datasets,

significantly affect model performance.
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8.1.3 Inter-client domain adaptation

To reduce the domain gap among clients, visible in the average intensity distribution plots

shown in Fig. 8.1 a), we introduce HM as a data augmentation technique in the federated

framework: HM has been recently used in domain adaptation to improve the generalization

ability of convolutional neural networks by transferring the intensity distribution of the

source dataset to the target dataset [127].

Given the average intensity distribution Hs of the training set of one client (the

“source”), and an image xtg from another client (the “target”), HM aims to shift the

intensity levels of xtg such that its intensity histogram H ′
tg matches Hs. This procedure

involves the computation of the cumulative distribution function CDF of the average

source histogram CDFs and target histogram CDFtg, and a transformation function T

that maps each intensity level i in xtg to a new intensity level i′ in the shifted image:

T (i) = min
{
i′ : CDFs(i

′) ≥ CDFtg(i)
}
, i ∈ [0, 255] (8.3)

T is applied to each pixel in xtg with intensity distribution h to obtain the image (x′tg)

with matched histogram:

x′tg(w, h) = T (xtg(w, h)), ∀(w, h) ∈ xtg (8.4)

8.1.4 Intra-client domain adaptation

Each client has its unique data distribution and internal variability, which may result in

discrepancies between training and testing sets, such as those visible among the subsets

of dataset B in Fig. 8.3 a). Therefore, we design a TTA module for stenosis detection,

inspired by a state-of-the-art approach [139].

The approach in [139] offers a lightweight TTA module that adapts models to dis-

tribution shifts using augmentation techniques, making it an excellent starting point for

handling the variability in XCA images. However, while [139] is focused primarily on clas-

sification tasks, we adapt this module to tackle the unique challenges of object detection
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in XCA imaging. Our approach innovatively combines multiple augmentations with three

complementary loss functions, each acting on different levels to improve robustness and

accuracy in detecting stenosis: specifically, global entropy loss for classification, bounding

box consistency loss for localization, and feature alignment loss for semantic consistency.

This multi-faceted approach ensures that the model not only adapts to new data distri-

butions at test time but also produces a unique, robust prediction that is less sensitive

to variations in the image content. Figure 8.2 provides a schematic representation of the

designed TTA module.

For each client k, our TTA module optimizes the model fk
θ , parameterized by its

weights θk, which has been produced during the collaborative learning phase for k. To this

end, TTA executes an additional training stage, during which for given client k and given

an image x0 in its test set, a set of three randomized geometric transformations including

horizontal flip, rotation and translation, is applied to produce an ensemble of augmented

views {x0, x1, x2, x3}.

At each iteration of TTA training, the union of bounding boxes returned by fk
θ

for each view is processed through non-maximum suppression (NMS) to isolate single

predictions. Nevertheless and unless differently specified, all bounding boxes, no matter

how overlapping the maximally scoring ones, are retained in the following computations,

to avoid any information drop.

For each prediction p = 0 . . . n (where n is the total number of predictions), we

denote the set of bounding boxes and corresponding confidence scores as yp = fk
θ (xk) =

{(bboxkl , skl )}bk−1
l=0 . Here, bboxkl represents the l-th bounding box for client k and skl is the

associated confidence score.

After the NMS, we minimize a composite loss function across all predictions, defined

as:

LTTA = Lh + Lbboxes + Lfeatures (8.5)

In Eq. 8.5, Lh is the global entropy loss, adapted from [139] for object detection task

replacing class scores with bounding box confidence scores. For each prediction p, we

compute the entropy H of the sum of the maximum score from each view contributing to
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the prediction, and then sum up for all p:

Lh = −
n−1∑
p=0

H(
3∑

v=0

skJ(p,v)) (8.6)

where J(p, v) = arg maxj,V (p,j)=v(spj ) is the index of the bounding box with the maximum

confidence score in view v contributing to prediction p, spj is the confidence score of the

j-th bounding box in prediction p, and V (p, j) denotes the view from which bounding box

j in prediction p comes.

To make the loss more specific for object detection, we introduce a bounding box

consistency loss Lbboxes, which measures the consistency of regressed bounding boxes. This

is defined for each prediction p as the cumulative squared distance between the center of

each bounding box in the prediction and the global centroid Cp:

Lbboxes =
n−1∑
p=0

bp−1∑
l=0

d2(Cp,l, Cp) (8.7)

where Cp,l is the center of the l-th bounding box within prediction p, and d2(Cp,l, Cp)

is the Euclidean distance between Cp,l and Cp. Cp is computed as the mean of the centers

of all bounding boxes in the prediction, weighted by confidence scores:

Cp =

∑bp−1
l=0 splCp,l∑bp−1

l=0 spl

(8.8)

where spl is the confidence score of the l-th bounding box within prediction p.

To further enforce the agreement of views from a semantic point of view, we in-

troduce a feature alignment loss component Lfeatures, accounting for the similarity of

high-level feature maps among views. After extracting feature maps from the convolu-

tional layers of the fourth block of the backbone in fk
θ for each view, we downsample them

cross-channel-wise, using global average pooling (GAP). Lfeatures is then defined as the

sum of pairwise distances among corresponding feature maps of different views:

Lfeatures =

|A|∑
v0=0

|A|∑
v1=0,v1 ̸=v0

d2(GAP(fk
θ (xv0)),GAP(fk

θ (xv1))) (8.9)
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Figure 8.3: The image illustrates the test-time adaptation (TTA) algorithm for object
detection in XCA images. Key steps include: creating multiple views x0, x1, x2, x3 from
the original image x; processing each augmented image through the trained Faster R-CNN
model to generate bounding box and class predictions with confidence scores for each
view; merging and refining predictions from all views using non-maximum suppression
(NMS); and ensuring consistency by aligning bounding boxes and feature maps through
global average pooling (GAP). The three components of the TTA loss function LTTA are
depicted: global entropy loss Lh for classification, bounding box consistency loss Lbboxes

for localization, and feature alignment loss Lfeatures for semantic consistency across views

where xv is the image from view v with different indexes (v0 and v1), |A| is the number

of applied augmentations, d2 is the Euclidean distance between the feature maps fk
θ (xv)

extracted for client k and view v.

8.1.5 Implementation details

In all experiments, we used a Faster R-CNN with Resnet-50-FPN [140, 141] as the back-

bone, pre-trained on the COCO dataset [134], and used the Stochastic gradient descent

optimizer combined with cosine annealing warm restart scheduler, and a batch size of

16. The local model was trained to minimize a multitask loss, which includes a cross-

entropy loss for stenosis detection and a Smooth L1 loss for the localization of stenosis

bounding boxes. The FL framework performed 20 rounds, during which local training

on the Faster R-CNN was performed for 10 epochs. A warm-up strategy extended the

initial round by 5 epochs to stabilize weights. After the final round, an optional 10-epoch

training phase allowed clients to autonomously adopt either the final aggregated model or

their best-performing local model to provide flexibility for customized refinements. Image

pre-processing consisted of normalization to [0,1] and random augmentations including

brightness and contrast alterations (both in the range [0.7, 13]), rotation (in the range
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Algorithm 2: Pseudocode for the TTA algorithm.

Input : number of epochs E, test sample x, set of augmentations A, model fθ1
Output: optimized model fθE , optimized predictions {yk}n−1

k=0 = fθE (x)

1 {x̂i}|A|
i=0 ← A(x)

2 while epo← 1 to E do

3 {(bboxl, sl)}Nk−1
l=0 ← NMS({fθepo(x̂i)}|A|

i=0)

4 J(k, v)← arg maxj,V (k,j)=v(skj )

5 Lh ← −
∑n−1

k=0 H(
∑|A|

v=0 s
k
J(k,v))

6 Lbboxes ←
∑n−1

k=0

∑Nk−1
l=0 d2(Ck,l, Ck)

7 Lfeatures ←
∑|A|

v0=0

∑|A|
v1=0,v1 ̸=v0

d2(GAP(fk
θ (xv0)),GAP(fk

θ (xv1)))

8 LTTA ← Lh + Lbboxes + Lfeatures

9 grad← compute grad(LTTA, fθepo)

10 apply grad(grad, fθepo)

11 end

12 return fθE , {yk}
n−1
k=0

[-10°, 10°]), translation (in the range [-20,20] pixels), a linear mix-up (alpha=0.5) and HM

(with a probability of 0.5). Horizontal flip, rotation, and translation augmentations (as

defined during training) were applied for TTA allowing the model to not rely on different

intensity distributions that arise in client B and client C, acting as a regularization term.

Notably, we opted for a hold-out validation setup over cross-validation to assess model

performance under realistic inter- and intra-client shift conditions, better simulating real

clinical scenarios. In particular, Dataset B follows the predefined split released as part of

the Arcade Grand Challenge [94], enabling direct comparison with existing state-of-the-art

methods. Datasets A and C were split at the patient level to prevent data leakage and

their splits were specifically designed to suit this study, aiming to comprehensively analyze

and manage intra- and inter- variability within datasets.

Hyperparameter selection was done through an exhaustive grid search for optimal

performance (see Table 8.2). The framework was implemented in Python 3.8.10, with

PyTorch v.2.0.0 and Torchvision v.0.15.1, utilizing 8 NVIDIA A100 GPUs with 64GB
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VRAM and 512GB RAM.

Table 8.2: Summary of hyperparameters used in the experiments tuned through grid
search.

Component Value / Setting

Backbone architecture Faster R-CNN with ResNet-50-FPN (pretrained on COCO)
Optimizer Stochastic Gradient Descent (SGD)
Learning rate scheduler Cosine annealing with warm restarts
Batch size 16
Loss function Cross-entropy + Smooth L1
Federated rounds 20
Local epochs per round 10 (and 5 Warm-up epochs for round 1 only)
Post-training refinement Optional 10 epochs per client
Data augmentation Brightness [0.7, 1.3]; Contrast [0.7, 1.3]; rotation [-10°, 10°];

translation [-20, 20] px; mix-up (alpha=0.5);
histogram matching (p=0.5); horizontal flip

Test-time augmentation horizontal flip; rotation [-10°, 10°]; translation [-20, 20] px
Test-time loss function Lh + Lbboxes + Lfeatures (see Eq. 8.5)

8.1.6 Ablation study

As a first ablation study, to investigate the impact of HM two strategies are compared:

a dynamic strategy (HM rand) and the proposed approach (HM avg), which is used in

FedStenoNet. In the HM rand strategy, the intensity distribution of a client’s input image

is matched to the intensity distribution of a random image from another client. Images

are randomly sampled with a probability of 0.5. This comparison allowed us to determine

if the dynamic approach could yield better results than the average-based method. The

results of this study provide insights into the potential benefits of adopting a more flexible

HM strategy in FL contexts.

To assess the effectiveness of inter-client personalization in enhancing individual

client performance, we also conducted an ablation study on the TTA component of the

FedStenoNet framework. Specifically, we examined the influence of the combined strategy

LTTA = Lh + Lbboxes + Lfeatures, analyzing the effects of different TTA loss functions,

including Lh only (TTA1) and Lh + Lbboxes (TTA2). We also tested Lbbox and Lfeatures

individually but found they did not contribute any improvement nor provide additional

insights. A comparison of these configurations was conducted to identify the most effective

approach for leveraging TTA to enhance model performance during the testing phase.
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Table 8.3: Augmentation techniques used for TTA views include horizontal flipping,
mean histograms derived from the two other datasets (HM avg), jittering which involves
four variations in brightness and contrast, geometric transformations consisting of two
rotations (−12 ≤ α < 0, 0 < β ≤ 12) and four translations (x, y > 0, x, y < 0, x > 0, y >

0, x < 0, y > 0).

flipping HM avg jittering rotation translation

E1 (proposed) ● ❍ ❍ ● ●

E2 ● ● ● ❍ ❍

E3 ● ❍ ● ● ●

E4 ● ● ● ● ●

E5 ● ● ❍ ❍ ❍

E6 ● ● ❍ ● ●

E7 ● ❍ ● ❍ ❍

The augmentation techniques used for TTA views were also systematically evalu-

ated by experimenting with different types of transformations and various combinations

of them, including horizontal flipping; mean histograms (HM avg) derived from two other

datasets, which could help to standardize the intensity distributions across images; jitter-

ing, which consisted of four variations of brightness and contrast; and affine transforma-

tions, which included rotations within the ranges [-12°, 0°] and [0°, 12°], and four types

of translations, combining x, y > 0, x, y < 0, x > 0&y < 0 and x > 0&y < 0 in the

range [-20, 20] pixels. Each experiment applied a distinct set of augmentation techniques

to systematically evaluate the impact of each one (both individually and in combination

with others) on model performance across the datasets. The main experiments and their

configurations, defined as E1 - E7, are briefly summarized in Table 8.3. In addition to un-

derstanding the contributions of each augmentation technique, this ablation study aims to

guide the selection of optimal augmentation strategies to improve the model’s performance

and generalization capabilities under varying conditions.

Regarding the comparison with state of the art, despite recent literature addressing

stenosis detection on XCA images [102, 105, 103, 104], a quantitative comparison with

these works would be unfair due to their use of centralized data for training, which is

out of the scope of this study. We benchmarked FedStenoNet against two baseline FL

methodologies, FedProx [138] and FedAvg [91], used in the preliminary approaches in this

field [113, 114]. Moreover, in line with common practices in FL literature, we trained a

centralized model on the union of all client datasets to provide an upper-bound perfor-

mance reference. The centralized model used the same architecture (i.e., Faster R-CNN)

and training configuration as FedStenoNet. However, no domain adaptation techniques



Chapter 8. High-Risk AI Case Study I: FedStenoNet 136

(e.g., HM or TTA) were applied, as these are tailored to the federated scenario and specif-

ically designed to address inter- and intra-client domain shifts. For a fair comparison,

all experiments (both federated and centralized) were conducted using the same dataset

splits, training settings, and computational hardware.

8.1.7 Performance metrics

To evaluate the performance of the proposed method, we computed the Precision (Prec),

Recall (Rec), and F1 score (F1). To determine the minimum overlap required between

the predicted bounding box and the ground truth for a positive detection, we set the

Intersection over the Union (IoU) threshold to 0.5, ensuring a balance between Prec and

Rec. Prec measures the accuracy of positive predictions, defined as the ratio of true

positive (TP) predictions to the total number of positive predictions, which includes both

TPs and false positives (FPs):

Prec = TP/(TP + FP ) (8.10)

Rec assesses model’s ability to identify all relevant instances, calculated as the ratio of

TP predictions to the total number of actual positives, which includes both TPs and false

negatives (FNs):

Rec = TP/(TP + FN) (8.11)

F1 is the harmonic mean of Prec and Rec, providing a single metric that balances both:

F1 = 2 · Prec ·Rec

Prec + Rec
(8.12)

Table 8.4: Comparison of centralized approach and FedStenoNet in terms of Precision
(Prec), Recall (Rec), and F1 score (F1) for clients A, B, and C and on average (AVG).

Prec Rec F1
Client A Client B Client C AVG Client A Client B Client C AVG Client A Client B Client C AVG

Centralized 55.77 30.67 45.39 43.94 69.05 44.82 42.07 51.98 61.70 36.42 43.67 47.26
FedStenoNet 64.00 46.44 40.00 50.15 63.49 52.33 39.02 51.61 63.75 49.21 39.51 50.82
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Table 8.5: Comparison of FedStenoNet with standard FL approaches (FedAvg and
FedProx) and ablation studies: Histogram Matching (HM) variants applied to the FedProx
baseline, including dynamic HM, HM rand, and the proposed HM avg; 3) TTA module
variations using different loss functions: Lh only (TTA1) and combined Lh + Lbboxes

(TTA2). Performance is reported in terms of average Prec, Rec, and F1 for clients A, B,
and C and on AVG.

Prec Rec F1
Client A Client B Client C AVG Client A Client B Client C AVG Client A Client B Client C AVG

FedAvg 65.35 41.14 28.14 44.88 65.87 50.52 25.30 47.23 65.61 45.35 26.65 45.87
FedProx 64.12 42.73 35.95 47.60 66.67 49.48 36.28 50.81 65.37 45.86 36.12 49.12

HM rand 64.96 45.80 30.10 46.95 60.32 46.63 28.35 45.10 62.55 46.21 29.20 45.99
HM avg 64.29 43.38 38.51 48.73 64.29 51.81 39.02 51.81 64.29 47.23 38.91 50.14

TTA1 64.00 44.39 40.69 49.71 57.94 50.26 35.98 48.06 60.83 47.14 38.19 48.72
TTA2 62.39 44.74 41.92 49.68 57.94 51.81 37.20 48.98 60.08 48.02 39.42 49.17
FedStenoNet 64.00 46.44 40.00 50.15 63.49 52.33 39.33 51.61 63.75 49.21 39.51 50.82

Table 8.6: Results of FedStenoNet performances in terms of average Prec, Rec and
F1 for clients A, B, and C, and on AVG across multiple experiments on augmentation

techniques for TTA views.

Prec Rec F1
Client A Client B Client C AVG Client A Client B Client C AVG Client A Client B Client C AVG

E1, proposed 64.00 46.44 40.00 50.15 63.49 52.33 39.02 51.61 63.75 49.21 39.51 50.82
E2 63.71 45.27 40.43 49.80 62.70 50.78 39.94 51.14 63.20 47.86 40.18 50.41
E3 65.32 45.13 39.31 49.92 64.29 49.22 38.11 50.54 64.08 47.09 38.72 50.19
E4 64.52 45.61 39.38 49.83 63.49 48.45 39.02 50.32 64.01 46.98 39.20 50.06
E5 65.55 42.48 40.45 49.49 61.90 50.52 38.72 50.38 63.67 46.15 39.56 49.79
E6 65.04 45.05 41.75 50.61 63.49 49.48 37.80 50.26 64.26 47.16 39.68 50.36
E7 54.55 45.54 37.69 45.92 50.01 52.85 37.80 46.88 52.17 48.92 37.75 46.28

8.2 Results

Tables 9.3 and 9.2 present the performance of FedStenoNet along with results from var-

ious experiments. Specifically, Table 9.3 shows the comparison between the proposed

FedStenoNet and the centralized model, while Table 9.2 includes comparisons with stan-

dard FL approaches (FedAvg and FedProx), HM integrated into a FedProx baseline (as

HM rand and as HM avg), and TTA strategies (TTA1 and TTA2) integrated into the

FedProx + HM avg pipeline.

FedStenoNet demonstrated the best overall performance in almost all metrics. It

achieved the highest average F1 of 50.82%, with individual scores of 63.75% for client A,

49.21% for client B, and 39.51% for client C. Additionally, it achieved the highest average

Prec of 50.15% with scores of 64.00% for client A, 46.44% for Client B and 40.00% for

client C. The average Rec is also notable achieving 51.61%, with scores of 63.49% for client

A, 52.33% for client B, and 39.02% for client C.
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In comparison, other models showed varied performance across different datasets.

The centralized model achieved the highest average Rec at 51.98% but with a pronounced

disparity among clients (69.05% for client A, 44.82% for client B, and 42.07% for client C).

The same uneven performance is also evident in the other metrics (particularly for Dataset

C), despite the overall Prec and F1 averaging 43.94% and 47.26%, respectively. FedAvg

achieved the best F1 performance on client A with a score of 65.61% and performed well

also on client B (F1=45.35%), but it underperformed on client C with an F1 of 26.65%,

resulting in an average F1 of 45.87% and similar trends for the other metrics. FedProx

had an average F1 of 49.12%, increasing performance on client C of +10.53% in terms

of F1, demonstrating the importance of an additional regularizing term in the training

process to uniform the performance across clients.

The HM rand and HM avg models exhibited interesting contrasts in their perfor-

mance.

HM rand achieved an average F1 of 45.99%, with scores of 62.55% for client A, 46.21%

for client B, and 29.20% for client C. Its average Prec was 46.95%, with 64.96 for client A,

45.80% for client B, and 30.10% for client C. The average Rec for HM rand was 45.10%,

with individual Rec of 60.32% for client A, 46.63% for client B, and 28.35% for client C.

HM avg showed better results than HM rand with an average F1 of 50.14%, with scores

of 64.29% for client A, 47.23% for client B, and 38.91% for client C. The average Prec

for HM avg was 48.73%, with individual scores of 64.29% for client A, 43.48% for client

B, and 38.51% for client C. Its average Rec was notably higher at 51.81%, almost equal

to the average Rec achieved by the centralized model (-0.17%), with values of 64.29 for

client A, 51.81% for client B, and 39.33% for client C. HM avg improvements on client

C indicate that it effectively mitigates some domain shift issues, but it still falls short of

FedStenoNet’s balanced performance across all datasets.

Regarding TTA, the inclusion of different loss components in FedStenoNet targets

various aspects of the learning problem. As evident from Table 9.3, the use of Lfeatures,

in addition to Lh and Lbboxes, is essential for mitigating intra-dataset shifts. For instance,

relying solely on Lh, TTA1 resulted in an average F1 of 48.72%, with individual scores

of 64.83% for client A, 47.14% for client B, and 38.19% for client C. By incorporating

Lbboxes with Lh in TTA2, the average F1 slightly improved to 49.17%. This adjustment
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also led to improved performance for clients experiencing significant shifts, with client B

score increasing from 47.14% to 48.02% and client C score rising from 38.19% to 39.42%.

When including Lfeatures, consistency and more robust performance are visible for each

client.

Figure 8.4: Visual samples of the predictions (red boxes) obtained with FedProx (1st
and 4th columns), FedProx + HM avg (2nd and 5th columns), and FedStenoNet (3rd
and 6th columns) for two test images of client A, client B, and client C. Ground truth

annotations (white boxes) are reported, too

The effectiveness of the TTA module is also analyzed by experimenting with dif-

ferent augmentation techniques, as described in Sec 8.1.6. From the comparative analysis

summarized in Table 8.6, experiment E1, which combines horizontal flipping, translation,

and rotation transformations, achieved the best overall performance with an average F1

of 50.82%, significantly enhancing the performance of client B (F1 = 49.21%), which is

the dataset with the highest variability among train, validation, and test subsets. In com-

parison, all other experiments (E2 to E7) showed less homogeneous performance across all

clients, leading to imbalanced results specific to certain datasets. For instance, E4 demon-

strated the highest Prec on client B (49.49%) but did not perform consistently well on

other metrics or clients. This indicates that while some augmentations can enhance perfor-

mance on specific datasets, they may not generalize well across all datasets, underscoring

the need for a balanced approach in augmentation techniques.
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In addition, inference time was measured on a single GPU (NVIDIA A100, 64GB

VRAM, 512GB RAM) and the average inference time per image was 0.71 s without TTA

and 10.26 s with TTA, approximately increasing the time by a factor of 14.

Figure 8.4 displays visual samples of the predictions (in red) obtained with Fed-

Prox, HM avg, and FedStenoNet. While performance is consistently strong for client A,

improvements brought by HM avg and HM avg + TTA (i.e, FedStenoNet) are more evi-

dent for clients B and C, which present greater challenges due to internal distribution shift

(client B) and the combined effect of limited data and inter-client shift (client C).

Figure 8.5: Visual samples of FedStenoNet predictions (red boxes) obtained for client
A, client B, and client C. Ground truth annotations (white boxes) are reported, too

Figure 8.5 presents additional examples of FedStenoNet predictions, illustrating

the model’s strengths in clear cases and its limitations in more complex scenarios. The

challenging cases reflect issues such as varying contrast levels, overlapping anatomical

structures, and inconsistent annotation practices, which can compromise accurate detec-

tion.

8.3 Statistical analysis

To assess the significance of the performance differences among methods (significance

level at 0.05), we conducted a Friedman test followed by post-hoc pairwise comparisons



Chapter 8. High-Risk AI Case Study I: FedStenoNet 141

using multiple testing corrections. The analysis was performed across the datasets of

the three clients. As expected, no statistically significant differences were observed on

dataset A, which is more homogeneous and less impacted by domain adaptation compo-

nents. In contrast, datasets B and C, characterized by higher heterogeneity and inter-

and intra- client variability, showed improvements in both F1 and sensitivity for our

proposed method. In particular, Dataset B showed significant improvements for Fed-

StenoNet compared to the centralized approach in both F1 (p=0.00001) and sensitivity

(p=0.0064). Similarly, Dataset C exhibited significant gains over FedAvg with p=0.00001

for both F1 and sensitivity, and also surpassed FedProx+HM rand with p=0.0001 across

both metrics. These results confirm the added value of FedStenoNet, particularly in more

challenging and variable contexts such as datasets B and C.

8.4 Discussion

Stenosis detection in XCA is a critical task that requires precision and reliability. By

leveraging the collective knowledge from diverse datasets, FL models can play a pivotal

role in this domain, enabling the use of data from multiple institutions to achieve robust

and generalizable performance, without compromising patient privacy. However, the suc-

cess of FL in this context is often challenged by domain shift issues, which can occur both

inter- and intra-client. Inter-client domain shifts arise when data distributions differ signif-

icantly among institutions due to variations in imaging equipment, protocols, and patient

demographics [101]. Intra-client domain shifts, on the other hand, occur within the data

from a single institution over time, which are often due to changes in imaging procedures,

equipment updates, and even patient population variations. In stenosis detection, the lack

of standardization in imaging practices exacerbates these domain shift problems. Different

institutions may use various imaging techniques, contrast agents, and resolution settings,

leading to inconsistencies in the data [100]. Additionally, even within the same institution,

differences in technician skills and procedural adjustments can introduce variability in the

imaging data. Addressing these shifts is crucial to ensure the model’s adaptability and

effectiveness across different environments and conditions.



Chapter 8. High-Risk AI Case Study I: FedStenoNet 142

FedStenoNet aims to tackle these issues by proposing a simple, direct, and effi-

cient HM technique to better homogenize the feature distribution across clients and a

comprehensive TTA strategy to boost the feature representation further, regardless of the

intra-dataset variability.

As shown in Table 9.3, the centralized approach struggles to generalize across di-

verse datasets, as it attempts to fit all data simultaneously, whereas FedStenoNet benefits

from the aggregated learning of common features through backbone weights sharing and

local specialization. Despite access to all data, the centralized model shows no clear

performance advantage, while FL offers a compelling trade-off by achieving competitive

performance while respecting privacy and data governance. In PFL, Table 9.2 highlights

that FedStenoNet surpasses standard FL approaches like FedAvg and FedProx, result-

ing in only moderate improvements in F1 (45.87% and 45.90% on average, respectively).

Specifically, FedAvg favors client A, which has the least heterogeneous dataset (according

to Fig. 8.3), leading to imbalanced performance due to the absence of a regularization

term, which FedProx better addresses in line with [138].

Although FedStenoNet average F1 score (50.01%) may appear modest, it aligns

with the current state of the art for XCA stenosis detection, where variability in imaging

protocols and annotations still limits higher performance. From a clinical perspective, the

acceptability depends on the use case: in low-resource or remote settings, such results

may already support screening or prioritization, while in specialized contexts, a human-in-

the-loop approach could allow clinicians to tailor performance thresholds to the required

accuracy. Therefore, performance evaluation should be contextualized to the clinical sce-

nario and expected level of autonomy. Although FedStenoNet average F1 score (50.01%)

may appear modest, it aligns with the current state of the art for XCA stenosis detection

[94, 113, 114, 93, 142, 143], where variability in imaging protocols and annotations still

limits higher performance. From a clinical perspective, performance acceptability depends

on context and use-case [144, 145]: in low-resource or remote settings, such results could

already provide valuable support for screening, triage, or case prioritization; in specialized

environments, instead, higher accuracy might be needed, particularly if the model is in-

tended to assist in training junior clinicians or to serve as a second-opinion decision-support

tool.
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Despite these limitations, overall our proposed approach shows significant improve-

ments over traditional methods, suggesting that further refinements and the inclusion of

more diverse datasets could enhance performance in future studies.

Table 9.2 also shows the results of the ablation study conducted to explore these

components and demonstrates how its ability to harmonize training intensity distributions

and adapt during testing provides a significant advantage over traditional methods. To

harmonize intensity distributions among clients, HM is applied to a FedProx baseline, and

different configurations of this technique, HM rand and HM avg, are explored to evaluate

its effectiveness. HM avg achieved a higher average F1 (50.14%) compared to HM rand

(45.99%), and a significant improvement from FedProx baseline only of +1.21 and +9.71 for

client B and client C, respectively. This suggests HM avg effectively mitigates domain shift

among different clients, especially benefiting client C, which has the smallest dataset in

terms of number of patients and the most evident intensity distribution shift. In contrast,

HM rand did not lead to similar improvements: randomly selecting images from other

clients may introduce a degree of random variation or noise, making it harder for the

model to learn generalizable representations. For very different data, like that from client

C (F1 = 31.34%), it may not be sufficient to bridge their differences. Hence, HM avg

might harmonize the central tendencies of the data distributions better than HM rand,

dealing more effectively with variations among clients.

To address intra-client distribution shift, we adopted a TTA strategy, whose effec-

tiveness relies on the adaptive loss function optimized at test time. Each loss function

targets different learning aspects, proving to be essential for handling complex shifts as

demonstrated in Table 9.2. The primary loss function, Lh, focuses on classification ac-

curacy, but it is insufficient alone for managing complex shifts in the input and feature

spaces, as seen in TTA1 results for client B and client C. The combination Lh + Lbboxes in

TTA2 slightly improved the results in clients with evident shifts, indicating the benefit of

a diversified loss strategy. However, TTA1 and TTA2 are not beneficial for client A, which

presents no significant shift, suggesting potential overfitting if the training data already

aligns well with the test distribution. Including Lfeatures in FedStenoNet is crucial for

learning invariant features across different views while stabilizing the performance across

different clients. This approach allows FedStenoNet to boost performances for test-shifted



Chapter 8. High-Risk AI Case Study I: FedStenoNet 144

clients without sacrificing the performance of client A. Nonetheless, the complexity of the

loss components (e.g., quadratic terms), together with the iterative optimization at test

time, introduces a notable limitation in terms of computational cost. From the inference

time analysis (average 0.07 s without TTA vs. 9.35 s with TTA per image), this overhead

may hinder real-time applicability and should be addressed in future work.

Finally, regarding the design of TTA views, as shown in Table 8.6, the combination

of geometric augmentations (horizontal flipping, translation, and rotation) proved more

effective than alternative augmentation strategies. This can be attributed to the fact that

variability and shifts in terms of intensity are already extensively addressed during the

federated training phase using HM, which normalizing the intensity distributions across

different datasets reduced intensity-related domain shifts. Consequently, at test time,

geometric transformations become crucial as they help the model achieve invariance to

orientation and location, essential for accurately detecting stenosis across varying imaging

conditions. Figure 8.4 underlines that incorporating diverse augmentations at both train-

ing and testing levels, as proposed in FedStenoNet, can mitigate intra- and inter-dataset

shifts. The visual samples in Fig. 8.4 show that FedStenoNet’s predictions are more closely

aligned with the ground truth compared to FedProx and FedProx + HM avg, suggesting

its ability to effectively identify actual stenosis cases while minimizing FP predictions

under varying imaging conditions and data distributions.

The importance of augmentation techniques as regularizers is evident in this study,

consistent with the literature, where methods such as MixUp, Style Transfer, RandAug-

ment, and others have been shown to enhance model robustness and accuracy by simulat-

ing real-world variations [146, 147]. This prevents the model from overfitting to specific

features, promoting generalization. The lack of a unique standardized acquisition and

evaluation protocol for stenosis detection further emphasizes the need for robust augmen-

tation strategies. Each hospital or clinician may follow different procedures, resulting in

discrepancies that might impact the model’s performance. This real clinical scenario is

reflected in the three clients and datasets used in this study. As shown in Fig. 8.5, there

is a notable degree of variability in the images in terms of object shape and size, and due

to the presence of interfering elements, such as catheters and overlapping structures, un-

derscoring the challenge of generalizing across such diverse datasets. These discrepancies,



Chapter 8. High-Risk AI Case Study I: FedStenoNet 145

originating from acquisition procedures, stenosis definition protocols, and image selection

and annotation processes, can lead to misleading FedStenoNet predictions. For example,

in Fig. 8.5, it is shown that in client A similar frames with varying levels of contrast agent

are chosen; while this variation may not be relevant to an expert for identifying a stenosis,

an appropriate contrast level is critical for the algorithm to make accurate predictions.

Additionally, the annotations can differ significantly across clients, also in terms of size.

Client B, especially, often has larger annotations, as seen in Sec. 8.1.1 and in Fig. 8.1b. In

complex images where overlapping structures are prominent, or in the presence of distract-

ing objects such as catheters or sutures, stenosis detection is further complicated, but the

model still tends to predict shapes that resemble actual stenoses. These limitations high-

light the importance of developing models that can robustly handle ambiguity and noise

in real clinical data, possibly incorporating uncertainty estimation mechanisms in future

work. It is also important to note that XCA images represent 2D projections of a very

complex 3D vascular structure; thus, a particular image might show the overlap of two

vessels that, in reality, do not intersect. These distinctions only become apparent when

analyzing the entire sequence and applying prior clinical knowledge. The 2D nature of

the input also imposes structural limitations, as it may lead to ambiguous interpretations

that could be addressed in the future by integrating temporal or 3D spatial information.

Overall, while there is room for improvement and further refinement, the network consis-

tently performs well when a stenosis is visible, accurately centering its predictions on the

stenosis regardless of the dataset, and achieving a comparable level of accuracy across all

three clients.

FedStenoNet is a PFL framework designed to specialize in local datasets, lever-

aging a central server to aggregate Faster R-CNN backbone weights and share clients’

training average intensity distributions. This federated approach facilitates effective per-

sonalization during both the training and testing phases, thereby leading to improved

performance while maintaining privacy and data governance. Notably, there have been

very few studies in this domain that use an FL setup [113, 114], highlighting the novelty

and potential impact of our work. Moreover, FedStenoNet not only respects privacy and

data governance but also takes into account the real-world XCA variability and the risk

of developing models biased towards specific dataset characteristics. The development of
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DL algorithms on datasets acquired through single acquisition and annotation protocols,

from single sources or specific scanners, may fail to generalize to different clinical settings

[148, 149]. Such models are prone to biases that can lead to misdiagnoses and unequal

treatment. FedStenoNet aims to mitigate these risks by incorporating diverse data and

robust strategies to handle domain shifts, ensuring more fair, accurate, and generalizable

stenosis prediction across varied clinical settings. Nonetheless, performance can still be

affected by protocol differences, intra-patient variability, ambiguous 2D projections, and

annotation inconsistencies, common challenges in XCA analysis that may limit generaliz-

ability.

To support future research and development in this field, we are making our dataset

publicly available. This resource will facilitate the evaluation and improvement of DL-

based tools for CAD diagnosis, fostering further advancements in the field. In the future,

FedStenoNet should be validated on a larger and more diverse set of data institutions to

ensure its generalizability and robustness further. Additionally, while our approach ad-

dresses intensity and geometric variations, other sources of variability may not be fully

accounted for. Future work could explore more sophisticated domain adaptation tech-

niques and augmentation methods to address these additional factors.

8.5 Conclusion

In conclusion, FedStenoNet tackles the challenge of domain shifts across multi-institutional

XCA images, demonstrating promising results that, while confirming the complexity of

direct clinical deployment, provide a foundation for further research. This work advances

the applicability of DL for stenosis detection in XCA imaging, and potentially the detection

of other anatomical structures in different imaging modalities [150, 151], by proposing a

methodological approach that addresses multi-centric dataset variability. Moreover, by

releasing a new dataset to the scientific community, we hope this work encourages further

research in this field, aimed at enhancing diagnostic accuracy and fostering more equitable

and effective patient care.
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Its adaptable nature could enhance the detection of other anatomical structures in

different imaging modalities [150, 151], offering a versatile tool for medical image anal-

ysis. We hope this work fosters future research where DL can be more readily applied

to medical imaging, overcoming the challenges posed by multi-centric dataset variability.

Such advancements will not only improve diagnostic accuracy but also contribute to more

equitable and effective patient care.



Chapter 9. High-Risk AI Case Study II: Classification of Noisy US images 148

Chapter 9

High-Risk AI Case Study II: Fetal

Plane Classification of Noisy US

images

Fetal standard planes, such as the abdominal, brain, and cardiac views, are key in pre-

natal Ultrasound (US) screening for measuring fetal biometric parameters and identifying

abnormalities like growth restrictions and congenital anomalies [152, 153]. Traditionally,

locating these planes has relied heavily on the skill of experienced sonographers. How-

ever, the subjective nature of manual interpretation can affect the precise identification of

these planes, driving the need for deep learning (DL) methods to streamline the automatic

identification of these planes and improve the accuracy of biometric measurements [154].

While DL models have shown considerable promise in automating the detection of

standard planes, their implementation in clinical practice remains limited. This can be ex-

plained by the limited representativeness of training datasets, which often fail to capture

the full variability encountered in real-world clinical settings [155]. Most datasets used

for training come from single-center studies or involve subjects from specific demographic

groups [156, 152, 157], limiting DL model ability to generalize to diverse populations.

This can lead to biased predictions and potential disparities in clinical outcomes [158].

To address this limitation, there has been growing interest in multicenter studies, such
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as those by [159], [160], and [158], which, however, may raise privacy concerns due to

the integration of data from multiple centers. Federated Learning (FL) has emerged as a

promising solution to mitigate this issue, enabling collaborative model training across mul-

tiple institutions without sharing local images [161]. This decentralized approach preserves

patient privacy and facilitates the inclusion of data from multiple hospitals, potentially

enhancing models’ robustness and generalizability. At the same time, the involvement of

multiple hospitals in an FL setting introduces new challenges, such as different dataset

sizes among clients [162], potentially leading to imbalanced contributions to the global

model, with biased performance favoring clients with larger datasets, and variation in

data labeling quality [163]. Today, there is an established literature relevant to centralized

learning with noisy labels [164] but centralized noise filtering algorithms cannot always be

exploited in multicentric studies due to privacy concerns. In other fields of medical image

analysis, researchers have started to explore techniques to handle noisy labels in FL [165]

but the problem of different dataset sizes among clients is not considered.

In this work, we address the problem of federated fetal standard plane detection

in the presence of noisy labels from a large (5187 images) [166] and a small (450 images)

dataset [159] from two different continents (Europe and Africa, respectively).

Our strategy begins by leveraging the largest and, therefore, presumably the most

representative client in the federation to extract robust embeddings using contrastive learn-

ing. Our idea is that these embeddings should capture the most significant geometrical

features inherent to each standard plane (i.e., brain, femur, abdomen, thorax), as prelim-

inarily shown in [152], and can be used to refine noisy image labels of the same client.

Prototypes computed from the noise-free embeddings, along with the backbone trained

via contrastive learning, are shared with the smallest client to label it robustly and guide

the learning process in the federation. We show that we can mitigate the impact of noisy

labels in clients with different data size, improving the overall performance of standard

plane detection across the federation.
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Figure 9.1: Overview of the proposed FL framework. In the first step, contrastive
learning (SimCLR) is used on the largest dataset in the federation (Srepr) to produce
embeddings. A k-NN-based thresholded consensus is used for relabeling Srepr samples
in the embedding space, resulting in a noisy label-free Srepr. In the second step, pro-
totypes computed from clean embeddings, along with the SimCLR backbone pretrained
self-supervisely on Srepr (f(x)), are shared through the FL server with the smallest dataset
(Snorepr). Multiple augmented views of Snorepr are generated, their embeddings are ex-
tracted, and unthresholded majority voting is used to assign labels to Snorepr based on

the clean prototypes.
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9.1 Method

Figure 6.1 shows an overview of the proposed framework. The first step involves applying

contrastive pre-training using SimCLR [167] on the largest, most representative client

(Srepr) to learn robust noise-free embeddings. Following SimCLR, given an input image

(x), we generate two augmented views of it, denoted by xi and xj , by applying two random

transformations (Ri(x) and Rj(x)). Both the augmented images are fed into a backbone

encoder network (f(·)), which maps them into a latent space in the form of two embeddings

(zi = f(xi) and zj = f(xj)). f(·) is trained to maximize the agreement between these

two embeddings in the latent space, encouraging invariant representations learning of the

input, while maximizing the distance from negative pairs to prevent complete collapse.

This is achieved by minimizing:

LSimCLR = − log
exp(sim(zi, zj)/τ)∑2N

r=1⊮[r ̸=i] exp(sim(zi, zr)/τ)
(9.1)

where sim(zi, zj) represents the cosine similarity between the embeddings zi and zj , τ is

the contrastive temperature parameter, ⊮ is the indicator function, which is equal to 1

if yj = c and 0 otherwise, and N is the batch size. By leveraging the structure of the

latent space resulting from SimCLR, we use k-nearest neighbors (k-NN) to refine noisy

labels in Srepr. For each image embedding, we identify its k nearest neighbors based on

the Euclidean distance. A threshold (th) is further set so that a sample is kept if at least

the th% of its k nearest neighbors shares the same label (there is a consensus), otherwise

the sample is discarded. We choose the value of th as a trade-off between minimizing the

number of samples with noisy labels and maximizing the number of samples to be kept.

In the second step, we focus on the client with the smallest sample size (Snorepr).

Instead of performing re-labeling as done for Srepr, we directly discard Snorepr labels. In

fact, Snorepr may struggle to benefit from the self-supervised learning approach applied in

the first step due to its limited size [167]. To comply with the privacy-preserving nature of

FL, our strategy only shares the pre-trained backbone f(·) from the first step and class-

specific prototypes computed from Srepr, where the prototype (pc) for class c is computed
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as:

pc =
1

Dc

∑
z∈Dc

z (9.2)

with Dc being the set of embeddings labeled as c.

These prototypes act as compact, privacy-compliant feature representations, guid-

ing Snorepr to align with the knowledge captured in the initial phase. To ensure robustness

to possible variability in image acquisition across centers, we apply several augmenta-

tions to each image from Snorepr. For an image x ∈ Snorepr, we generate T augmented

views ({x1, x2, . . . , xT }) through operations such as random flips, rotations, and bright-

ness changes. These transformations are denoted as:

A(x) = {R1(x), R2(x), . . . , RT (x)} (9.3)

where each Ri(x) represents the transformation applied to the image x, with R1(x) being

the identity transformation. Each augmented image is fed to the shared f(·), which ex-

tracts the corresponding embedding. This results in a set of embeddings {z1, z2, . . . , zT }.

For each extracted embedding, the closest Srepr prototype within the latent space is iden-

tified, and its label is assigned to it. The final sample label (ŷ) is assigned based on the

class that receives the majority of votes among the embeddings for that sample:

ŷ = arg max
c

∑
zj∈N (zi)

⊮[yj = c] (9.4)

where N (zi) denotes the neighborhood of the embedding zi, consisting of the closest

embeddings to zi in the feature space.

9.1.1 Datasets

We here use two multi-centric datasets, which correspond to Srepr and Snorepr. Table 9.1

provides an overview of dataset size, Countries involved, number of fetal US images avail-

able for the anatomical planes (i.e. abdomen, brain, femur, and thorax), and acquisition

devices used.
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Table 9.1: Dataset information in terms of Country, device, and standard planes.

Country Device Abdomen Brain Femur Thorax

S repr

Spain Voluson E6, Voluson S8, Volu-
son S10, Aloka

711 1718 1040 1718

S norepr

Malawi Mindray DC-N2 25 25 25 25
Egypt Voluson P8 25 25 25 25

Uganda ACUSON X600 25 25 25 0
Ghana EDAN DUS 60 25 25 25 0
Algeria Voluson S8 25 25 25 25

Dataset 1: This dataset acts as Srepr and is a publicly available dataset collected

from two centers in Spain, released by [166]. Several operators with similar experience

acquired fetal US images from six different US machines including three Voluson E6, one

Voluson S8, one Voluson S10, and one Aloka. The images are acquired using a curved

transducer with a frequency range of 3 to 7.5 MHz for abdominal US, and a 2 to 10 MHz

vaginal probe for cervical US screening during the second and third trimesters.

Dataset 2: This dataset acts as Snorepr and is a publicly available dataset with

images collected from 5 African countries (Malawi, Algeria, Uganda, Ghana, and Egypt),

released by [159]. Different operators acquired the images using US scanners from various

vendors, including GE Medical Systems, Siemens, Edan Instruments, Shenzhen Mindray

Bio-Medical Electronics and Aloka. The acquisition was done using a curved transducer

with a frequency range of 3 to 7.5 MHz, during the second and third trimester of pregnancy.

9.1.2 Experimental settings

For SimCLR, ResNet-50 is used as f(·). A projection head with a single non-linear layer

comprising 256 nodes processes embeddings of length 2048 obtained from the final average

pooling layer. The batch size N is set to 256 and the temperature τ is set to 0.5 as in

[152]. For k-NN classification, the value of k is set to 50, while th is set to 40.

To set the value of th, we take into consideration values from 40 to 70 with steps of

10 and assess, at varying levels of noise (0%, 20%, 50%), the trade off between the number
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of preserved samples and the percentage of residual noisy labels. We consider 40 as a

minimum value to ensure enough agreement among the 4 classes within the neighborhood.

For the transformations in Eq. 9.3, we use random horizontal flips, rotations up

to 15 degrees, and shifts up to 12 pixels along both the x and y axes. Brightness and

contrast adjustments are performed within a range 0.7 to 1.3 to simulate diverse lighting

conditions. Linear mix-up (α = 0.5) is used for regularization. For both datasets, we follow

the train-test split proposed in the original papers presenting the datasets. We further

split the training set of each dataset, allocating 20% of the samples to a validation set to

monitor the learning process and detect potential overfitting during training. Following

[168, 169], for simulating label noise, we consider uniformly distributed noise among all

classes. Model updates from the local clients are aggregated at the central server using

Federated Averaging (FedAvg). Training is conducted over 5 communication rounds,

each with 20 local epochs. The number of rounds is set to 5 based on the minimum

validation loss observed when running the FL process up to 100 rounds. While increasing

the number of epochs per round can reduce communication overhead, excessive epochs

in clients with high inter-client heterogeneity may hinder convergence [138]. For this

reason, we set 20 epochs per round, the minimum required to complete a full cycle of the

learning rate scheduler. The optimization process uses the Stochastic Gradient Descent

(SGD) optimizer with a Cosine Annealing Warm Restart scheduler. The scheduler starts

with an initial learning rate of 0.05, which is reduced to 0.00001 within 20 epochs (1

round). Warm restart applies at the beginning of the next round. The batch size is set to

16, and optimization is performed using the standard Cross-Entropy loss function. The

entire framework is built in Python 3.8.10, using PyTorch 2.0.0 and Torchvision 0.15.1.

Computations are distributed across 4 NVIDIA A100 GPUs, each equipped with 64GB of

VRAM, on a system with 512GB of RAM, ensuring efficient and scalable training.

9.1.3 Ablation study

The performance of our framework was first compared with that of traditionally (i.e.

locally) trained models (Local train) in the presence of noise, as to evaluate the potential
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Figure 9.2: Impact of varying noise levels (0%, 20%, and 50%) in the Srepr dataset
(x-axis) on the F1-mean scores across different Countries for Simple FL. The African
countries belonging to the Snorepr dataset (Egypt, Ghana, Uganda, Malawi, Algeria) are
highlighted with a blue box, while Spain, the Srepr dataset is highlighted with a red box

gain of training a joint, federated model specifically designed to address noise-related

challenges.

As a first experiment (Simple FL) for FL, we analyzed the performance of FedAvg

under varying noise levels (0%, 20%, 50%) in Srepr and Snorepr to assess how noise affects

the detection performance independently of the proposed strategy for cleaning image labels

in the first step of our framework.
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Table 9.2: F1-score averaged over all classes for Srepr and Snorepr for Local train.

Srepr Snorepr

%noise Spain Algeria Egypt Ghana Malawi Uganda

0 99.40 96.15 96.15 84.56 100.0 100.0
20 93.02 86.38 94.15 86.90 82.90 100.0
50 60.48 36.15 59.45 59.68 60.83 61.00

Table 9.3: Effects of label denoising applied to Srepr with varying percentage of noise
(% noise) in terms of percentage of preserved samples.

before denoising after denoising

%noise #samples #samples %preserved samples

0 2840 2706 95
20 2840 2646 93
50 2840 2169 76

To assess the impact of the second step of our framework, we used FedAvg, filtered

the noisy labels in Srepr and introducing 0% (Baseline) 20% (Baseline20) and 50% (Base-

line50) of label noise in Snorepr. Prototype sharing was evaluated in the Proto+Baseline

configuration, i.e. we excluded the use of views from the proposed framework to check

if this was enough to tackle possible variability among image acquisition protocols across

centers.

The combination of prototypes with multiple views outside FL was explored in the

experiment Proto+views, where training was performed on Srepr and Snorepr was classi-

fied based on Srepr prototypes using augmented views. This experiment aimed to assess

whether differences between the two datasets, potentially caused by varying acquisition

protocols, could be mitigated through the application of transformations and comparison

against prototypes, without requiring Snorepr to participate in the FL process.

As a last experiment, we assessed the performance of f(·) trained on Srepr with

noise free labels and tested on Snorepr. This experiment (Pretrained weights) assessed the

potential benefits of transferring knowledge from a clean, representative dataset on a small

one.



Chapter 9. High-Risk AI Case Study II: Classification of Noisy US images 157

Table 9.4: F1-score averaged over all classes for the ablation study.

mean-F1 over classes by country

Method % noise Algeria Egypt Malawi Uganda Ghana Mean ↑↓
Baseline 0 96.13 87.99 84.17 98.00 100.00 93.26 0
Baseline20 20 94.03 90.12 84.17 95.99 100.00 92.86 -0.40
Baseline50 50 94.03 85.81 81.85 93.89 100.00 91.12 -2.14

Proto+Baseline no labels 93.96 81.34 88.43 98.00 98.67 92.08 -1.18
Proto+views no labels 100.00 80.53 90.87 95.99 97.43 92.97 -0.29
Proposed framework no labels 98.10 79.49 94.87 100.00 100.00 94.49 +1.23

Pretrained weights - 98.00 86.15 83.49 98.00 96.10 92.35 -0.91

9.2 Results and Discussion

Results from Local train are shown in Table 9.2. With such a simple training strategy,

Srepr and, more evidently, Snorepr experienced a drastic drop in performance at high noise

levels. This first result emphasizes the need of (i) guiding the training on Snorepr via the

larger Srepr dataset and (ii) exploiting noise filtering.

Moving to Simple FL, Figure 9.2 shows the F1-score obtained for Srepr and Snorepr

with varying noise levels for each client. The figure presents the results obtained setting

noise levels at 0%, 20%, and 50% in Srepr, while independently varying the noise levels in

Snorepr across the same range. The results for Snorepr are reported individually for images

acquired from Egypt, Ghana, Malawi, Uganda and Algeria, as they may exhibit differing

image distributions The impact that the noise in Snorepr had on Srepr did not appear

to be particularly significant, as the client generally maintained performance within the

same order of magnitude across varying noise levels. This observation supports the initial

intuitive hypothesis of this study: knowledge transfer is predominantly driven by the

most representative client. Clients with smaller datasets benefit from the influence of the

representative client, as their learning process is positively guided, even in the presence of

noise from incorrectly labeled data.

Baseline showed to be robust to noise injected to Srepr. We only had a slight decline

in performance when 20% of its data was mislabeled. However, performance deteriorated

significantly as noise levels increased to 50%. As expected, the noise introduced in Snorepr

did not appear to affect the performance on Srepr. Overall, the performance of Baseline

on Srepr remained superior to that of Local train (shown in Table 9.2).
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(a) Thorax, Algeria (b) Thorax, Algeria (c) Abdomen, Ghana

(d) Abdomen, Ghana (e) Abdomen, Ghana (f) Femur, Ghana

Figure 9.3: Samples where Baseline fails, while the proposed framework provides correct
results. (a) Baseline incorrectly classified the sample as abdomen, overlooking crucial
features such as the ventricles; (b) Baseline erroneously predicted the sample as brain ;
(c) the prediction is femur, likely influenced by the contrasted upper part of the abdomen;
(d) the sample is predicted as brain by Baseline, possibly misled by its shape (e) the sample

is predicted as femur as for c; (f) is completely misunderstood as thorax by FedAvg.

As shown in Table 9.3, using th = 40 allowed the proposed framework to obtain

a clean version of Srepr, preserving 93% of samples with 20% noise injected and 76%

with 50% noise injected. This threshold was selected because the higher tested thresholds

(i.e., 50, 60, and 70), drastically reduced the percentage of preserved samples as follows:

under 50% noise (36%, 3%, and 0%, respectively) and 20% noise (77%, 64%, and 46%,

respectively).

As shown in Table 9.4, as the filtering is applied in Srepr, with Baseline we achieved

a mean F1-score of 93.26% under noise-free conditions. However, as noise is introduced

in Snorepr, the decline in performance remains relatively controlled. With Baseline20, the

mean F1-score drops to 92.86%, and even Baseline50, the model maintains a mean score

of 91.12%. This highlights the robustness of FedAvg, largely attributed to the presence of
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a clean, representative client (Srepr), which plays a crucial role in mitigating the impact

of noise on smaller datasets. The pivotal role of this dataset is further evidenced by

Pretrained weights experiment, where, even in the absence of labels, the model maintains

a relatively high performance, achieving a mean F1-score of 92.35%.

When Proto+Baseline was tested, we saw that incorporating prototypes into the

FL process gave mixed results. The overall mean F1-score reached 92.08%, showing an

improvement over Baseline50 but a slight decline compared to noise-free Baseline. This

suggests that incorporating prototypes may not be enough to mitigate the effects of noise

without additional refinement, as performance can be impacted by potential shifts intro-

duced by different vendor machines. In fact, the Proto+views approach achieved a better

mean F1-score of 92.97%. This highlights the potential performance boost that can be

achieved by addressing potential distribution shifts by using augmented views.

The most promising results come from the proposed framework, which integrates

prototypes, views, and FL. This approach achieved the highest mean F1-score of 94.49%

(+1.23% over Baseline). The improvement stemmed from the complementary strengths of

the components. The prototypes provided a stable, noise-resistant foundation by leverag-

ing robust embeddings from the large and clean dataset, effectively transferring knowledge

to the small client. The ensemble views further enhanced the performance by introducing

diverse perspectives for each sample, helping to smooth out inconsistencies or shifts in data

distributions. Finally, federated averaging ensured that all clients benefitted from shared

global knowledge. Figure 9.3 shows that our framework enabled a robust extraction of

discriminative features, being able to capture key characteristics, such as roundness of

brain, the straight line of femur, and chamber shape of the thorax.



Chapter 10. COHESIA: Cohesive Impact Assessment Framework 160

Chapter 10

COHESIA: Cohesive Impact

Assessment Framework for DPIA

and FRIA

In this chapter, we first present a schematic comparison between the DPIA and the FRIA,

which primarily serve complementary functions. Next, we discuss the proposed framework

in detail, explaining how it builds upon well-established support tools for the DPIA and

integrates more experimental and still-evolving instruments for the FRIA, the latter draw-

ing from recent literature on the practical implementation of the [1]. Finally, we simulate

the drafting of both a DPIA and a FRIA for selected AI systems through the application

of COHESIA, and we discuss the resulting findings.

10.1 Interplay between DPIA and FRIA

Under Art. 27(4) of [1], the FRIA limits its scope to cases where the relevant aspects have

already been addressed within the DPIA, for which the latter retains primary responsibility

in ensuring compliance.

At the same time, the FRIA functions as an extension of the DPIA, broadening its

scope beyond data protection to encompass the full range of Fundamental Rights (FRs)
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enshrined in the [170]. Conversely, unlike the DPIA, the FRIA narrows its application by

focusing specifically on AI systems, although the definition of an AI system, as set out in

Art. 3(1), has been formulated as broadly as possible. This focus reflects the particularly

significant implications that AI technologies may have for both individual and collective

rights.

That said, an area of overlap exists between the DPIA and the FRIA, allowing

for the potential reuse of sections from the former when drafting the latter [171]. In

this regard, a framework enabling the parallel execution of both assessments may serve

as a catalyst for mutual reinforcement, enhancing the coherence, efficiency, and overall

robustness of the compliance process. The following sections compare the two assessments

with respect to selected points of interest.

10.1.1 Legal Basis

DPIA. The legal basis for the DPIA, in force since 25 May 2018, is established under Art.

35 of [2].

FRIA. The legal basis for the FRIA, which will take effect on 1 August 2026 following a

two-year grace period from the entry into force of [1], is provided by Art. 27 of [1].

10.1.2 When Mandatory

DPIA. Pursuant to Art. 35(1) [2], DPIA must be undertaken whenever processing is

likely to pose a risk to the rights and freedoms of natural persons, particularly where new

technologies are employed, and with regard to the nature, scope, context, and purposes

of the processing. Unlike [1], which explicitly sets out risk criteria, [2] largely entrusts

the concrete determination of risk to the controller, or, where relevant, to other actors

involved in the processing. Art. 35(3) [2] specifies instances in which, “in particular,” a

DPIA is mandatory:
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(a) systematic and extensive evaluation of personal aspects of natural persons, based

on automated processing (including profiling), where decisions produce legal effects

concerning the individual or similarly significantly affect them;

(b) large-scale processing of special categories of data pursuant to Art. 9(1), or of

personal data relating to criminal convictions and offences pursuant to Art. 10;

(c) large-scale systematic monitoring of publicly accessible areas.

In addition, non-binding guidelines, issued by the former Art. 29 Working Party

[4], identify further contexts in which a DPIA is strongly recommended. These guidelines

refer not only to Art. 35 but also to Recitals 71, 75, and 91 in [2], as well as to other

provisions of [2] where the expression “likely to result in a high risk” is adopted. The

guidelines highlight several types of processing falling into this category, including:

1. Evaluation or scoring;

2. Automated decision-making producing legal or comparably significant effects;

3. Systematic monitoring;

4. Processing of sensitive or highly personal data

As a general rule, [4] considers a DPIA necessary when at least two of these criteria

are present. Nonetheless, the ultimate responsibility lies with the controller, who may

decide to conduct DPIA even if only one of the criteria applies. In [172], the Italian Data

Protection Authority further clarifies the categories of processing that necessitates DPIA,

with particular emphasis on new technologies, including AI (point 7). Notably, in such

cases, DPIA is required even if only one of the above mentioned criteria is met.

FRIA. Art 27(1) [1] mandates FRIA for any high-risk AI system referred to in Art. 6(2)

or Annex III, with the exception of high-risk AI systems intended to be used in the area

listed in point 2 of Annex III.

Art 27(4) [1] elucidates the complementerity between FRIA and DPIA stating that

“If any of the obligations laid down in this article is already met through the data protec-

tion impact assessment conducted pursuant to Art. 35 of Regulation (EU) 2016/679 or



Chapter 10. COHESIA: Cohesive Impact Assessment Framework 163

Art. 27 of Directive (EU) 2016/680, the FRs impact assessment referred to in paragraph

1 of this article shall complement that data protection impact assessment.”

10.1.3 Execution

DPIA. Art. 35(7), anticipated by Recitals 84 and 90 [137], clarifies the minimum content

that a DPIA must include:

(a) a systematic description of the envisaged processing operations and the purposes of

the processing, including, where applicable, the legitimate interest pursued by the

controller;

(b) an assessment of the necessity and proportionality of the processing operations in

relation to the purposes;

(c) an assessment of the risks to the rights and freedoms of data subjects referred to in

paragraph 1; and

(d) the measures envisaged to address the risks, including safeguards, security measures

and mechanisms to ensure the protection of personal data and to demonstrate com-

pliance with this Regulation taking into account the rights and legitimate interests

of data subjects and other persons concerned.

FRIA. Art. 27(1) [1], having defined the cases in which FRIA is mandatory, subsequently

specifies its required content:

(a) a description of the deployer’s processes in which the high-risk AI system will be

used in line with its intended purpose;

(b) a description of the period of time within which, and the frequency with which, each

high-risk AI system is intended to be used;

(c) the categories of natural persons and groups likely to be affected by its use in the

specific context;
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(d) the specific risks of harm likely to have an impact on the categories of natural persons

or groups of persons identified pursuant to point (c) of this paragraph, taking into

account the information given by the provider pursuant to Art. 13;

(e) a description of the implementation of human oversight measures, according to the

instructions for use;

(f) the measures to be taken in the case of the materialisation of those risks, including

the arrangements for internal governance and complaint mechanisms.

10.1.4 Timeframe and Deployment

DPIA. Art. 35(1) [2] requires that DPIA be conducted “prior to the processing,” a

requirement already anticipated in Recitals 90 and 93, and further reinforced by the rec-

ommendations in [4]. This temporal requirement reflects the principle of “privacy by

design”, as enshrined in Art. 25(1) [2]. Undertaking the DPIA at the earliest possible

stage, and, where appropriate, in parallel with the design and development of the pro-

cessing operation, ensures that compliance considerations are embedded throughout the

process, thereby securing conformity with [2] on a continuous basis.

We note that, although the publication of a DPIA is not legally mandated, it

is strongly encouraged by [4], even if only in partial form. As with other non-binding

best practices, such disclosure remains voluntary, yet it is recommended as a means of

fostering transparency, enhancing trustworthiness, and promoting a culture of sound data

protection practices. The sole circumstance under which publication becomes mandatory

is established by Art. 36 of [2], which applies in cases where significant residual risks are

identified, notwithstanding the fact that all protective measures foreseen in the DPIA have

been designed and implemented during the development of the data processing activity.

FRIA. Relating FRIA, Art. 27 [1] establishes the time frame within which the risk

assessment must be conducted and explicitly provides that it shall be carried out prior

to any deployment. Art. 27(3) specifies the delivery requirements: once the assessment

under Art. 27(1) has been completed, the deployer must notify the market surveillance

authority of the results, using the template referred to in Art. 27(5).
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10.1.5 Accountability

DPIA. Art. 24(1) of [2] designates the controller as ultimately accountable for the exe-

cution of the DPIA. In this context, the controller may rely on documentation or input

provided by the data processor, where applicable. Notably, Art. 28(3)(f) [2] requires that

the processor assist the controller in ensuring compliance with the obligations set out in

Artt. 32, 33, 34, 35, and 36. The same recommendation is also reiterated in [4].

FRIA. With reference to FRIA, pursuant to Art. 27 [1], deployers that are bodies gov-

erned by public law, private entities providing public services, or deployers of high-risk AI

systems are required to prepare a FRIA. Deployers may, however, rely on FRIAs previously

prepared by providers.

10.2 Cohesive Impact Assessment framework

The entry into force of [1] marks a pivotal milestone in the European Union’s effort to

ensure the safe, transparent, and rights-respecting deployment of AI systems. Among the

regulatory novelties introduced, Art. 27 of [1] establishes the requirement to conduct a

FRIA for AI systems classified as high-risk under Art. 6 and Annex III.

This requirement complements the DPIA, mandated by Art. 35 of [2], which has

long served as the principal mechanism for evaluating risks associated with personal data

processing. Although the obligation to perform a FRIA will become fully enforceable in

August 2026, Art. 27(5) of [1] anticipates that “the AI Office shall develop a template for

a questionnaire, including through an automated tool, to facilitate deployers in complying

with their obligations under this Article in a simplified manner.”

In the meantime, several studies and technical proposals explore methodologies

to operationalise the FRIA ahead of the official template. Some authors [171] focus on

adapting or extending the DPIA methodology, given the strong conceptual and procedural

affinities between the two instruments, while others [173] have emphasized the need for a

systematic and quantitatively grounded approach.
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Against this background, we introduce COHESIA, a cohesive impact assesment

semi-quantitative methodological framework that integrates the DPIA and the FRIA into

a unified structure. To the best of our knowledge, this proposal is the first to system-

atically consolidate these two legal instruments, highlighting their interplay in terms of

complementarity, overlap, and extension.

Indeed, while the FRIA extends the DPIA beyond data protection to encompass

all FRs potentially affected by AI systems, it also represents a specialisation tailored to

the AI context. The overlap is particularly evident in relation to Artt. 1, 7, and 8 of [170],

which concern human dignity, liberty, and respect for private life, rights that the DPIA

already seeks to safeguard within the data protection domain.

Practically, COHESIA, builds on two pre-existing tools, CNIL-PIA [174] and FRI-

Act [175], respectively, supporting the DPIA and FRIA processes. The framework enforces

a symmetric three-layer structure across both assessments: 1) a qualitative layer, which

guides the narrative and contextual analysis; 2) a semi-quantitative layer, hereafter re-

ferred to as Questionnaire, following the nomenclature introduced in [175], consisting of a

structured survey assigning numerical impact scores to each question; and 3) a quantita-

tive layer, based on the construction of a severity–likelihood matrix to assess risks in the

DPIA and infringements of FRs in the FRIA, in a way that, similarly to what happens

in [175], renders results directly comparable. This architecture ensures methodological

consistency and facilitates comparison across assessments.

Furthermore, COHESIA introduces simple visualization instruments enabling com-

parative analysis, both diachronically (across successive versions of the same document)

and synchronically (across multiple DPIAs or FRIAs, or between a DPIA and FRIA for

the same system). These tools allow assessors to visualise convergence or divergence

in evaluations, identify potential inconsistencies, and quantitatively support deliberative

decision-making.

To illustrate the framework’s capabilities and practical benefits, COHESIA is ap-

plied to a modified version of a FAITH-FDSS presented in Chapter 6. The analysis

is complemented by three additional AI systems, included as a thought experiment, to
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demonstrate how the proposed framework supports comparison across systems with dif-

fering levels of risk and compliance maturity. In doing so, the paper reflects on the evolving

methodological landscape of AI compliance assessment in Europe, where both mandatory

and voluntary DPIA/FRIA practices are expected to become increasingly common as part

of a broader culture of trustworthy AI development.

We conclude this introduction with a brief outline of the following sections. Sec-

tion 10.2.1 introduces the CNIL-PIA [174] and FRIAct [175] tools, which are respectively

employed to conduct the DPIA and the FRIA and Section 3.1 describes how CNIL-PIA

[174] has been revised by integrating: 1) a quantitative evaluation within the CNIL-PIA

[174] questionnaire, following the same methodology as in FRIAct [175]; 2) a quantita-

tive matrix for the numerical assessment of the three categories of risks addressed in the

DPIA, Illegitimate access to data, Unwanted modification of data, and Data loss. Section

3.2 explains the overall structure of the COHESIA framework. Section 10.2.2 presents

the COHESIA framework and details its three-layer architecture, while Section 10.2.3

focuses on the visualization tools introduced in COHESIA. Finally, 10.2.4 introduces the

four case studies, applies COHESIA to each of them, presents and discusses the results,

highlighting the methodological advantages of the proposed approach.

10.2.1 Related Tools COHESIA Builds Upon

This section presents the two methodological tools employed in our research, each corre-

sponding to one of the two assessments integrated within the COHESIA framework.

The first tool is CNIL-PIA [174], a well-established and predominantly qualita-

tive instrument developed by the CNIL (Commission Nationale de l’Informatique et des

Libertés) institute, which supports the preparation of DPIAs.

The second tool is FRIAct [175], a more recent and semi-quantitative tool, which

facilitates the execution of FRIAs. Together, they provide the conceptual and procedural

foundations upon which the COHESIA framework builds to achieve an integrated and

harmonized approach.
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10.2.1.1 CNIL PIA Tool for DPIA

For the DPIA simulation, we employed [174], a tool provided by CNIL, which comprises a

series of structured forms guiding the user through the three principal sections of a DPIA:

Context, Fundamental Principles, and Risks. Beyond generating the DPIA document

Figure 10.1: DPIA Risks placement in CNIL-PIA tool

itself, as shown in Fig. 10.1, the tool produces a visual summary output that provides

a concise representation of the third section, Risks. Each risk category, encompassing

Illegitimate access to data, Unwanted modification of data, and Data loss, is represented

according to the likelihood and severity as assessed by the evaluator. These two dimensions

constitute the only semi-quantitative inputs, defined on a limited scale ranging from 1 to

4.
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10.2.1.2 FRIAct Tool for FRIA

FRIAct [175], developed to support a comprehensive and reproducible assessment of the

impact on FRs, comprises two distinct modules: the Pre-Deployment Questionnaire and

the Matrix. The first module, referred to as the Pre-Deployment Questionnaire, is di-

vided into a qualitative introductory component and a quantitative component, collecting

the following sections: Categories of natural persons and groups; Deployment process;

Input data and Fairness; Transparency; Performance; Human oversight; and AI system

Monitoring and Maintenance.

Each section comprises one or more questions, to which the assessor can assign

a quantitative response on a scale from 1 to 10, followed by space for a qualitative and

discursive justification. Fig. 10.2 illustrates one section as an example. The average of

Figure 10.2: Transparency section from FRIAct tool

the responses for all questions within a section yields the Specific Risk Indicator (SRI)

for that section. Subsequently, the average of all SRIs across the sections produces the

Questionnaire Risk Indicator (QRI), which ranges from 1 (low risk) to 10 (high risk). The

second module, referred to as the Matrix, is structured to mirror the categories of FRs
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in [170]: Dignity (Artt. 1–5), Freedoms (Artt. 6–19), Equality (Artt. 20–26), Solidarity

(Artt. 27–38), Citizens’ Rights (Artt. 39–46), and Justice (Artt. 47–50).

Figure 10.3: Risk assessment in FRIAct for FR in Art.8 of CFREU

Fig. 10.3 illustrates the construction of the matrix specifically for Art. 8. For

each FR, the potential infringements are evaluated along two dimensions: Severity and

Likelihood. Severity is further decomposed into Intensity, capturing the magnitude of

potential harm through a conservative assessment of worst-case outcomes, and Effort of

Remediation, reflecting the reversibility of the harm and the difficulty of mitigation.

From these evaluations, an Impact Significance (IS) score is calculated for each FR

using classical risk assessment methodology as the product of Severity and Likelihood. In

FRIAct, the IS is combined with the QRI obtained from the Pre-Deployment Questionnaire

to compute the FRIAct score; in COHESIA, the IS is used as-is, while the QRI is visualized

separately to enable a more analytical understanding of the contributions from both the

questionnaire and the matrix.

To contextualize each scale, FRIAct [175] provides refined guidance for every di-

mension or sub-dimension contributing to the final IS. For example, regarding the Effort

of Remediation dimension, the 1-to-10 scale is defined as follows: 1–2 (Trivial) indicates

minimal corrective actions, with existing resources considered sufficient; 3–4 (Modest) en-

tails moderate effort and some coordination; 5–6 (Substantial) requires significant resource

allocation, potentially involving specialized expertise; 7–8 (High) corresponds to complex,
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time-intensive interventions that may disrupt standard operations; 9–10 (Nearly Imprac-

ticable) denotes extremely difficult or costly measures that could compromise feasibility.

10.2.1.3 Adapting the CNIL-PIA to Fit the COHESIA Framework

First, in order to align the CNIL-PIA [174] with the more quantitative Pre-Deployment

Questionnaire proposed in FRIAct [175], we revise each open-ended question from the

sections Proportionality and Necessity, and Controls to Protect the Personal Rights of

Data Subjects within the DPIA module, integrating them with a quantitative evaluation.

The average of the responses for all questions in a section yields the SRI for that section,

following the methodology implemented in FRIAct [175].

Figure 10.4: Open-ended question in CNIL-PIA integrated with quantitative assessment
in COHESIA

For a practical illustration, Fig. 10.4 shows one open-ended question in CNIL-PIA

[174] integrated with a quantitative assessment. Second, we focus on the following risk

categories identified by CNIL-PIA [174], which ideally correspond to the privacy-related

articles of the [170] (Art.1, Art.7, and Art. 8): Illegitimate Access to Data, Unwanted

Modification of Data, and Data Disappearance. For each category, CNIL-PIA [174] pro-

vides:

• three open-ended questions addressing Potential Impacts, Threats, and Sources;

• a semi-structured selection tool labeled Measures, where the user can specify the

safeguards implemented to manage potential adverse events: this includes a list of
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standard measures suggested by the tool (e.g., encryption, archiving, anonymisation,

minimisazion) and user-defined measures entered in the previous module;

• a severity score and a likelihood score, each on a 1 to 4 scale (Negligible, Limited,

Important, Maximum).

In our approach, and to ensure methodological consistency with the FRIAct [175]

scoring matrix, each individual risk category within the DPIA is considered as it were a

FR. Following the way FRIAct [175] evaluates FRs, Severity is decomposed into two sub-

dimensions, Intensity and Effort, each quantitatively assessed on a scale from 1 to 10. The

Likelihood dimension is similarly refined using the same numerical range. Subsequently,

three IS values are computed as the product of severity and likelihood which yields the

risk.

Figure 10.5: Original form in CNIL PIA tool

For a practical illustration, Fig. 10.5 shows the original open-ended question in

CNIL-PIA [174], whereas Fig. 10.6 depicts its adapted version. In line with FRIAct [175],

but introducing some novel elements, we incorporate three dimensions to estimate severity:

the Effort of Planned Controls (ex ante), the Effort of Remedies (ex post), and Intensity,

which captures the magnitude of potential harm through a conservative assessment of

worst-case outcomes. Similarly, in analogy with FRIAct [175], the SRIs across all sections

are averaged to produce an overall score for the DPIA, analogous to the QRI for the FRIA.
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Figure 10.6: The same form revised in COHESIA

10.2.2 The Integrated Framework

After adapting the DPIA into a more analytical and quantitatively oriented instrument in

line with the FRIAct [175] methodology, the integration of both components within the

COHESIA framework yields, in addition to the respective DPIA and FRIA reports, the

following outputs:

1. a histogram reporting both the DPIA QRI, which represents the average of SRIs

over sections Proportionality and Necessity and Controls to Protect the Personal

Rights of Data Subjects of the DPIA; and the FRIA QRI , which represents the

average of SRIs over sections Categories of natural persons and groups, Deployment

process, Input data and Fairness, Transparency, Performance, Human oversight, and

AI system Monitoring and Maintenance of the FRIA, as calculated in FRIAct [175];

2. a scatter-plot representing the distribution of risks across the 50 FRs in [170] (FRIA)

plus the three risk assessments from DPIA, reporting the IS for each of them;
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3. heatmaps that decompose risk into its components, Severity and Likelihood, for the

FRs and risks already reported in the scatter-plot.

10.2.3 Visualization Tools Introduced to Provide a Compact Overall

Assessment

Results from COHESIA are presented through three graphical representations, designed

for immediate interpretability, which facilitate comparison between different case studies,

even at a glance. The first visualization component consists of histograms displaying DPIA

QRI and FRIA QRI relating the same AI system as paired bars. This representation

allows for an immediate understanding of the specific risk associated with data protection

infringements, as well as the risk inherent to the AI system and the task it is intended to

perform, highlighting the complementarity of DPIA and FRIA. The second visualization

component is a simple scatter plot representing, for each case study under analysis, the

IS scores as defined in FRIAct [175]. This score, calculated as the product of likelihood

and severity, directly quantifies the risk of infringing a specific FR. On the x-axis of the

plot, FRs are grouped according to their category in the [170]. Each point in the scatter

is labeled to clearly identify the corresponding FR. The risk values range from 1 to 100.

This visualization allows for an immediate understanding of which category of FRs is most

affected by each AI system, and the magnitude of this impact. The third representation

component consists of a series of 10×10 heatmaps, plotting likelihood against severity.

Each entry of the heatmap reports the amount of FRs that exhibit a specific Likelihood

and Intensity. This approach allows the two factors contributing to risk to be disentangled;

given that we are, in any case, analyzing AI systems from the high-risk category, a high-

risk AI system can be well-designed and compliant, minimizing likelihood, yet still be

inherently “very risky” due to the nature of the task and its application domain; an AI

system with a moderately significant impact but poor design may also be very risky; finally,

there are the cases of well-designed systems with limited impact, which are less risky, versus

those with maximal impact and poor design, representing the most hazardous class and

potentially becoming unacceptable. In addition to the global heatmap encompassing all

FRs, a separate heatmap has been generated for each category to enable a more in-depth

analysis.
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10.2.4 Case studies

To demonstrate its advantages, COHESIA is applied to four AI systems representing

distinct risk classes and varying levels of compliance with the European regulatory and

ethical framework. With reference to Fig. 10.9, Fig. 10.10, Fig. 10.11, and Fig. 10.12 the

four AI systems are selected close to the corners of the heatmap to emphasize different

possible types of behavior:

(A) low-impact, compliant, technically robust AI system, whose intended purpose relates

the optimization of local tax revenue. A is obtained from the AI system introduced

in Chapter 6 with minor adaptations. These adjustments enable the system to incor-

porate a higher-risk task and makes the analysis more informative and instructive.

Specifically, alongside the original tasks T1 and T2 discussed in Chapter 6, we in-

troduce task T3, which concerns the classification of taxpayer behaviour. The task

facilitates the categorisation of non-compliant taxpayer conduct into three distinct

typologies: (i) deliberate non-compliance, (ii) unintentional default, and (iii) default

attributable to partial or temporary financial hardship, thereby supporting propor-

tionate and differentiated administrative responses. For individuals identified under

category (iii), who are presumed to experience financial hardship, the objective is to

offer a tailored instalment plan that appropriately reflects the taxpayer’s financial

capacity and enhances the likelihood of effective debt recovery. Now A is classified

as high-risk because, if the system fails the prediction, some taxpayers may be devoid

of a privilege potentially critical for their life. According to Art 6. Annex III (system

category 5) [1], this makes the AI system high risk. However, even after adding T3,

the AI system remains admissible. The key issue is whether the application could be

deemed to involve profiling in relation to T3, a situation which, under the relevant

provisions of the [1], would classify the system as forbidden. While it is true that

taxpayers are categorised in a manner that may suggest profiling, [1] stipulates that

any system performing categorization falls within the forbidden category only if at

least one of the following conditions is met:(1) the categorisation of individuals is

used for purposes other than the system’s originally intended purpose; or (2) the sys-

tem could potentially cause disproportionate and detrimental harm to individuals.
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Condition (1) does not apply because the categorization is strictly functional to the

original intended purpose of the system. Condition (2) appears inapplicable as well,

as the absence of an instalment-payment proposal does not constitute a definitively

harmful situation and is readily rectifiable upon the taxpayer’s request. Indeed, the

individual is fully capable of being informed of this option and of asserting their

entitlement to it, should they deem it applicable.

(B) low-impact, partially compliant, technically unsound AI system: B has the same

intended purpose of A but differently from A lacks technical soundness and full

compliance;

(C) high-impact, compliant, technically robust system: inspired by our experience in

biomedical images, we conceived C as an AI system which supports a clinician in

deciding a treatment for a patient, identifying in X-Ray biomedical images features

of clinical relevance. According to Annex III [1], AI systems concerning the health

of individuals are always to be considered high-risk. C has been designed to be

compliant with: human oversight (Art. 14 [1]), technical robustness and safety (Art.

15 [1]), data governance (Art. 10 [1]), transparency (Art. 13 [1]), privacy by design

(Art. 25(1) [2]) and by default (Art. 25(2) [2]). This careful design makes C a

high risk fully compliant AI system which minimizes risks, in spite of the remarkable

impact associated with its task;

(D) high-impact, not compliant, technically unsound AI system: this hypothetical AI

system is designed for partially automating decision-making in legal proceeding . It

is assumed to exhibit certain deficiencies in data protection, data governance, and

human oversight, which altogether render it unacceptable in real-world deployment

due to the magnitude of its potential impact. Of particular concern is the inadequate

handling of bias, which may occasionally lead to discriminatory decisions and to

arbitrary correlations among unrelated personal attributes, ultimately resulting in

unjustified outcomes and severe violations of FRs.

The application of COHESIA to the four case studies, along with the correspond-

ing DPIA and FRIA documentation, also produces the visual representations shown in

Figs. 10.7–10.12, which are discussed in the following paragraph. The histograms in
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Figure 10.7: Histogram reporting FRIA and DPIA QRI for AI systems A to B

Figure 10.8: Plot reporting the risk of infringing any FR in CFREU and for the three
risk categories (Illegitimate access to data, Unwanted modification of data, and Data loss)

analyzed in DPIA relating , for AI systems A to B

Fig. 10.7 are based on the quantitative components of the questionnaires related to the

DPIA and the FRIA, as indicated in the legend. They represent and compare the risk

levels across different AI systems though the QRI: the FRIA column accounts for as-

pects such as technical robustness, human oversight, transparency, and data governance,

whereas the DPIA column primarily reflects data protection considerations. Systems A

and B are not markedly different, as the impact of both is modest; even though B is poorly

designed, its overall risk remains limited. Figure 10.8 presents the infringement risk anal-

ysis for all FRs, highlighting the systems associated with the highest infringement risk.

Along the X-axis, the FRs are grouped according to the CFREU classification, allowing

for the immediate identification of the most affected categories. In Figs. 10.9–10.12, the

infringement risk analyzed in the previous plot is decomposed into its two components:
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Legend: color intensity reflects the number of FRs mapped to each (likelihood, intensity) pair

(a) all categories of FRs (b) dignity (c) freedoms

(d) equality (e) justice (f) DPIA

Figure 10.9: For AI system A, the first heatmap decomposes risk into likelihood and
severity, with color indicating the number of FRs corresponding to each likelihood–severity
combination. The subsequent heatmaps present the same information distributed across
categories of FRs. In all cases, A occupies the left bottom quadrant, displaying low

intensity and likelihood.

likelihood and severity. By examining them, the differences among the various systems

become immediately apparent. System A (Fig. 10.9) lies in the lower-left quadrant, in-

dicating that, despite belonging to the high-risk class, its potential impact is modest. Its

likelihood of infringement is also low, making the system overall relatively safe. System

B (Fig. 10.10), positioned in the lower-right quadrant, shows that although its impact

is comparable to that of A, it lacks adequate technical and legal soundness, resulting in

poor compliance. As shown in Fig. 10.8, B poses threats to FRs in the categories of Free-

doms and Equality, as well as risks related to data protection (DPIA category). System

C (Fig. 10.11), located in the upper-left quadrant, confirms its high potential impact but
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Legend: color intensity reflects the number of FRs mapped to each (likelihood, intensity) pair

(a) all categories of FRs (b) dignity (c) freedoms

(d) equality (e) justice (f) DPIA

Figure 10.10: For AI system B, the first heatmap decomposes risk into likelihood and
severity, with color indicating the number of FRs corresponding to each likelihood–severity
combination. The subsequent heatmaps present the same information distributed across
categories of FRs. The most affected categories occupy the bottom right quadrant indi-

cating a high likelihood of occurrence combined with moderate impact.

also demonstrates proper technical and legal design and development. Ultimately, the

heatmaps provide a clear and concise means to assess AI system quality. Systems located

in the bottom-left quadrant are low-impact and well-designed, while those in the top-left

quadrant are high-impact and well-designed. Systems in the bottom-right quadrant are

low-impact but poorly designed, whereas those in the top-right quadrant combine high

impact with poor design. This classification suggests that systems on the left represent

good quality, whereas those on the right reflect poor quality. For low-impact systems, poor

quality may lead to unwanted outcomes and inconveniences for individuals, whereas high-

impact, poorly designed systems should be rejected. The plot in Fig. 10.8, combined with
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Legend: color intensity reflects the number of FRs mapped to each (likelihood, intensity) pair

(a) all categories of FRs (b) dignity (c) freedoms

(d) equality (e) justice (f) DPIA

Figure 10.11: For AI system C, the first heatmap decomposes risk into likelihood and
severity, with color indicating the number of FRs corresponding to each likelihood–severity
combination. The subsequent heatmaps present the same information distributed across
categories of FRs. The most affected categories occupy the top right quadrant indicating
that, although C has a high impact, a careful design allowed to keep the likelihood low.

the heatmaps that decompose individual categories, supports the identification of which

FRs are most at risk and highlights the components of the AI system that may require

correction. This analysis is valuable throughout the entire life cycle of the AI system, pro-

viding guidance for timely interventions and preventing design errors from accumulating

and becoming increasingly difficult to address. It is also useful whenever the AI system

is updated, enabling the monitoring of the impact of new features on technical robustness

and regulatory compliance.
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Legend: color intensity reflects the number of FRs mapped to each (likelihood, intensity) pair

(a) all categories of FRs (b) dignity (c) freedoms

(d) equality (e) justice (f) DPIA

Figure 10.12: For AI system D, the first heatmap decomposes risk into likelihood and
severity, with color indicating the number of FRs corresponding to each likelihood–severity
combination. The subsequent heatmaps present the same information distributed across
categories of FRs. The most affected categories occupy the upper central region of the
matrix, shifting rightward relative to system C. This indicates that system D exhibits
higher severity and likelihood, thereby rendering its overall trustworthiness questionable.

10.3 Conclusions

The proposed framework offers several notable advantages for the assessment and integra-

tion of DPIA and FRIA in AI systems:

1. DPIA QRI integration: the open-ended questions in the main sections of the DPIA

are enriched with a quantitative dimension, synthesizing responses into numerical

values, following the methodology implemented in FRIAct [175]. These quantitative
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responses are averaged within each section and subsequently across all sections to

produce a Questionnaire Risk Indicator (QRI), providing a concise measure of overall

risk.

2. Enhanced granularity in risk quantification: by introducing a quantitative

assessment of risk in CNIL-PIA [174] based on four dimensions—effort of planned

controls, effort of remedies, intensity of harm under a worst-case scenario, and like-

lihood, COHESIA enables fine-grained estimates of DPIA risks. This approach pro-

vides more precise and informative outputs than the standard CNIL-PIA [174] tool

while aligning with the FRIAct [175] methodology. These four dimension are rele-

vant to tell apart the ex ante impact and ex post for risks analysed in DPIA; this

finer decomposition allows the assessor to better calibrate the contribution of each

factor;

3. Comprehensive overview of impact assessments: the framework offers a holis-

tic perspective on both DPIA and FRIA outcomes, leveraging multiple complemen-

tary visualization tools. Histograms compare the QRI, a single, intuitive indicator

that summarizes the sections of DPIA and FRIA. Heatmaps allow for a more detailed

analysis of the two risk dimensions compared to the CNIL DPIA, as they incorpo-

rate two additional quantitative dimensions and align with FRIAct [175], thereby

enabling the integrated assessment of the three DPIA risk categories alongside the

FRs considered in [170]. The scatter plot provides an overall view of risk while si-

multaneously allowing at-a-glance comparison across categories, highlighting which

FRs are most affected by any AI system, both qualitatively and quantitatively. Ad-

ditionally, the distribution of IS scores across DPIA risk categories and the 50 FRs

is examined. Histograms are employed to facilitate an intuitive, simultaneous inter-

pretation different AI systems.

4. Improved coordination among contributors: the framework fosters effective

communication between contributors responsible for DPIA and FRIA preparation,

providing simple, interpretable quantitative and semi-quantitative indicators. This is

especially valuable when different actors are involved in drafting the two assessments,

ensuring alignment while maintaining accountability for subjective risk judgments.
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5. Diachronic assessment and life-cycle support: COHESIA supports the lon-

gitudinal evaluation of DPIA and FRIA scores, recognizing that both instruments

are dynamic and must evolve alongside the AI system throughout its life-cycle. The

framework further allows comparison of assessments produced by different individ-

uals or across similar AI applications prepared by different assessors. While quanti-

tative scoring provides structure, COHESIA preserves a component of expert judg-

ment, reflecting the responsibility and accountability of the assessor in motivating

risk evaluations in accordance with the principle of proportionality.

In summary, COHESIA provides a structured, reproducible, and interpretable approach

to integrating DPIA and FRIA assessments, bridging quantitative rigor with qualitative

reasoning. By facilitating comparability, transparency, and accountability, the framework

contributes to the broader adoption of trustworthy AI practices and supports compliance

with both the [2] and the [1] within a life-cycle oriented perspective which expands Art.

25(1) and makes compliance “by design” not only privacy.
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Conclusions

This doctoral research has demonstrated that AI systems can be conceived, designed, and

implemented responsibly. To achieve this objective, the principles of lawfulness, robust-

ness, and ethics are embedded in the AI system “by design” from the very outset of its

life cycle. This coordinated approach, spanning both regulatory and technological dimen-

sions, yields tangible benefits for the overall quality of the AI system, demonstrating that

compliance and performance can not only coexist, but also mutually reinforce each other

in a virtuous cycle.

Through six case studies in the taxation, fashion, and healthcare sectors, the re-

search explored the full spectrum of AI risk levels, establishing that trustworthiness can

be applied consistently and advantageously across domains, tasks, and data types. The

investigation of different risk classes also aligns with the European approach to proportion-

ality and voluntary adherence to ethical standards, promoting both technical excellence

and social responsibility, while helping to bridge potential gaps between what is legally

required and what is ethically recommended.

Five of the six contributions involve the practical development of AI systems,

each addressing the scientific-technical and regulatory challenges specific to its domain.

The sixth contribution, serving as a methodological cornerstone, introduces the COHE-

SIA framework, an integrated model that unifies DPIA and FRIA into a single semi-

quantitative compliance methodology. Remarkably, this work includes a practical appli-

cation of the COHESIA framework to four high-risk AI systems, inspired by the other

five contributions of the thesis and exhibiting distinct nuances of risk within that class. It

demonstrates how an integrated, operational analysis of compliance within the framework,
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complemented by graphical visualizations of the results, enables stakeholders to assess the

limitations and potential improvements of their AI systems. This approach positions the

drafting and continuous updating of DPIA and FRIA documents as a genuine driver of

technical robustness, transparency, and accountability.

Ultimately, this research affirms that the future of Artificial Intelligence depends

not solely on the increasing capabilities of systems, but on the responsibility with which

they are designed and implemented, fostering transparency, fairness, and trustworthiness.
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Appendix A

Data Protection Impact

Assessment (DPIA) Generated

Using CNIL Tool

In this chapter, we present the DPIA document for the case study discussed in Chapter 6.

The DPIA document is produced with the support of [174]. The plots summarizing

risks are ported first a they are returned by [174]. The more discursive part follows

thereafter.
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Appendix B

Fundamental Rights Impact

Assessment (FRIA) Generated

Using FRIAct Tool

In this chapter, we present the FRIA document for the case study discussed in Chapter 6.

The FRIA document is produced with the support of [175]. The questionnaire

which represents the more discursive part is presented first. The more quantitative matrix

follows thereafter quantifying the risk for each fundamental right of the [170].
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[25] P. Zajec, J. M. Rožanec, S. Theodoropoulos, M. Fontul, E. Koehorst, B. Fortuna,
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