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Abstract—Modern systems of face recognition (FRS) are
used in a wide range of computer applications: for user
authentication; in email marketing; in social networks; for
personal identification and more. However, such technologies
are often vulnerable to spoofing attacks. Facial image can be
faked in various ways: print a photo; record a video; create a
high-quality silicone mask, etc. By presenting a fake to the FRS
the attacker has an intention of passing himself off as another
person, for instance, trying to get an access to a secure computer
system. Face Liveliness Detection solves this problem by
detecting whether the person in front of the camera is real or
fake. In this article, we explore the possibilities of using deep
learning technology for face liveliness detection. We consider
several models and setting numerous experiments. As datasets
for experiments we use various fake images and for each such
dataset we obtained evaluation of effectiveness. In our research,
our main goal is to improve basic deep learning architectures
using latest technologies to get more accurate model.

Keywords—deep learning; face liveliness detection;
spoofing attacks; facial recognition system

I. INTRODUCTION

The Face Recognition System (FRS) uses computer
technology of matching the digital image of human faces to
accurately identify and measure features, for instance, by
checkpoints [1]-[3]. The technology is based, as a rule, on
the selection of important features of human faces, their
parameters and specific values. Further, based on a
comparison of these features with reference copies, a
decision is made about whether these features belong to one
or another user [4], [5]. In user identification systems,
feature sets are used to predict the user's identity [6], [7].

The most promising direction in this area is deep
learning methods [8]. In this paper, we are proposing several
improvements on some basic deep learning models that
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allow us to achieve better performance in spoofing
detection.

II. RELATED WORKS

A large number of scientific publications are devoted to
the study of methods for detecting liveliness using artificial
intelligence.

The work [8] provides an overview of convolutional
neural networks, sets out in detail the settings and
instructions for using deep learning for liveliness detection.
The [9] proposes an end-to-end Convolutional Neural
Network (CNN) architecture that directly maps raw input
face images to the corresponding output classes. The authors
tested attacks using distorted printed photographs, printed
photographs with eyes cut out, and some video attacks. In
[10], new spoofing attacks are proposed based on the
transformation of visible face images into a thermal
spectrum. At the same time, in comparison with known
attacks using silicone masks, the frequency of detection
errors increases. In [11], presentational attacks in the near
infrared (NIR) image channel were studied using 3D masks
made of paper, latex, and silicone. The authors consider
complex texture features from the lower layers of a
convolutional neural network and show some positive test
results. In [12] provides an overview of modern approaches
to spoofing attacks using 3D masks, as well as anti-spoofing
methods, including existing databases and countermeasures.
The article [13] proposes a set of video data of the movement
of a face in a silicone mask, containing 200 videos with a
real face and 200 videos with a face from a silicone mask.
To detect fakes, the authors use a support vector machine
(SVM). In [14], the performance of a CNN was evaluated to
protect against face spoofing. The authors explored the
Inception and ResNet CNN architectures.
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Thus, different authors have explored different datasets
simulating specific spoof attack scenarios. In addition, many
authors have used various spoofing detection efficiency
metrics. We propose an advanced deep learning model that
performs better on different datasets.

III. MATERIALS

In this study, we consider various spoofing attack
scenarios and related datasets.

A. Custom Silicone Mask Attack (CSMAD)

In this study, we consider various spoofing attack
scenarios and related datasets. A.Custom Silicone Mask
Attack (CSMAD) The first dataset we consider is CSMAD
[15], [16]. The set contains simulated presentation attacks
made from six custom-made silicone masks. These are high
quality silicone masks made by Nimba Creations Ltd., a
special effects company. The dataset was collected at the
Idiap Research Institute and is intended for face presentation
attack detection experiments. The structure of this data set is
shown in Table 1.

TABLE L STRUCTURE OF CSMAD DATASET
IDataset Dimensions 24438
Class distribution 50/50
Training/Validation split 66/34
[Training images 1632
[Validation images 816
[Training class distribution 50/50
[Validation class distribution 50/50
B. The 3D Mask Attack Database (3DMAD)

The second data set used in our work was 3DMAD [17],
[18]. It is a database of 3D biometric data (human faces)
recorded using Kinect. For shaping the dataset, 17 face
masks were taken from ThatsMyFace.com. The structure of
this dataset is shown in Table II.

TABLE II. STRUCTURE OF 3DMAD DATASET

Dataset dimension 2100
Class distribution 50/50
Training/validation split 63/37
Training images 1320
Validation images 780

Training class distribution 50/50
Validation class distribution 50/50

C. Multispectral-Spoof Database (MSSPOOF)

Another set we used contains visible (VIS) and near
infrared (NIR) face images for 21 personalities. The
Multispectral-Spoof set [19], [20] has the structure shown in
Table II1.

TABLE IIL STRUCTURE OF THE MSSPOOF DATASET
IDataset dimensions 4914
Class distribution 50 /50
Training / validation split |67 /33
Training images 3276*

|Validation images 1638
Training class distribution |50/ 50
|Validation class distribution {50/ 50
* Off-line data augmentation was used to increase the number of training
images

PI1C SKTY 20727

October 10-12, 2022

428

D. Replay-Attack Database

The Replay-Attack database [21], [22] consists of 1300
videos 50 with photo and video attack attempts in different
numbers of the United States. The Replay-Attack set has the
representation shown in Table I'V.

TABLEIV. REPLAY-ATTACK DATASET STRUCTURE

Dataset Dimensions 10804
Class distribution 50/50
Training/Validation split 32/18
Training images 8880

|Validation images 1924

Training class distribution  [50/50
|Validation class distribution |50/50

E. Our Database

Our Dataset is made by two sets of images (bona fide
and attackers): the first set contains images extracted from
videos that shows ‘real’ people. Those videos are taken with
a smartphone or downloaded from internet. The second set
contains images extracted from videos taken with a laptop
webcam that filmed the playback of the first set of videos on
the smartphone screen (or vice versa). The structure of our
set is shown in Table V.

TABLE V. STRUCTURE OF OUR DATASET
IDataset Dimensions 4656
(Class distribution 50/50
[Training/Validation split ~ |48/52
Training images 2238
Validation images 2418
[Training class distribution  [50/50
[Validation class distribution [50/50

IV. METHODS

Reference [8] provides a detailed guide to setting
parameters and using deep learning methods for liveliness
detection. The author uses OpenCV computer vision algorithm
library, which shows good results in detecting fakes.

Optimization algorithms set rules for the functions
according to which the parameters of the neural network
change at each epoch. In our study, we use two optimizers:
mini-batch SGD and Adam. The work [23] considered the
effectiveness of optimizers on different architectures of
neural networks and datasets. Both mini-batch and Adam
consistently show good results and high execution speed. We
use keras.optimizers.SGD to implement mini-batch SGD.

The principle of operation of mini-batch SGD is based
on the fact that at each step, only M features are used for
destructuring and changing the parameters of the neural
network, where M is the batch size (BS). Thus, the mini-
batch SGD algorithm approaches the local minimum less
smoothly than batch SGD, but in practice approaches the
local minimum in fewer iterations. Batch size (BS) is a
hyperparameter, usually BS which is a power of two is used,
it speeds up model training.

Together with Stochastic Gradient Descent, we use the
Momentum method. As already mentioned, SGD
approaches the loss function to the local minimum rather
jumpy, which worsens the performance. To provide
smoothness, we use the Momentum technique, which is
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based on exponential smoothing. After changing the
parameters of the neural network, they change depending on
the previous values according to the following formulas:

. Weight change for SGD without Momentum:

W= W_aacost :
ow

o  Weight change for SGD with Momentum:

for t in iterations:

Vie = BV, +(A=B)dw ;

—-aV

t t-1 dw, *

Hyperparameter f — Momentum (Mom.). The closer
Momentum is to 1, the smoother the movement to the local
minimum.

Another optimization algorithm used in experiments is
Adam. Adam combines two methods: Momentum and Root
Mean Square Propagation (RMSP). According to the work
[24], in most cases it exceeds the efficiency of Momentum
and RMSP separately.

Hyperparameter o — learning rate (LR). The larger the
LR, the larger the steps the optimization algorithm takes,
however, if the LR is too large, it may lead to the fact that
the local minimum will not be reached.

A. Training and test data extraction

In every dataset except Our dataset groups of images
associated with different subjects were randomly distributed
in training and test dataset. Therefore data leakage is not
present since two different images from the same group
can’t be in training and test dataset simultaneously.

B. Images Pre-Processing

All our experiments are made using the library
Tensorflow in Python. Each dataset is made of single faces
detected from original frames/images using a trained a SSD-
ResNet for human face recognition. Each face is then
resized, with OpenCV, to 32x32 pixels. For our dataset,
Replay-Attack, MS-Spoof we normalized considering the
single image.

We are describing the several architectures we used: for
each of them, we used Dropout after each Max Pooling layer
and after the first hidden layer to avoid to overfit quickly
during training.

C. Data Augmentation

For data augmentation, we tested using on-line and
offline augmentation. We flipped, rotated, shifted along
width and height, zoomed, sheared, horizontal flipped the
original images. For each case, we set up slightly different
parameters for randomity of these transformations. For each
batch, both for online and offline augmentation, we used
keras ImageDataGenerator class.

D. LivenessNet

We started from CNN used in [8]. We call this
architecture LivenessNet (fiure 1). LivenessNet is a

conventional convolutional neural network. To avoid
overfitting, the number of LivenessNet layers is small, that
is, the neural network is shallow.

E. AttackNet vi

To improve the results of [8], the neural network
architecture was complicated (figure 2). For every
convolutional step, one convolutional layer was added. We
were inspired by VGG16 that uses, in the deepest layers,
three convolutional stages before pooling. Furthermore, skip
connections was used to avoid the problem of “vanishing
gradient” and to avoid overfitting: this was done considering
the ResNet example.

F. AttackNet v2.1

After the first improvement, we did other changes to
improve the efficacy of the network (figure 3). Using
BatchNormalization, we had a normalized input in the next
layers, but combined with ReLU activation function, it
increases the sparsity of the network. We decided then to
adopt different activation functions: LeakyReLU instead of
ReLU and tanh on the first hidden layer. LeakyReLU can
mitigate this issue of losing information in the case of
negative values in input, while tanh takes all values between
minus infinity to plus infinity, so it will always produce an
output between plus 1 and minus 1. Tanh can though
highlight the vanishing gradient problem: since this is a light
architecture (few layers) with shirt skip connections and
LeakyReLU, this becomes negligible.

G. AttackNet v2.2

In this architectural version of our model (figure 4) we
changed the way on how the skip connection are
implemented compared to version 2.1: we utilized the add
function of Keras instead of concatenate, and the same
number of filters for each convolutional layer. This was done
to create a similar architecture with faster inference times.

V. RESULTS

In the following Table VI we summarized our best
results. We used Colab Pro for training, with an average
used RAM for each training session of 4GB, and 1 GB of
GPU.

With "Acc." we refer to Accuracy; "Prec." = Precision;
"FT" = Fine-Tuning; B/A = Bona fide / Attack; BS = Batch
Size; depth=using depth as 4° dimension. * = using
EarlyStopping.

It can be seen from the table of results that for Replay-
Att, CSMAD (RGB), 3DMAD and MS-Spoof datasets, each
of the architectures is able to achieve close to ideal accuracy.
Such accuracy is possible only with the selection of optimal
hyperparameters.

From Fig. 1, 2 it can be seen that the optimal selection of
the learning rate can significantly improve the result. Thus,
AttackNet v2.2 reaches val_acc=1.0 on the CSMAD (RGB)
dataset (the model makes correct predictions for all images
from the test data) at learning rate=1e-03, while at learning
rate=1e-05 the model is retrained and reaches val acc=0.86.
It should be noted that in Fig. 2 we did not manage to
completely get rid of overfitting.
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Fig. 4. AttackNet v2.2

TABLE VI RESULTS OBTAINED FOR DIFFERENT DEEP LEARNING MODELS
Network Dataset Opt. | Mom LR Epochs | BS | Acc Prec B/A Recall B/A F1B/A
LivenesNet Our Dataset Adam | - 0.05 8 8 0.86 | 0.84 0.87 0.87 0.84 0.85 0.86
AttackNet V1 Our Dataset Adam | - 0.05 18 8 0.86 | 0.88 0.84 0.85 0.87 | 0.86 0.86
AttackNet V2.1 Our Dataset Adam | - 1E-03 63 8 0.89 | 0.96 0.83 0.85 0.95 0.9 0.88
AttackNet V2.2 | Our Dataset Adam | - 0.05 22 8 0.89 | 0.89 0.88 0.88 0.89 | 0.89 0.89
LivenessNet Replay-Att Adam | - 1E-03 12 32 1.0 1.0 1.0 1.0 1.0 1.0 1.0
AttackNet V1 Replay-Att Adam | - 1E-03 12 32 1.0 1.0 1.0 1.0 1.0 1.0 1.0
AttackNet V2.1 Replay-Att Adam | - 1E-03 9 32 1.0 0.99 1.0 1.0 0.99 1.0 1.0
AttackNet V2.2 | Replay-Att Adam | - 1E-03 20 32 1.0 0.99 1.0 1.0 0.99 1.0 1.0
LivenesNet CSMAD(RGB) | Adam | - 1E-03 26 32 1.0 1.0 1.0 1.0 1.0 1.0 1.0
AttackNet V1 CSMAD(RGB) | Adam | - 1E-03 12 32 1.0 1.0 1.0 1.0 1.0 1.0 1.0
AttackNet V2.1 CSMAD(RGB) | Adam | - 1E-03 19 32 1.0 1.0 1.0 1.0 1.0 1.0 1.0
AttackNet V2.2 CSMAD(RGB) | Adam | - 1E-03 12 32 1.0 0.99 1.0 1.0 0.99 1.0 1.0
LivenesNet 3DMAD Adam | - 1E-03 98 32 1.0 1.0 1.0 1.0 1.0 1.0 1.0
AttackNet V1 3DMAD Adam | - 1E-03 85 32 1.0 1.0 1.0 1.0 1.0 1.0 1.0
AttackNet V2.1 3DMAD SGD 0.5 1E-03 15 32 1.0 1.0 1.0 1.0 1.0 1.0 1.0
AttackNet V2.2 | 3DMAD SGD 0.5 1E-03 15 32 1.0 1.0 1.0 1.0 1.0 1.0 1.0
LivenesNet MS-Spoof Adam | - 1E-03 45 32 1.0 1.0 1.0 1.0 1.0 1.0 1.0
AttackNet V1 MS-Spoof Adam | - 1E-03 20 32 1.0 1.0 1.0 1.0 1.0 1.0 1.0
AttackNet V2.1 MS-Spoof Adam | - 1E-03 15 32 1.0 1.0 1.0 1.0 1.0 1.0 1.0
AttackNet V2.2 | MS-Spoof Adam | - 1E-03 42 32 1.0 1.0 1.0 1.0 1.0 1.0 1.0
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We managed to achieve a significant improvement in the
efficiency of all models due to hyperparameter tuning. Our
dataset turned out to be the most challenging dataset, on
which the AttackNet v2.1 and AttackNet v2.2 models
achieved the best result with a result of 89% accuracy on the
validation data.

The optimal optimizer for Replay-Att, CSMAD(RGB),
3DMAD and MS-Spoof datasets is Adam with LR=1e-03.
Loss under such conditions monotonically decreases, while
val loss jumps sharply from small to large values and back,
as illustrated in Fig. 3.

A high learning rate in this case helps to cope with
overfitting. Thus, with learning rates of 1e-04, 1e-05, 1e-06,
val_loss smoothly decreases until a certain epoch, but after
that, overfitting occurs and the decrease in val_loss stops,
while train_loss and train_acc continue to decrease, which is
illustrated in Fig. 4, 5.
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Fig. 7. CSMAD (RGB) AttackNet v2.1, opt=Adam, LR=1E-03.

Therefore to achieve best results and to prevent
overfitting we used technique called early stopping. As
mentioned earlier, starting from a certain epoch, the model
begins to overfit and then does not reach the previous
performance. It is at the epoch at which val acc reaches its
maximum values that we stop training, preventing the model
from overftting.

Training Loss and Accuracy on Dataset
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Fig. 8. CSMAD (RGB), LivenessNet, Adam, LR=1e-06, epochs=100
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Fig. 9. Our, AttackNet v2.2, Adam, LR=1e-05, epochs=100

VI. DISCUSSION

The new model created is a good improvement over the
initial architecture proposed. There aren’t many known
papers that used that kind of a approach with a total usage of
a CNN architecture to obtain an Anti-Spoofing Attack
system, in fact the not perfect accuracy that the model gets
(in all of it’s forms) suggest that a mixed approach is
recommended. Evidence from results are that the addition
on the fourth layer of the image depth it surely helps the
Network to learn important feature. In general we think that
current dataset available are too small to train CNNs from
scratch. In fact most of the works that involves using a CNN
for Anti Spoofing task are using existing pre trained Face
Recognition CNN using transfer learning.

AttackNet v2.1 and v2.2 seem to work better than
previous architectures. CSMAD was the only case in which
depth improved results, but it proved to be a best practice
including more information during training. Replay-Attack,
CSMAD, MS-Spoof work better using low randomity inside
ImageDataGenerator (<=0.2) for data augmentation. In
particular, transforming too much the images can generate
more noise rather than different useful cases, that is the
original purpose. This is a fast architecture, with an
inference time of 0.02-0.05 ms using low RAM Memory
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(< 3GB), given a face, so the ability of generalization is
limited using only two convolutional steps and two fully-
connected layers. Moreover, the use of Dropout helped to
avoid overfitting on particular features.

VII. CONCLUSION

During the work, we trained and used different
variations of deep neural networks to solve the task of
liveness detection on five different datasets. On some
datasets, the obtained results are close to ideal. For example,
we managed to achieve almost 100% accuracy for various
datasets and this allows us to assert the high efficiency of
deep learning models for detecting fakes.

The convolutional network architecture proposed in [8]
was used as the initial model. Our goal was to expand the
options for applying deep learning to various attack
scenarios. In particular, we investigated various attacks that
were simulated by the corresponding datasets. Various
methods were used to improve the detection results,
including: changing the architecture of the neural network,
selecting the best learning rate for the selected model and
dataset, and other parameters. The proposed improvements
significantly increase the detection efficiency.

It should also be noted that we presented a lighter
architecture for PAD compared to the most commonly used
models, which are deep convolutional neural networks. We
have improved the generalization performance compared to
the original architecture. This is important for detecting
attacks in real time. In addition, there is an opportunity to
implement our model on cheap equipment.

Future work may be to combine or utilize different
dataset during the training phase, given fact that database
shown in this work are old and possibly outdated. Another
interesting point could be to investigate on how the different
network layers are extracting valuable feature from the
images and give meaning to them. Finally, could be
important to extend the network with more layers and try to
define a new successful convolutional neural network
architecture.
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