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Abstract

As digital transformation intensifies, the governance of spatial data infrastructures is becom-
ing increasingly dependent on the capacity to generate and sustain trust—technological,
institutional and civic. This challenge is particularly acute in the Mediterranean region,
where disparities in how geospatial data are produced, accessed, and validated are created
by uneven digital development and fragmented governance structures. In response to
this, this paper introduces an integrated framework combining geospatial artificial intelli-
gence (GeoAI) and blockchain technologies to support transparent, verifiable and spatially
explicit models of digital trust. Based on case studies from the Horizon 2020 TRUST
project, the framework defines trust through territorial indicators across three dimensions:
digital infrastructure, institutional transparency, and civic engagement. The system uses
interpretable AI models, such as Random Forests, K-means clustering and convolutional
neural networks, to classify regions into trust typologies based on multi-source geospatial
data. These outputs are then transformed into semantically structured spatial products
and anchored to the Ethereum blockchain via smart contracts and decentralized storage
(IPFS), thereby ensuring data integrity, auditability and version control. Experimental
results from pilot regions in Italy, Greece, Spain and Israel demonstrate the effectiveness of
the framework in detecting spatial patterns of trust and producing interoperable, reusable
datasets. The findings highlight significant spatial asymmetries in digital trust across
the Mediterranean region, suggesting that trust is a measurable territorial condition, not
merely a normative ideal. By combining GeoAI with decentralized verification mechanisms,
the proposed approach helps to develop accountable, explainable and inclusive spatial
data infrastructures, which are essential for democratic digital governance in complex
regional environments.

Keywords: digital trust; GeoAI; smart regions; spatial justice; blockchain governance;
mediterranean; algorithmic governance; machine learning; geography of trust

1. Introduction
As digital transformation reshapes governance systems, the ability to generate and-

maintain technological, institutional and civic trust has become essential for the develop-
ment of sustainable and inclusive data infrastructures [1–4]. This is particularly evident in
the context of geospatial data, a field that is playing an increasingly pivotal role in urban
planning, disaster response, environmental monitoring, and public service delivery [5–7].

However, uneven development in digital infrastructure, governance capacity, and
civic engagement in cross-border and multi-actor regions such as the Mediterranean has
created significant disparities in how spatial data are produced, accessed, and trusted.
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These spatial asymmetries carry tangible risks. Centralized and fragmented spatial
data infrastructures (SDIs) often suffer from issues such as opaque access controls, limited
auditability and single points of failure, which undermine public confidence in digital
governance and data-driven decision-making. In this context, the reliability, transparency,
and traceability of spatial information have become technical and political concerns.

In response, two technological approaches have been proposed in recent research to
enhance the trustworthiness of geospatial data systems. Blockchain can ensure tamper
resistance, decentralized data provenance and procedural transparency [8–10]. The other is
GeoAI (Geospatial Artificial Intelligence), which can be used to extract patterns, classify
features, and predict spatial dynamics across large-scale datasets [11–13]. While both
fields are evolving rapidly, most existing studies treat them in isolation, often focusing on
theoretical use cases or highly specific applications (e.g., land registries or smart contracts
for location-based services). There is limited empirical research into how these technologies
can be integrated into practical pipelines to support spatial governance in heterogeneous,
real-world settings, particularly in geopolitically complex and digitally fragmented regions
such as the Mediterranean. Furthermore, the concept of trust is often invoked in an
abstract manner, without being operationalized or spatially contextualized. Consequently,
we lack models that can measure, map and validate digital trust as a geographically
differentiated phenomenon.

In this light, this paper aims to address these gaps by developing and experimentally
testing an integrated GeoAI–Blockchain framework designed to assess and enhance trust
in spatial data in selected smart regions in the Mediterranean. The framework is based
on case studies from the Horizon 2020 TRUST project (Digital TuRn in Europe: Strength-
ening Relational Reliance Through Technology), which examines the impact of digital
technologies on trust in institutional and civic settings. Specifically, we propose a modular
pipeline that extracts geospatial indicators related to technological infrastructure, institu-
tional performance and civic participation; and applies interpretable Artificial Intelligence
(AI) models to classify trust-related spatial patterns. This paper conceptualizes trust as a
spatially dynamic and operational dimension rather than a static normative principle. This
framing connects the digital transition with spatial justice and supports a geopolitics of
trust in algorithmic governance. It also validates and anchors the resulting outputs through
blockchain mechanisms to ensure transparency and verifiability.

This work makes several key contributions to the literature on spatial data governance
and digital trust. (i) It provides a practical approach to the abstract concept of digital
trust by using measurable territorial indicators grouped into technological, institutional
and civic dimensions. (ii) It applies GeoAI methods, including machine learning and
semantic enrichment, to detect and classify spatial patterns of trust across heterogeneous
regions. (iii) It integrates blockchain protocols (Ethereum smart contracts and IPFS- (In-
terPlanetary File System- storage) to ensure data traceability, auditability and procedural
integrity. (iv) It provides an empirical demonstration of the framework using real-world
data from Italy, Greece, Spain and Israel, thereby contributing to the emerging geography
of digital trust. The Mediterranean offers a unique laboratory for analyzing digital trust
due to its historical asymmetries, fragmented institutional capacities, and heterogeneous
digitalization trajectories. While northern Mediterranean regions benefit from advanced
digital infrastructures and stronger governance systems, southern and eastern areas often
face institutional fragility, uneven digital readiness and socio-economic disparities. These
structural differences shape diverse trust ecologies and highlight the need for robust, au-
ditable and transparent geospatial data governance. Furthermore, the region’s exposure
to cross-border crises—migration flows, climate risks, resource conflicts—underscores
the strategic importance of trusted digital ecosystems capable of supporting cooperative
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and resilient territorial governance. The remainder of the paper is structured as follows:
Section 2 provides a review of the relevant literature on trust in spatial data systems, the role
of blockchain in geospatial governance and recent developments in GeoAI. Section 3 out-
lines the methodological pipeline, covering data acquisition, AI modelling and blockchain
anchoring. Section 4 presents the results of experiments conducted in selected Mediter-
ranean pilot regions. Section 5 discusses the implications of integrated architecture for
spatial governance and digital inclusion. Section 6 concludes with reflections on limitations,
future directions and policy relevance.

2. Related Works
This section examines how recent advances in GeoAI and blockchain technologies

address challenges in spatial data governance, particularly in contexts demanding both
high data sensitivity and strong institutional accountability. Although GeoAI has gained
traction in public health and other applied fields due to its ability to analyze spatial patterns
and predict risk across large territories, its potential remains underutilized in scenarios
where trust, privacy and decentralized coordination are paramount. The increasing com-
plexity of digital ecosystems, particularly in environments with fragmented governance,
requires infrastructures that can process spatial data intelligently and guarantee its integrity,
traceability and equitable access. Drawing on examples from health-related use cases, this
section demonstrates the wider importance of combining GeoAI with blockchain infras-
tructures to create transparent, secure and reliable geospatial data systems in areas where
timely decision-making, cross-jurisdictional collaboration and civic accountability are vital.

GeoAI is a transformative approach to analyzing, interpreting and predicting spatial
phenomena [11]. It integrates geographic information systems (GIS), machine learning
and high-performance computing. It has been applied extensively in urban analytics,
environmental monitoring, land use change detection and disaster response. Its ability to
process large-scale spatial datasets, such as satellite imagery, mobility traces and sensor
networks, has enabled more dynamic and granular spatial reasoning than traditional
GIS workflows.

Significant contributions include the use of deep learning models, such as convolu-
tional neural networks (CNNs), for object detection in remote sensing data, as well as
unsupervised learning methods for spatial clustering and pattern recognition in urban
environments [14–16]. More recently, GeoAI has been applied to infrastructure monitoring,
climate risk analysis, and smart city planning, often leveraging open geospatial datasets
such as Sentinel-2 imagery, OpenStreetMap, and crowdsourced mobility data [17]. While
these advances have enhanced spatial predictive capabilities, challenges remain in terms
of explainability, data provenance, and cross-platform interoperability. In governance
contexts, the capacity to interpret AI outputs within institutional decision-making frame-
works is underdeveloped, particularly in areas characterized by digital fragmentation or
institutional asymmetry.

Alongside the emergence of GeoAI, blockchain technology has been suggested as a
decentralized infrastructure to ensure the integrity, transparency and auditability of digital
systems. In the governance of spatial data, blockchain can address long-standing issues
relating to data authenticity, access control and tracking of provenance. Its decentralized
ledger structure enables the creation of tamper-evident registries for spatial data trans-
actions, eliminating the need for centralized verification authorities and fostering trust
among multiple stakeholders. Early use cases include blockchain-based land registries
and cadastral systems, where immutability and timestamping are critical for managing
property rights [18,19]. More recent research has explored integrating blockchain with
sensor net- works for environmental monitoring, mobility tracking, and disaster response
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coordination. In many of these implementations, spatial files (e.g., GeoJSON and GeoTIFF)
are hashed and referenced via smart contracts, with full datasets stored off chain using
decentralized file systems such as IPFS or Swarm. However, current applications remain
largely experimental and are often disconnected from mainstream spatial planning and
governance processes.

Few implementations incorporate AI-driven spatial analysis, and even fewer address
the semantic and institutional dimensions of trust in multi-actor settings [20–22]. Conse-
quently, there is a growing interest in developing integrated frameworks that combine
the cognitive capabilities of GeoAI with the procedural transparency and auditability
of blockchain.

Only a limited number of studies have attempted to bridge GeoAI and blockchain
within a unified pipeline. Some conceptual frameworks have suggested using blockchain
for validating AI outputs in remote sensing workflows [23], while others have explored
the idea of federated or decentralized learning architectures for privacy-preserving spa-
tial intelligence [24,25]. These emerging approaches recognize the value of combining
explainable spatial analysis with verifiable data infrastructure—particularly in regions
where digital governance is uneven or politically fragmented. Despite this potential, there
remains a clear gap in operational frameworks that can manage spatial trust as both a
technical and institutional challenge. This paper contributes to that emerging field by
proposing a GeoAI–Blockchain framework designed to produce explainable, auditable,
and semantically enriched spatial data for use in complex governance environments such
as the Mediterranean region.

Despite growing interest in GeoAI and blockchain as innovations in spatial data gover-
nance, integrating these technologies remains largely conceptual or confined to isolated use
cases. Furthermore, although GeoAI has advanced predictive modelling and spatial rea-
soning, its outputs are rarely embedded within transparent, verifiable data infrastructures.
Conversely, blockchain applications in spatial contexts tend to focus on asset tracking or
land administration without addressing the epistemic and semantic dimensions of spatial
intelligence. Digital trust is unevenly distributed across space and, in the Mediterranean,
is shaped by fragmented governance, infrastructural disparities, and heterogeneous civic
engagement. Following the TRUST project, we operationalize a territorial framework
combining technological accessibility, institutional performance, and civic participation.
This paper aims to address this issue by proposing an operational framework that combines
GeoAI and blockchain to produce explainable, auditable and semantically structured spatial
data. The goal is to enhance technical performance and support accountable, trustworthy
spatial data ecosystems in complex governance environments, such as the Mediterranean
region. Digital trust in geospatial ecosystems emerges from the interplay of three interde-
pendent dimensions—technological, institutional and civic—each shaping a distinct layer
of territorial reliability. The technological dimension concerns the robustness, integrity
and auditability of the digital and geospatial infrastructure, including cybersecurity matu-
rity, network resilience, interoperability and capacity to ensure data lineage transparency.
The institutional dimension relates to the quality, legitimacy and accountability of public
governance structures. It includes regulatory compliance, reliability of data stewardship,
transparency of public administration procedures and institutional responsiveness. In
geospatial contexts, institutional trust also reflects the credibility of authorities responsi-
ble for producing or validating spatial information. The civic dimension captures users’
attitudes, levels of digital literacy, perceptions of fairness and willingness to engage with
digital systems. It encompasses issues of inclusion, accessibility and perceived social
legitimacy of digital transformation processes. Together, these three dimensions form a
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multilayered architecture of trust essential to evaluating the readiness of territories within
complex regional ecosystems.

Indicator Justification and Concept-to-Metric Alignment

The indicators selected for technological, institutional and civic trust were aligned
through a conceptual-to-metric mapping process that connects theoretical constructs to
observable proxies. Technological trust indicators reflect system reliability, procedural
transparency, cybersecurity maturity and data lifecycle robustness. Institutional trust
indicators represent regulatory quality, compliance capacity, public-sector responsiveness
and the integrity of data stewardship workflows. Civic trust indicators capture user
engagement, digital literacy, perceived fairness and adoption patterns.

This mapping was validated through iterative expert reviews conducted during the
TRUST project, ensuring that each indicator corresponded to a meaningful dimension of
territorial trust.

3. Materials and Methods
This section introduces the GeoAI–Blockchain framework: a comprehensive, modular

architecture designed to facilitate transparent and accountable spatial analysis of digital
trust in smart regions. The framework combines geospatial data aggregation, machine
learning-based spatial analytics, semantic structuring, and blockchain-based verification to
generate ’trusted spatial products.’ These are geospatial datasets whose origins, processing
logic, and semantic content can be verified, reused, and integrated independently across
digital governance systems. The framework was implemented and tested in a selection
of case study regions, chosen from the Horizon 2020 TRUST project and focusing on
subnational territories in Italy, Greece, Spain and Israel. These regions were selected to
reflect differences in digital infrastructure maturity, institutional capacity, and levels of civic
participation, and to explore spatial variations in digital trust within and across national
borders. The following subsections detail the full workflow of the proposed framework,
from data acquisition and preprocessing to GeoAI-based trust classification, semantic
transformation and blockchain anchoring.

3.1. Geospatial Data Acquisition and Preparation

In order to define digital trust as a measurable spatial concept, a geospatial dataset
was constructed, comprising indicators representing three core dimensions of trust: techno-
logical, institutional, and civic. These dimensions were identified based on the theoretical
model of the TRUST project and prior literature on data governance. The selected indicators
include metrics such as the coverage and availability of broadband and mobile networks,
the transparency and availability of digital public services, the presence of blockchain-
enabled platforms in public administration and the extent to which citizens participate in
open data initiatives or civic technology platforms. Data were acquired from a combina-
tion of official statistical sources (e.g., Eurostat and National Statistics Offices), open data
platforms and satellite-based repositories. Broadband coverage and mobile infrastructure
data, for example, were sourced from OpenSignal and Eurostat regional indicators, while
digital public service metrics were taken from the European eGovernment Benchmark and
civic participation metrics were derived from national open government portals. Wherever
possible, the data were georeferenced and harmonized at the NUTS-3 administrative level.

For raster datasets, such as Sentinel-2 imagery, the spatial resolution was down sam-
pled to ensure consistency with administrative units. Vector data (e.g., shapefiles and GeoJ-
SON files) were reprojected into a common coordinate reference system (EPSG:4326) [26]
and spatially joined to tabular indicators. Metadata were enriched according to ISO
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19115 [27] and OGC/INSPIRE standards to ensure interoperability and traceability across
different geospatial software environments. This preprocessing pipeline enabled the con-
solidation of a multi-source, multi-format dataset that can support machine learning–based
spatial classification. To ensure temporal consistency across heterogeneous sources, all
indicators were collected for the period 2020–2024, depending on the availability of each
dataset. Eurostat regional indicators and national eGovernment statistics refer primarily to
2022–2023, while OpenSignal measurements correspond to the 2023 Q1–Q4 reporting cycle.
Sentinel-2 imagery was retrieved for 2022, selecting cloud-free tiles (less than 5% cloud
coverage) to maximize spatial representativeness. All datasets underwent a harmonization
procedure to ensure comparability at the NUTS-3 level. Tabular indicators were normalized
using z-score standardization, while raster layers were resampled to a common spatial
resolution and aggregated to administrative boundaries using zonal statistics. Missing
values were treated using a combination of methods depending on the data type: (i) mean
imputation for isolated gaps in Eurostat indicators, (ii) K-Nearest Neighbour (KNN) im-
putation for datasets presenting spatial autocorrelation (e.g., mobile network coverage),
and (iii) binary masking for invalid or cloudy pixels in the Sentinel-2 raster stack. This
preprocessing ensured a temporally aligned and spatially consistent multi-source dataset
suitable for machine learning–based trust classification. The workflow follows recent best
practices in geospatial data integration [28,29].

Table 1 summarizes the spatial indicators used to define the technological, institu-
tional and civic dimensions of digital trust. Acronyms used throughout the table include
Blockchain Technology (BCT) and Artificial Intelligence (AI).

Table 1. Spatial indicators for digital trust dimensions.

Dimension Indicator Source Spatial Scale

Technological Broadband/5G coverage Eurostat, OpenSignal NUTS-3
Digital public services EU eGov Benchmark Regional
Blockchain in gov. platforms TRUST WP5 Regional/Local

Institutional Portal transparency National portals NUTS-3
Audit frequency Public audit reports NUTS-3
BCT/AI regulation TRUST D3.2 National

Civic Open data participation Civic platforms, TRUST D5.2 NUTS-3/Local
eID adoption Government ID stats Regional
Civic tech engagement TRUST D5.2 Local

3.1.1. Indicator Normalization and Weighting Strategy

The three dimensions of digital trust—technological, institutional, and civic—were
aggregated through a combined weighting strategy based on both theoretical considerations
and empirical validation. Following the conceptual framework of the Horizon 2020 TRUST
project, each dimension was initially assigned an equal weight (1/3 each), reflecting its
complementary and interdependent role in shaping territorial digital trust.

To verify the robustness of this assumption, a Principal Component Analysis (PCA)
was applied to the full indicator matrix. The resulting component loadings were used to
derive an empirical sensitivity analysis of the weighting scheme. PCA-derived weights devi-
ated only marginally from the equal-weight baseline (±0.06 across dimensions), confirming
the stability of the aggregation rule. For this reason—and to preserve interpretability in
policy and governance contexts—the final trust index adopts an equal-weight specification,
while PCA diagnostics are used as a robustness check.

The aggregated index was then used as a feature input for the supervised and unsu-
pervised learning models described in the following subsections.
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3.1.2. Sensitivity and Collinearity Analysis

A correlation matrix and VIF (Variance Inflation Factor) analysis were performed
to assess collinearity among indicators. No VIF exceeded the threshold of 5, indicating
acceptable independence. A sensitivity analysis was also conducted by perturbing indicator
weights ±20%, revealing stable trust rankings in 89% of the cases. This confirms that the
classification results are robust to alternative weighting strategies.

3.2. GeoAI Modelling and Trust Typology Classification

The analytical core of the framework is based on applying GeoAI techniques, specifi-
cally machine learning and deep learning models tailored to geospatial tasks, to classify
and map spatial patterns of digital trust. This step aims to identify clusters of territorial
units exhibiting similar levels of technological capacity, institutional transparency, and
civic engagement in the digital domain. To this end, we trained a series of supervised
and unsupervised learning models using the geospatial dataset. Random Forest [30] and
Support Vector Machine (SVM) [31] classifiers were employed to categorize administrative
units as having high, medium or low levels of trust, based on combined indicator values. In
parallel, unsupervised clustering (using K-means [32] and DBSCAN [33]) was employed to
identify natural groupings and outliers within the multidimensional feature space. To en-
rich the feature set with spatial proxies not captured by tabular data alone, high-resolution
Sentinel-2 imagery was incorporated into the pipeline.

These raster inputs were analyzed using a lightweight UNet [34] convolutional neural
network architecture that was pre-trained on standard benchmarks (e.g., DeepGlobe [35]
and SpaceNet [36]) and then fine-tuned on representative regional samples. The resulting
semantic segmentation outputs, such as urban density, land cover classification and built-
up area ratios, served as additional variables in the trust classification task, particularly
for the technological and civic dimensions. Model performance was validated using cross-
validation and expert labelled reference typologies developed within the TRUST project.
Where model confidence was low or classifications were ambiguous, a human-in-the-loop
approach was employed to manually review and correct the outputs.

This approach ensured that spatial patterns of trust were algorithmically derived and
contextually interpretable. To integrate spatial patterns extracted from satellite imagery
with institutional and socio-economic indicators, the framework adopts a late-fusion strat-
egy. CNN-derived embeddings from Sentinel-2—representing land-use structure, urban
density, and infrastructural morphology—are first processed independently through the
convolutional encoder. In parallel, standardized tabular indicators (Eurostat, OpenSignal,
institutional datasets) are fed into the machine learning models. The two feature sets are
then concatenated into a unified representation vector, enabling each classifier to exploit
both fine-grained spatial proxies and structural contextual variables. This hybrid fea-
ture space enhances classification robustness across heterogeneous Mediterranean regions.
Model selection was guided by the need for interpretability, robustness across heteroge-
neous spatial datasets, and ability to capture non-linear interactions among indicators.
Random Forest (RF) was chosen as the primary classifier due to its strong performance on
structured indicators and its suitability for mixed-type geospatial variables. The Support
Vector Machine (SVM) with RBF kernel was adopted as a baseline model to assess classifi-
cation consistency. Clustering (K-means and DBSCAN) was employed to explore intrinsic
spatial patterns without imposing predefined trust categories. The UNet CNN was selected
to extract spatial proxies from Sentinel-2 imagery, leveraging its proven effectiveness in
segmenting high-resolution remote sensing data.

Key hyperparameters were tuned using grid search and 5-fold cross-validation. For
RF, the best-performing configuration included n_estimators = 500, max_depth = 12, and
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min_samples_split = 4. SVM optimisation yielded C = 2 and gamma = 0.01 for the RBF
kernel. K-means clustering adopted k = 3, consistent with the three trust typologies, with
silhouette analysis confirming cluster cohesion. The UNet architecture was fine-tuned
on representative regional samples with batch size = 16, learning rate = 1× 10−4, and an
encoder depth of 4. These settings ensured stable classification performance across all case
study regions.

Construction and Validation of Expert-Labelled Trust Typologies
Trust typologies were defined through a structured expert-elicitation process involving

six domain specialists (digital governance, AI for public sector, geospatial infrastructure,
Mediterranean studies). For each region, experts independently assigned trust labels
based on a unified evaluation grid. Inter-expert agreement (Cohen’s κ = 0.74) indicates
substantial concordance. Borderline cases—regions where experts diverged—were resolved
through moderated discussion and documented rationale. These cases were later used as
benchmarks to test model interpretability.

The main GeoAI models and their analytical purposes are presented in Table 2.

Table 2. GeoAI models used in spatial trust analysis.

Model Task Implementation Notes

Random Forest Classification of trust levels Uses multi-indicator feature vectors
SVM Baseline classifier Used for robustness check
K-means Cluster detection Unsupervised; typology exploration
DBSCAN Outlier detection Detects anomalous spatial units
UNet Semantic segmentation Trained on Sentinel-2 data
PCA Dimensionality reduction Pre-processing for clustering

3.3. Semantic Structuring and Trusted Spatial Products

Following classification, GeoAI outputs were transformed into structured geospatial
datasets intended for use by public administrations, researchers, and civic organizations in
subsequent processes. These trusted spatial products include vector and raster data layers
representing digital trust typologies. Each layer is enriched with descriptive metadata,
semantic labels, and processing documentation. Each product contains detailed attribute
information on the underlying indicators, the assigned trust category, and a confidence
score reflecting the model’s predictive reliability. Semantic annotations were added using
controlled vocabularies drawn from the INSPIRE directive, the OGC feature model and
TRUST-specific ontologies developed within the project. All metadata were stored in
machine-readable formats (e.g., JSON-LD) to ensure compatibility with semantic web
technologies and data catalogues. This structuring process ensures that the spatial outputs
are technically valid and semantically interoperable, supporting traceability, explainability
and reuse in multi-actor governance settings. The output structure of trusted spatial
products is summarized in Table 3.

Table 3. Semantic structure of trusted spatial products.

Field Description Format/Standard

Spatial Layer Trust clusters (vector/raster) GeoJSON, GeoTIFF
Trust Category Assigned label (e.g., high/low) Text label
Indicator Summary Normalized indicator values CSV/JSON-LD
Confidence Score Model certainty (0–1) Float
Metadata Source, date, process details ISO 19115
Semantic Tags Ontology alignment INSPIRE, OGC
Version ID Immutable product ID SHA-256 hash
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3.4. Blockchain Anchoring and Data Provenance

To ensure the transparency and verifiability of analytical outputs, the last step of the
framework involves linking each trusted spatial product to a public blockchain infrastruc-
ture. This addresses the challenge of procedural trust, ensuring not only that the data are
accurate, but also that their generation and modification can be independently audited.

The anchoring workflow consists of three stages: hashing, decentralized storage and
on-chain registration, described as follows.

Each trusted spatial product generated in the GeoAI workflow (GeoJSON, GeoTIFF,
and JSON-LD metadata files) was serialised into a byte stream and processed through a
SHA-256 hashing function. The resulting digest served as the immutable identifier of the
product version. The complete dataset was then uploaded to the InterPlanetary File System
(IPFS), producing a Content Identifier (CID) based on content-addressable hashing. The
SHA-256 hash and the corresponding IPFS CID were finally recorded in a Solidity smart
contract deployed on the Ethereum testnet.

This mechanism ensures a cryptographically verifiable link between the geospatial
product, its hash, and its off-chain storage location. Any alteration to the dataset results in a
different hash and therefore in a distinct blockchain record, enabling transparent versioning
and long-term traceability in accordance with blockchain-based provenance protocols.

Thus, the framework introduces institutional memory and procedural accountability
to the management of digital spatial data. Together, these four components form a replicable
architecture for producing validated, explainable, and auditable spatial information. The
components of the blockchain anchoring process are outlined in Table 4.

Table 4. Blockchain anchoring components for spatial products.

Component Function Technology

Hashing Unique ID for each product SHA-256
Smart Contract On-chain record of hash + metadata Solidity (Ethereum testnet)
Deployment Tools Testnet deployment Ganache, Remix IDE
Off-chain Storage Full dataset storage IPFS
Access Control (Optional) Permissions layer Role-based logic
Versioning Product traceability Hash-based linking

Verification Procedure

The verification of each trusted spatial product can be performed independently by
any user with access to the blockchain ledger and the IPFS network. The process consists
of three steps:

Retrieval—The user obtains the dataset through its IPFS CID stored in the smart contract.
Local Hashing—The file is hashed locally using SHA-256, generating a verification digest.
On-Chain Comparison—The local hash is compared to the hash stored on the blockchain.
If the two values match, the integrity and authenticity of the dataset are confirmed.
Any mismatch indicates tampering, corruption, or version inconsistency. This verifica-

tion workflow provides a transparent and decentralized integrity check, ensuring that the
analytical outputs remain auditable linked to the original computation pipeline.

The overall architecture of the GeoAI–Blockchain framework is illustrated in Figure 1.
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Figure 1. Overview of the modular GeoAI–Blockchain Trust Pipeline. The figure summarises
the modular architecture used in the study, from multi-source data ingestion to GeoAI modelling,
semantic enrichment, and blockchain anchoring through hashing, decentralised storage, and on-
chain registration.

4. Results and Discussions
In this section, we present the results of applying the proposed GeoAI–Blockchain

framework to selected Mediterranean pilot regions. The framework is evaluated along three
dimensions: the performance of GeoAI models in classifying spatial trust patterns, the effec-
tiveness of blockchain anchoring in ensuring data integrity and traceability, and the overall
utility of the resulting trusted spatial products. These findings are contextualized within
the broader debate on digital trust, spatial governance, and infrastructural asymmetry.

4.1. GeoAI Performance and Spatial Trust Typologies

When applied to the standardized dataset, the GeoAI models demonstrated strong
performance in detecting spatial patterns of digital trust. The Random Forest classifier
achieved an overall accuracy of 86.2% and an F1 score of 0.84 for the multiclass classification
task (high, medium, or low trust). Incorporating remote sensing data via UNet CNN
enhanced feature granularity, particularly in densely urbanized areas. Table 5 summarizes
the performance of the main machine learning and deep learning models applied across
the TRUST pilot regions.

Table 5. Model performance metrics for trust classification.

Model Accuracy (%) F1 Score Use Case

Random Forest 86.2 0.84 Tabular trust indicators
SVM 79.4 0.78 Baseline classifier
K-means N/A Silhouette = 0.67 Cluster detection
UNet CNN 88.9 (IoU) N/A Urban infrastructure from Sentinel-2
PCA + RF 83.5 0.80 Dimensionality-reduced input

Spatial typologies revealed three dominant cluster profiles. High-trust regions in-
cluded major urban areas (e.g., Milan, Barcelona, Tel Aviv), while peripheral rural areas
tended to cluster in the low-trust category. These typologies were validated by expert
assessments from the TRUST consortium and show clear alignment with known disparities
in infrastructure, public services, and civic participation.
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4.2. Blockchain Anchoring and Data Integrity

The second component of the framework evaluated the capacity of blockchain to pro-
vide verifiable, tamper-evident traceability for each spatial product. Using Ethereum testnet
smart contracts, all spatial product hashes were successfully registered, and corresponding
files stored off-chain via IPFS. Table 6 presents the key metrics from the anchoring stage.

Table 6. Blockchain anchoring results for trusted spatial products.

Anchoring Component Result Notes

Smart contract deployment 100% success rate Solidity on Ethereum testnet
Avg. gas cost per transaction 168,440 units ≈0.0017 ETH
Hashing method SHA-256 Immutable ID generation
Off-chain storage success 100% IPFS retrieval Content-addressable reference
Verification latency <2 s (testnet) Depends on network conditions

These results confirm that a hybrid anchoring architecture—combining public
blockchain for auditability and IPFS for scalable storage—can effectively support prove-
nance tracking in spatial governance systems. While testnet performance may differ from
mainnet deployments, the proof-of-concept demonstrates full functional feasibility.

4.3. Semantic Structuring and Interoperability

All model outputs were transformed into trusted spatial products, enriched with
semantic metadata, and structured according to INSPIRE and ISO 19115 standards. This
semantic structuring facilitates reuse across governance platforms and supports compliance
with open data standards. Table 7 provides a summary of semantic validation results across
the outputs.

Table 7. Semantic and metadata compliance of spatial products.

Metadata Element Compliance Rate Standard Used

Spatial reference system 100% EPSG:4326
Thematic tagging 93% INSPIRE/OGC vocabularies
Semantic annotation (JSON-LD) 91% TRUST ontology
Provenance/process trace 100% ISO 19115 + blockchain hash
Versioning and change logs 100% Hash-linked identifiers

Most spatial products were semantically complete and interoperable across common
GIS platforms (e.g., QGIS, ArcGIS). A small number of ambiguous records, particularly
related to civic engagement, required manual intervention for semantic clarification.

5. Discussions
This modular framework integrates GeoAI and blockchain, illustrating a viable path-

way towards transparent, verifiable, and spatially aware digital governance. By embedding
cognitive intelligence and institutional accountability in the production of spatial data, the
framework addresses ongoing issues such as data fragmentation, infrastructural disparity,
and governance complexity. Trust clusters observed in the Mediterranean reflect persistent
socio-spatial asymmetries, with high-trust zones typically located in urban regions that are
economically developed, infrastructurally dense, and institutionally stable. Conversely,
low-trust zones often coincide with areas of poor digital service availability, opaque gover-
nance structures, and limited civic engagement. These findings suggest that trust should
not be treated as a static attribute or normative assumption, but rather as a territorial
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condition that is measurable, dynamic, and politically embedded. The ability to detect,
map and verify such patterns is essential for enabling more equitable, evidence-based
regional planning. Finally, while the proposed system is technically robust, it raises institu-
tional and ethical questions that require further attention. These include the governance
of semantic ontologies, long-term storage responsibilities, and the environmental costs of
blockchain infrastructure.

5.1. Ethical Governance, Algorithmic Bias and Trust Classification

Classifying territories into “high”, “medium” or “low” trust categories raises im-
portant ethical and political questions. Trust is not merely a technical attribute but a
socially embedded, culturally mediated and politically sensitive concept. There is a risk
that algorithmic classifications may inadvertently reinforce existing territorial disparities,
particularly in regions historically affected by institutional fragility or socio-economic
marginalisation. To mitigate such risks, this framework emphasises methodological trans-
parency through explainable machine learning, feature importance analysis and robustness
checks. Trust scores are interpreted as analytical signals—rather than deterministic labels—
meant to support deliberation, not replace it. A responsible governance approach should
therefore integrate participatory mechanisms, allowing local institutions and communities
to contextualise results, challenge assumptions and collectively shape digital transforma-
tion strategies.

5.2. Blockchain and Institutional Accountability

Beyond its technical role in ensuring data integrity, blockchain contributes to strength-
ening institutional accountability by offering a decentralised, transparent and tamper-proof
audit trail of geospatial data lifecycle events. By anchoring each output to an immutable
ledger, public administrations become accountable for data provenance, update cycles,
metadata completeness and procedural transparency. This reduces information asymme-
tries between institutions and citizens and enhances public trust in digital governance. In
Mediterranean regions—where institutional fragility and uneven administrative capacities
can undermine data reliability—blockchain-enabled auditability provides an additional
layer of legitimacy and resilience to territorial data governance.

5.3. User Interaction, Governance Capacities and Dispute Resolution

The operationalisation of trusted spatial products requires that public administrations
possess adequate digital and procedural capacities. These include the ability to interpret
trust classifications, update datasets, validate corrections and maintain transparent ver-
sioning logs. Civic users interact with the system through verifiable provenance trails,
while institutional actors handle governance workflows such as dispute resolution around
misclassifications or updated inputs. This strengthens both vertical (state–citizen) and
horizontal (inter-administration) trust.

5.4. Limitations, Generalisability and Political Risks

While the Mediterranean represents a highly relevant stress-test environment, the
framework’s generalisability requires caution. Regions with different institutional archi-
tectures, digital governance models or socio-cultural trust norms may produce distinct
patterns. Furthermore, territorial trust labelling carries political risks: misinterpretation,
strategic manipulation, or stigmatisation of “low trust” areas. To mitigate these effects, trust
scores should support deliberation rather than ranking and be embedded in participatory
governance mechanisms.
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6. Conclusions and Future Works
This paper introduces and experimentally validates a modular framework integrating

GeoAI and blockchain technologies to enhance the transparency, traceability and semantic
interoperability of geospatial data governance. When applied to pilot regions in the Mediter-
ranean, the framework establishes digital trust through territorial indicators and classifies
data using interpretable AI models. The resulting outputs—trusted spatial products—
are semantically structured and anchored via blockchain protocols to ensure verifiable
provenance and version control. Empirical results demonstrate the feasibility and add
value of combining machine learning–based spatial analysis with decentralised verification
mechanisms. The GeoAI models achieved high classification accuracy across regional
trust typologies, and the blockchain anchoring component enabled the full traceability and
auditability of data transformations. Semantic structuring also ensured interoperability
with open geospatial standards, paving the way for trustworthy digital infrastructures that
can be shared across institutions, platforms, and governance scales.

By conceptualising trust as a dynamic, operational spatial dimension rather than a
normative ideal, this work contributes to a growing body of research that repositions spatial
data infrastructures as instruments of institutional accountability and civic inclusion. The
framework supports more reliable decision-making in fragmented governance environ-
ments and opens new pathways for territorial diagnosis, participatory monitoring and
responsive digital policy.

While the proposed framework demonstrates strong technical feasibility and con-
ceptual coherence, further investigation and development are required in several areas.
A critical next step is to deploy the system in real-world governance settings, such as
municipal planning departments or regional data platforms. Testing the framework under
operational conditions, where institutional workflows, political constraints and civic en-
gagement play an active role, will be essential to assess its practical utility and potential for
adoption. In parallel, ethical and legal considerations require closer scrutiny.

Assigning algorithmic trust labels to territories raises important questions regarding
bias, interpretability and political sensitivity, particularly in regions characterised by histori-
cal inequality or disputed governance. Handling spatial metadata, particularly when linked
to blockchain registries, also introduces new challenges around data privacy, surveillance
and regulatory compliance.

Another important area for investigation is the environmental sustainability of the
system. While our experiments used Ethereum’s testnet, transitioning to production-scale
applications will require more energy-efficient solutions. Future work should therefore
explore alternative infrastructures based on proof-of-stake consensus models or private,
permissioned blockchains with lower computational overhead.

At the semantic level, further efforts are needed to refine and govern the ontologies
used for metadata enrichment and product annotation. Incorporating participatory or
co-designed approaches, especially with local institutions and civil society actors, could
improve contextual relevance, cultural alignment and public legitimacy.

Finally, the applicability of the framework could be expanded by including additional
spatial indicators, such as digital literacy, environmental vulnerability and urban resilience
metrics. Testing the approach in different geopolitical regions beyond the Mediterranean
would also provide valuable insights into its generalisability and transferability to diverse
governance landscapes.
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